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Abstract

In order to improve data security in network communication, this project suggests
using End-to-End Encryption (E2EE). E2EE protects against unwanted access by guaranteeing
that private information is kept secret for the duration of its travel. In order to mitigate
potential vulnerabilities at intermediate points, cryptographic procedures are implemented
to safeguard data from the point of origin to its final destination. The method makes use of
strong encryption algorithms and key management procedures in order to strengthen the
confidentiality and integrity of data that is transferred. This method tackles the growing
worries about data breaches, privacy violations, and cyberthreats. By emphasizing E2EE,
communication networks’ security posture is strengthened and user and stakeholder trust
is increased. By implementing this proactive security solution, organizations may protect
sensitive data, comply with changing regulatory requirements, and provide a strong basis
for safe data sharing in the digital sphere.

Subject Classification: Primary 93A30, Secondary 49K15.

Keywords: Encryption, Data security, Confidentiality, Network communication.

1. Introduction

The quick development of digital communication has shaped how
people, companies, and organizations communicate and is now a
fundamental part of modern society. Digital communication channels are
being used more and more due to the growth of internet platforms, cloud
services, and connected gadgets. But because sensitive data is moving
through multiple networks, this dependency creates an increased risk of
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security lapses. Strong security measures are vital in the field of network
communication, as evidenced by the rise in the scope and frequency of
cyber threats in recent years. Sensitive data is frequently transferred across
complex networks, leaving it open to interception and illegal access.
Consequently, maintaining data integrity and confidentiality has become
a top priority for both individuals and organizations.Many weaknesses in
today’s network communication infrastructures jeopardize the security of
data transmission. Data eavesdropping, man-in-the-middle assaults, and
unauthorized access are common dangers that erode the reliability of
digital communication. The shortcomings of conventional security
protocols, such virtual private networks (VPNs) and transport layer
security (TLS), reveal crucial openings that malevolent actors take
advantage of to jeopardize the integrity and confidentiality of important
data.

The objective of this study is to tackle the previously described
obstacles by presenting an all-encompassing execution of end-to-end
encryption (E2EE) in network communication. The principal objective is
to enhance the security stance of digital communication channels by
guaranteeing that information stays private and intact during its journey
from the source to the recipient. This study aims to improve data security
by reducing the risks associated with different cyberthreats by
implementing E2EE.

2. Proposed Method

A strong technique combining the Advanced Encryption Standard
(AES) and the Elliptic Curve Cryptography (ECC) key generation
algorithm is presented to strengthen data security via an End-to-End
Encryption (E2EE) strategy.AES is the symmetric encryption algorithm
used in this procedure, which guarantees the integrity and secrecy of the
data being transported. A distinct symmetric key is dynamically produced
for every communication session, lowering the danger of long-term key
exposure. AES is a popular and efficient method for encrypting huge
amounts of data because it strikes a balance between security and

computing performance, as shown in Figure 1.
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Figure 1
Proposed Model (a) Encryption and (b) Decryption for E2E data security

Concurrently, the asymmetric keys used in the safe transfer of session
keys between communication parties are managed by the ECC key
generation process. Because it may provide strong security with lower key
lengths, ECC is a strong option for contexts with limited resources,
including mobile devices and Internet of Things applications. While
keeping a high level of security, the usage of ECC improves the encryption
process’s overall efficiency.

The suggested E2EE approach combines the benefits of PFS for
continuous key refreshing, ECC for key generation and exchange, and
AES for symmetric encryption. This all-encompassing method seeks to
offer a robust and effective means of protecting data while it is being
transmitted, guaranteeing that integrity and confidentiality are preserved
throughout a variety of communication routes. By combining the
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advantages of both AES and ECC, a comprehensive solution to satisfy the
needs of contemporary data security regulations is provided.

3. AES Algorithm

The symmetric key encryption model that AES uses the same key for
both encryption and decryption. This algorithm'’s efficiency is enhanced
by its simplicity, which makes it ideal for protecting massive amounts of
data in real-time communications. For data security in End-to-End
Encryption systems, AES is a fundamental component. Its symmetric key
concept, algorithmic resilience, key management features, performance
attributes, and broad use make it a dependable and efficient alternative
for securing confidential data while it’s being transmitted. The usage of
AES greatly aids in the establishment of secure communication channels,
promoting trust and privacy in the digital sphere even as E2EE remains a
crucial data protection technique.

Algorithm:

a. Round Constant (Rcon) Calculation:

Reon[i] = (x“™",0,0,0) in GF(2°), where x is a primitive polynomial in

GF(2).

b. SubWord:
Substitutes each byte of the word with the corresponding byte from
the S-Box.

c. RotWord:

Rotates the word cyclically.
d. Round Key Calculation:

WIi]=WI[i —4]® SubWord(RotWord(W[i —1])) ® Rcon {ﬂ forimod4=0

Wil =WI[i - 4]®W[i - 1] forimod 4 0.

e. SubBytes:

Substitute each byte in the state with the corresponding byte from
the S-Box.

S[i, j1=S - Box[S[i, j1]
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ShiftRows:
Shift the rows of the state array.
Sli, j1=SIi, (j+i)mod4]

MixColumns:

Mix the columns of the state array using matrix multiplication in
GF(2%).

S, 1= (02-[i, 1) ® (03- S[i, (j + Dymod4]) @
S[i,(j+2)mod4]® S[i, (j + 3)mod4]

AddRoundKey:
XOR the state with the round key.
S[i, j1="5li, j1® RoundKeyli, j]

4. Key Generation and Key exchange for E2EE Security

4.1 Key Generation

a.

Elliptic Curve Equation:

Choose an elliptic curve defined over a finite field Fp with equation:

E:y* =x’ +ax+b(mod p)

Base Point Selection:

Choose a base point G on the elliptic curve E, where,

G=(x.,Y.)-

Select Private Key:

Choose a random integer d as the private key, where 1 <d <n (n is
the order of the base point G).

Compute Public Key:
Compute the public key Q, where Q =d *G.
Q=[dIG
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Key Generation Key Exchange
| Generate ECC Key Pair |
| public Key (PK) and Private Key (SK) |
- T
7
| sender (Alice) computes Shared Secret Key (SSK) using Bob's Public Key (PK) |

| Receiver (Bob) computes Shared Secret Key (SSK) using Alice's Public Key (PK)

Figure 2
Flowchart for Key generation and Key exchange for ECC

4.2 Key Exchange

a.

Elliptic Curve Parameters:
The communicating parties agree on the elliptic curve parameters (a,
b, p) and the base point G.
Private Key Generation:
Each party generates its private key.
PartyA:d,

PartyB:d,

Public Key Computation:
Each party computes its public key.
Party A:Q, = [d,]1G

PartyB:Q, = [d,]1G

Key Exchange:
Party A sends Q, to Party B.

Party B sends Q, to Party A.

Figure 2 shows the flow of the Key Generation and Exchange of
ECC.

Shared Secret Calculation:

Both parties independently compute the shared secret using the
received public key and their private key.

Shared Secret for Party A:S, =[d,1Q,

Shared Secret for PartyB:S, =[d,]Q,
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The calculated shared secrets S_A and S_B will be the same due to the
properties of elliptic curve scalar multiplication. These shared secrets can
then be used as symmetric keys for encryption and decryption in secure
communication between the parties.

5. Experimentation and Analysis

Table 1 compares the encryption timings for three different algorithms:
AES, ECC, and RSA, for a range of data sizes, from 20 KB to 200 KB. The
information highlights how well each encryption method handles various
information volumes. Interestingly, AES outperforms both RSA (80 ms)
and ECC (60 ms) in terms of encryption speed for the smallest data size of
20 KB, with a time of 30 ms. The disparities in encryption times between
the approaches become more noticeable as the size of the data rises.

Table 1

Comparison of Encryption for different methods

Data Size (kb) RSA (ms) AES (ms) ECC (ms)
20 80 30 60
80 97 38 75
120 102 62 82
150 110 85 100
180 128 115 145
200 149 125 165

Key Generation Time Comparison

Key Generation (ms)

20 40 60 80 100 120 140 160 180
Data Size

Figure 3

Key generation and time taken for different model
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The RSA encryption times show a consistent rise, with a 200 KB
dataset requiring 149 ms, highlighting the encryption’s susceptibility to
bigger data volumes. With its symmetric key technique, AES is well-
known for maintaining continuously lower encryption times than RSA
and demonstrating scalability as data sizes increase. Conversely, the
asymmetric key algorithm ECC exhibits competitive performance across
the spectrum, with progressively longer encryption durations.
Interestingly, ECC records 165 ms at 200 KB, making it a competitive
option to RSA and AES. Figure 3 Shows the comparison for key generation
time consumption.

Decryption timings for RSA, AES, and ECC are compared in Table 2
for data sizes ranging from 20 KB to 200 KB. AES is the most efficient at 40
ms at 20 KB, followed closely by RSA and ECC at 82 ms and 60 ms. AES
retains efficiency as data size grows, scaling to 125 ms for 200 KB. On the
other hand, RSA decryption times increase steadily and reach a maximum
of 158 ms for 200 KB. The asymmetric approach ECC maintains its
competitiveness; hitting 147 ms. Decision-makers can choose an algorithm
based on application requirements by using the table, which highlights
variances in decryption efficiency. It emphasizes the necessity of striking a
compromise between computing efficiency and security when making
cryptographic decisions, taking into account the unique advantages of
each method for various data size scenarios. Figure 4 shows the time
comparison of Encryption and Decryption of Different Models.

80 120 150 180 200 80 120 150 180 200
Data Size (KB) Data Size (KB)

(a) (b)

Figure 4
Comparison of (a) Encryption and (b) Decryption for different methods



474 V.P. BALPANDE, U. B. AHER, P. BORKAR, P. BHANARKAR, G. T. CHAVAN AND R. M. SAIRISE

Table 2
Comparison of Decryption for different methods
Data Size (kb) RSA (ms) AES (ms) ECC (ms)
20 82 40 60
80 100 76 88
120 108 87 95
150 125 117 122
180 136 115 128
200 158 125 147
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Encryption Time Comparison

A thorough comparison of the encryption times for the three
cryptographic techniques RSA, AES, and ECC is shown in Figure 5. The
graph gives a clear picture of how well each algorithm works with varying
amounts of data, revealing important details about the advantages and
disadvantages of each approach in terms of computational efficiency.By
looking at the graph, one can see that AES consistently shows faster
encryption speeds than RSA and ECC for a range of data sizes.

6. Conclusion

A strong and all-encompassing approach has been adopted in the
implementation of an End-to-End Encryption (E2EE) plan to strengthen



ENCRYPTION STRATEGIST FOR STRENGTHENING DATA SECURITY ACROSS NETWORK COMMUNICATION 475

data security across network communication. Information is protected
throughout its trip with E2EE, which secures data at both ends of the
communication channel—from the sender to the recipient. By reducing
the possibility of illegal access and interception, this calculated deployment
promotes increased privacy and confidence. The encryption procedure
serves as a strong defense against potential attacks since it frequently uses
sophisticated algorithms like RSA, AES, and ECC. Because it offers a
secure communication environment, E2EE is effective in helping
organizations comply with strict data protection regulations. Adopting
E2EE becomes essential for protecting sensitive data as cyber threats
change because it provides a strong barrier against illegal access and data
compromise.
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