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Abstract
Traditional NSSA (network security situational awareness) systems are problems 

familiarize to enormous for complicated network circumstances due to instrument 
limitations, inadequate and data fusion capabilities. This paper proposes the investigation of 
Association Rules (AR) based NSS (network security situation) prediction technology. Mining 
for regulations for associations to remedy this issue re- confidence support framework is 
enhanced by incorporating an interest. The assessment standard is revised, and the worth of 
AR is reassessed established on a discussion of associated standard ideas and algorithms AR 
mining. This research proposes an MFP-interest algorithm that combines an alert AR pattern 
with a degree of interest. The MFP-interest algorithm was evaluated. The researcher found 
that the MFP-interest algorithm is capable of accurately predicting NSS. The majority of time 
points have relative error ranges of less than 0.035.

Subject Classification:  Primary 93A30, Secondary 49K15.

Keywords: Computer network security, Association rules, Data mining, Security scenarios, and Risk 
assessment.

1.  Introduction

Network hazards, network infections, network infiltration, and 
network security issues are growing in severity as the use of all types of 
information networks continues to rise. Security flaws in networks, such 
as those caused by hackers, become increasingly apparent over time [1]. 
It’s possible that relying solely on tried-and-true ways could backfire, 
wreaking havoc on users’ privacy and financial security while undermining 
their faith in the network’s reliability [2, 3]. Given the growing importance 
of network security, it’s crucial to have a firm grasp of the state of the 
industry at any given time to protect against unforeseen dangers and 
maintain a safe connection environment. In light of these frequent network 
disasters, people have created sophisticated network protection measures 
such as intrusion detection technology and private network technology 
[4]. Each of these technologies has contributed to the evolution of network 
security, but they all have limitations and need to be revised [5]. Assessing 
and forecasting the NSS in real-time allows proactive network management 
before security problems occur, which helps prevent harm and maintains 
network resource security [6]. The rapid growth of Internet-related 
companies in China has outpaced the country’s ability to implement 
adequate security measures. While the Internet simplifies data storage, 
transfer, and retrieval, there are still gaps in safety that prevent complete 
confidence in its use [7]. NSSA technology was developed out of this 
necessity [8]. The network data is prepared [9], abnormal data is searched 
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for, and the law of network anomalous data is summarized to evaluate if 
the data is possibly damaging to the network. 

The main contributions of this research
	� The application of association rule mining to intrusion 

detection,  which has led to the development of new systems that 
can detect intrusions more accurately and efficiently than traditional 
methods.

	� The development of anomaly detection systems that use association 
rule mining to identify anomalous behavior in network traffic.

	� The development of attack prediction systems that use association 
rule mining to identify patterns in network traffic that are indicative 
of impending attacks.

	� The development of risk assessment models that use association rule 
mining to estimate the risk of different security scenarios.

2.  Related Work

Network security has been the subject of substantial study by 
academics and professionals in the United States and elsewhere, with 
findings categorized as either focusing on identifying misuse or anomaly 
detection [10. Literature [11] shows that many researchers have committed 
time and energy to studying NSS, specifically two subtopics: NSS 
evaluation and NSS predictions. According to the results of the test, the 
hidden Markov model used to detect network service anomalies [12] in 
the literature has an excellent rate of recognition for network service 
anomalies. To combine many data sets into one, a Bayesian network-based 
scenario evaluation model was presented in the literature [13]. In the 
literature, a game-theory-based model for danger prediction and 
situational consciousness is proposed [14]. The software performs threat 
detection, then information fusion, and finally, a discrete hidden Markov 
game model predicts the intended assault intention. To forecast SVM 
(support vector machine), literature looks at the performance indices of 
different kernel functions [15]. Based on research into potential dangers, 
system administrators, and end-user actions, a hidden Markov gaming 
model is developed. Simulation results validate the model’s ability to 
reflect security-related situations and inform administrators’ choices 
constantly [16]. Based on the probable connection between the scenarios in 
the literature [17] constructs a Bayesian network evaluation architecture 
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and discusses the appropriate data broadcasting algorithm. At last, an 
illustration of the Bayesian network computation procedure is provided. 
The risks of the system are not restricted to these less damaging ways, and 
concealed compared to older tactics like viruses and website phishing. It 
complicates efforts to defend the network. Novel approaches and 
technologies for visualizing complicated network behavior at scale are 
described and studied in the literature [18], emphasizing the dynamics of 
networks and the unpredictability of network data. Data mining and 
multisensory data fusion are two important technologies in the literature 
[19]. To better assess the state of security, an organizational statistical 
assessment model is proposed in the literature [20]. The evaluation 
technique and accompanying calculation method in this statistical analysis 
are bottom-up, starting with the local level and working up to attack/
vulnerability levels. To assess the susceptibility architecture, literature [21] 
established a LAN-based NSS evaluation system with two parts: network 
security danger level evaluation development trend prediction. 

3.  Research Method

3.1 Establishment of NSSA System

The NSSA System is Established (3.1). To identify potential threats to 
a network’s security, NSSA requires an in-depth understanding of the 
external environment’s dynamics [22]. Using big data as its foundational 
technological advances, NSSA is an efficient means of detecting, 
investigating, and counteracting network security risks items mining is 
the technique of mechanically identifying and removing possibly 
dangerous items from a vast volume of data stored on a network of 
computers. Possibly harmful network information can be identified 
through data preparation, network searches, and law of aberrant 
networking data summarization. The state of network safety now defies a 
simple qualitative evaluation. In order minimize the number of network 
threats, uncover hidden networking dangers immediately, and offer a 
solid platform for anticipating networking security trends, an acceptable, 
effective, and reliable qualitative evaluation of the present-day network 
security situation in real time is required. Create a method to resolve 
problems that will help you evaluate the security situation quantitatively. 
In order to categories, define, calculate, and analyses the safety metrics, 
the National Social Security Administration system generates the NSSA 
model. The security situational awareness model is adaptive and can learn 
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from past events to improve in the future. A dispersed multilayer system 
structure, consisting primarily of an information gathering terminals and 
an analysis center, is recommended in light of the macro network’s massive 
size and data volume. Figure 1 displays the structure of the system’s 
hierarchical diagram. 

3.2  Computer NSS Prediction

The goal of association rule mining is to discover hidden connections 
in data. Elements selected from a vast data set. People are becoming 
increasingly interested in data mining as the volume of database 
information grows. 

Figure 1
Diagram of the system structure hierarchy

Mining augmented reality consists of two main stages: 
Sets of items that occur frequently (1). Utilize the user-supplied 

minimum support value min_supp to uncover all frequently occurring 
item sets Create AR

(2). There is at least AR min_conf in each maximum frequent item set, 
where min_conf is the minimal confidence level the user specified.

The exact terminology for this case is
	 confidence(C ⇒ D) = P(D ∪ C),support(C ⇒ D) = P(C ∪ D),	 (1)

In the first of these two phases, we solve the basic problem of AR 
mining and benchmark the performance of AR mining algorithms by 
discovering all frequent item sets as rapidly and efficiently as possible. 
The answer to the second stage is simple. Most existing AR mining 
techniques are proposed for the first step’s sub problem. For the purposes 
of numerical thinking and estimation, getting knowledge of what is 
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happening in the field of security in networks compared to large-scale 
sources of information [23]. The nature and precision of quantitative 
perceptions are directly impacted by the elements and outcomes that are 
gathered. There is a dearth of relevant academic literature because this 
area of study is still in its infancy [24]. The framework for further study in 
this area was provided by earlier work on feature identification, 
classification analysis, and clusters. In, Figure 2 depicts the three stages in 
the process flow of the AR mining-based computer network security 
situation prediction technique developed in this paper. Virus data gathered 
from end users is gathered using the fractional interval spectrum feature 
extraction method. To get the qualitative recursion entropy ratio Sn(r, i) of 
the underlying NSS, we first calculate the cluster dij <€between its features 
points for a calculated M(i), single-component NSS time sampling series 
yi.

( )
( 1),  (( ) 2)n

M i
M n rS r i
− −

=

The size of the NSS sequence’s vector field encapsulation is calculated. 
The NSS channel equalization model during conditions of feature 
disturbance is as follows:

_ lim   1 . (3)[ ( ) ( )]NSS AV N MN r MNn r= →∞ − +

When an alarm occurs, it is recorded in the alert logs of various 
network safety components. Naturally, alarm logging is a multimodal 
record, and the AR of the alert log must be assigned to my multimodal AR 
in the careful log databases. In this chapter, we expand the method known 
as FP-growth as part of the MFP-growth (multifaceted FP-growth) method 
for mine multidimensional AR [24], and we further refine the AR template 
along with interest degree to apply constraints to multidimensional AR 
mining using the MFP-interest technique.

For AR X ⇒ Y, support is defined as
( )support . (4)( )A B P A B⇒ = ∪

Confidence is defined as
(  

( )( )confidence (5)P A B
P AA B ∪⇒ =

Although employing the minimal support criterion and the minimum 
trust level can assist in eliminating or decreasing mining useless rules, the 
AR that meets both thresholds becomes a powerful AR.
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The meaning of interest is
(  

( ). ( )interest (6)P A B
P A P BX Y ∪⇒ =

The AR degree that is relevant evaluates the functionality, novelty, 
simplicity, and assurance of rules. As a result, the required minimum 
support establishment must be as low as possible during the AR mining 
process, which places greater demands on the efficiency when the 
minimum encouragement establishing is common, the usability of AR 
mining is significantly hampered by the increase of a large number of 
useless rules; an AR template can restrict the types of AR generated, 
produce only those regulations that users are interested in, and significantly 
decrease. The MFP-algorithm proposed in this paper operates according 
to the abovementioned conditions .The MFP-interest algorithm implements 
the divide-and-conquer strategy and utilizes the FP tree, a compacted data 
storage structure that is a component of the MFP-growth algorithm: 
Condense the alarm log library containing frequently used item sets into 
an FP-tree representing frequent patterns, preserving the item sets’ count 
of frequency and dimensional attributes. Subsequently, the compacted 
database is partitioned into a collection of conditional databases. An AR 
template is employed to regulate the expansion of regular prints; pattern 
growth is restricted to those patterns that meet the requirements of the 
template, and the support of the template is computed. Data mining 
establishes the NSSA threshold, and only data that shares network security 
situation characteristics are chosen for mining potentially hazardous data 
in the network to the fullest extent feasible to prevent the erroneous 
perception that can arise from similarity[9]. The AR mining-based 
computer network security situation prediction technology has been fully 
developed thus far. 

4.  Results Analysis and Discussion

It constitutes a collaborative and public operating system on the web. 
The network state enables the transmission and sharing of information 
and data, satisfying the need for knowledge resources among individuals 
and decreasing the expense associated with their procurement. Although 
the computer network facilitates work and daily life for individuals, it also 
presents criminals with possibilities. Regardless of the type of malicious 
attack, cybersecurity will always jeopardize the computer network. 
Consequently, hackers have emerged as the predominant threat to 
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computer network security in the big data era. In the era of big data, which 
is characterized by fraudulent data theft, computer users must increase 
their network safety awareness to prevent financial losses. To prevent 
unauthorized access to personal information facilitated by malicious 
actors employing virus programs, customers ought to exercise caution 
when connecting their machines to networks, refrain from randomly 
clicking on dangerous web links, and refrain from uploading sensitive 
data without verifying its security. 

Additionally, to safeguard users’ devices against malicious intrusion 
by criminals, users should configure access permissions for the home 
network. It is strongly advised that users seek the aid of qualified network 
upkeep personnel without delay to rectify any issues with the computer 
system, such as password leakage or abnormal operation. In this 
investigation, the running times of frequently occurring item sets mined 
for alarm log datasets of varying sizes using MFP-interest algorithm, MFP-
growth algorithm, and the MApriori algorithm are compared. The 
comparison of the efficiency of smaller-scale alarm log mining algorithms 
is illustrated in Figure 3. Figure 3 demonstrates that the MFP-growth and 

Figure 2
Flowchart of an AR mining-based computer NSS prediction system

Figure 3
A comparison of the performance of algorithms for small-scale alerting log 

mining
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MFP-interest algorithms exhibit significantly higher efficiency than the 
MApriori algorithm. As a result, the MApriori algorithm could be more 
suitable for the mining of immense alarm records. Through manual 
authorization, the network’s infrastructure details are incorporated into 
the resource’s catalog and subsequently merged with the data gathered by 
the person who collected the data about the network, which are 
subsequently loaded into the network security fundamental database.

The record of network security events is constructed through the 
process of correlation evaluation. The outcomes of the analysis constitute 
a fundamental fuzzy matrix. The network security situation is assessed by 
integrating the fuzzy matrix and the analytical structure procedure. The 
evaluation’s results and entire specifics are presented after the assessment. 
Various collectors of data process and store the original data in the 
database. As part of the NSS evaluation process, by analyzing the initial 
data, a complete assessment of the entire NSS is achieved, and security 
incidents are addressed. Meanwhile, by selecting a node, one can perceive 
the state of network security and compute the present rating of the 
neighboring network. Frequently, alarm logs are vast, and mining 
algorithms are confronted with greater performance demands when faced 
with enormous alarm logs. When the threshold for minimum support is 
set to a low value, the MApriori algorithm cannot complete the mining 
task within the allotted time due to the large-scale alarm log. 

An analysis of the execution times of the MFP-growth and MFP-
interest algorithms for mining sets of commonly used items is presented 
in Figure 4. Consider Figure 5. As the size of alarm records expands, there 
is a corresponding rise in the quantity. The amount of item routine sets 
produced by the MFP-growth algorithm, in the absence of relationship 
template constraints, is significantly greater than that of the MFP-interest 
algorithm. After being processed, a substantial quantity of alarm 

Figure 4
An analysis of the mining time of enormous alarm records
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intelligence gathered by data gatherers is entered into the fundamental 
database. The security event information must be analyzed to eliminate 
redundant alarm information. 

The data presented in the alarm is intricately linked to the potential 
security breaches occurring within the network. The network 
management evaluation entails the examination of the security of the 
network alarm, as well as the classification, delouse, and analysis of the 
alarm data. Assembly analysis requires the following steps:
	 Perform association evaluation on network security alarm data.
	 Invoke the similarity function.
	 Process secure event data.
	 Could you keep it in a safety database?
	 Generate statistically significant outcomes.

In comparison to the other two models for prediction (ref. [17] and 
ref. [19]), the accuracy of forecasts can be enhanced by this approach. The 
precise data are illustrated in Figure 6. As illustrated in Figure 6, the 
approach to predicting the fact that is the most precise is the one that is 
proposed in this paper; all other methods for predicting exhibit flaws. The 
data obtained during the primary data collection phase of the NSS 
evaluation module are subjected to a statistical analysis utilizing the 
statistically analyzed information and the key analysis secured event a 
database that is generated by the statistical analysis process. NSS evaluation 
is then executed through the calculation module. Upon the detection of an 

Figure 5
Typical Item Set Mining: A Comparison
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imminent danger within the system, an established reaction strategy is 
implemented. 

Following the implementation of the internal response measures 
derived from the results of the NSS assessments, the system notifies the 
network’s protection administrator of any system threats. For the plug-in 
to invoke the linkage response, it is necessary to analyze and compare 
response times, implement suitable measures, and transmit an email.

5.  Conclusion 

In summary, with the official advent of the era of big data, there is a 
growing concern among individuals regarding the security of computer 
networks. Users will endure irreparable harm if a substantial quantity of 
critical data is misplaced or stolen from their machine’s network. Using 
the study of computer network security situation prediction technological 
advances based on AR extraction of minerals, this paper demonstrates 
that the network security situation precision during design technology is 
substantially greater than that of conventional technology, thereby 
providing a framework to promote network security situation data 
integration and knowledgeable evaluation and providing secure network 
managers with a real-time and dependable management choice basis. 
Compared to conventional prediction methods, the MFP-growth algorithm 
exhibits superior nonlinear operation and mapping capabilities, 
approximates functional interactions with arbitrary precision, 
demonstrates robust adaptability, and achieves higher accuracy in network 
security situation prediction. The findings of a situation assessment 
influence NSS forecasts. If the situation assessment yields substantial 

Figure 6
Evaluation of several approaches of forecasting in terms of NSS values
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deviations, those results will undeniably affect the network security 
situation prediction outcomes. Predicting the index data is the initial step; 
utilizing predicted index data to assess the anticipated situation value is 
the subsequent step.
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