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Abstract

The resilient and secure image encryption method presented in this research combines
the benefits of Lorenz maps and double random phase encoding (DRPE) with compressed
sensing. The suggested method attempts to maximize the use of storage resources while
maintaining the security and integrity of sensitive image data during transmission and
storage. Utilizing the energy compaction characteristics of the original image, compressed
sensing with discrete cosine transform (DCT) is used in the encryption process to effectively
represent and transmit the encrypted data. Lorenz maps are also used to create double
random phase masks, adding high unpredictability and key sensitivity to strengthen the
encryption scheme’s security. Utilizing a variety of performance indicators, including the
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PSNR, NPCR, MSE, and SSIM, experimental investigations demonstrate the usefulness of
the suggested strategy.
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1. Introduction

The paper addresses the pressing need for enhanced security in
handling visual data, emphasizing the challenges posed by increased data
sharing and the subsequent vulnerabilities. It proposes a robust encryption
scheme that amalgamates three potent techniques: Double Random Phase
Encoding (DRPE)[1], Chaos-based encryption using the Lorenz map, and
a fusion of Compressed Sensing with Discrete Cosine Transform (DCT).
DRPE, renowned for its resilience and high-security levels, operates in the
Fourier domain, utilizing two RPMs generated through random integers
or sequences. Chaos theory, specifically employing the chaotic behavior of
the Lorenz map, further fortifies encryption by enhancing randomness
and dependence on initial conditions [2]. The integration of Compressed
Sensing with DCT revolutionizes picture transmission and encryption by
effectively representing and reconstructing images while optimizing
storage. The paper’s main objective is to showcase the superiority of this
combined encryption scheme through rigorous experimental evaluations
and comparisons with existing methods. Section 1 introduces the
challenges and the proposed solution [1,2]. Section 2 delineates the
methods—DRPE, chaotic maps, and compressed sensing with DCT—
providing a comprehensive understanding. Section 3 elaborates on the
proposed methodology, concentrating on the combined approach’s
intricacies. The focal point of Section 4 is numerical simulations and
outcomes, where the paper delves into the encryption procedure, key
generation techniques, and performance evaluation metrics. This section
serves as the cornerstone, demonstrating the security, robustness, and
computational efficiency of the recommended scheme [3,4][25]. Double
Random Phase Encoding (DRPE) is a prevalent technique for image
encryption, employing the 4F principle, as illustrated in Figure 1. This
method encrypts and decrypts images using two random phase masks
and Fourier transforms [5][26]. The 4F principle comprises two lenses (F1



ENHANCING IMAGE SECURITY AND PRIVACY WITH HYBRID DRPE 331

RPM[p1(u.v)]

£ REM[p2(u.v)]

Figure 1

Double random phase encoding with 4f principle.

and F2) facilitating two Fourier transforms, forming the core of the
encryption process[24]. Compressed Sensing (CS) is a signal processing
approach that efficiently reconstructs sparse or compressible signals from
limited observations. It operates on an original signal x € R n, assuming
sparsity or compressibility.[6] Compressed measurements y € R"m are
derived by linearly sampling x using a matrix & € R*(m x n), where m <<
n, described as y = ¢ * x. This enables reconstruction of x from compressed
data[7,8]. The Lorenz map, a chaotic system sensitive to initial conditions,
is frequently used in cryptography for generating pseudorandom
sequences. In image encryption, it constructs double random phase masks,
enhancing security. Governed by nonlinear differential equations, the
Lorenz map’s parameters (€, (), £) dictate its behavior, offering
unpredictability crucial for encryption techniques [9].

These techniques—DRPE leveraging Fourier transforms, Compressed
Sensing’s sparse signal acquisition, and the Lorenz map’s chaotic
behavior—combine to enhance image encryption by fortifying security
and efficient data representation. [21,22,23]

2. The Proposed Methodology

The proposed image encryption methodology combines compressed
sensing and chaotic maps. It utilizes DCT for frequency coefficients,
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compresses based on ratios, and applies chaotic maps with random phase
masks for encryption. Figure 2(a) illustrates the encryption process flow,
while Figure 2(b) depicts the scheme’s block diagram.

Encryption Algorithm:

Step 1: Read the original image and convert it to double precision.

Step 2: Apply the Discrete Cosine Transform (DCT) to obtain the DCT
coefficients. Let A_dct represent the DCT coefficients.

Step 3: Determine the desired compression ratio and calculate the number
of coefficients to keep. Let num_coeffs be the number of coefficients to
keep.
Step 4: Set up random phase masks Al and A2 of the same size as the
image.
Step 5: Encrypt the image using the following steps:

a. Multiply the DCT coefficients by Mask 1(A11 = exp(1i * 2 * pi * Al)).

b. Generate a chaotic key using the Lorenz chaotic map. Let the chaotic
key represent the chaotic key generated.

c.  Apply the chaotic key to the encrypted DCT coefficients(A111 = A_
dct_cs .* exp(li * 2 * pi * chaotic_key)).

d. Perform the Fast Fourier Transform (FFT) on the encrypted image (B
= fft2(A111)).

e. Multiply the transformed image with Mask 2 (B111 = B .* A22).
Apply the inverse FFT to obtain the encrypted image (C =ifft2(B111)).

g. Calculate the absolute value of C to obtain the encrypted image (C1
= abs(C)).

The mathematical equation for encrypting the image using the
described steps can be represented as follows:

C1 = abs(F_inv(F(A) .* exp(1i * 27t * K) .* M2 * exp(1i * 25t * M1))) (12)

In this equation: A represents the DCT coefficients obtained from the
original image (A_dct).K represents the chaotic key generated using the
Lorenz chaotic map (chaotic_key).M1 and M2 are the random phase masks
(Al and A2).F represents the operation of Fast Fourier Transform. F_inv
represents the operation of inverse Fast Fourier Transform. * Represents
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element-wise multiplication. exp(1i * 27 * x) calculates the complex
exponential function with x as the argument.

Decryption Algorithm:

Step 1: Decrypt the image using the following steps:
a. Perform the FFT on the encrypted image (D = fft2(C1)).
b. Multiply the transformed image by the conjugate of Mask 2 (D1 =D
* conj(A22)).
c. Generate the same chaotic key used during encryption.

d. Apply the inverse chaotic key to the decrypted image (D1 = D1 .*
exp(-1i * 2 * pi * chaotic_key)).

e. Apply the inverse FFT to obtain the decrypted DCT coefficients (D11
= ifft2(D1)).

f.  Multiply the decrypted DCT coefficients by the inverse of Mask 1
(D111 = D11 *exp(-1i * 2 * pi * Al)).

g. Apply the inverse DCT transform to obtain the decrypted image (F =
idct2(D111)).

h. Calculate the real part of F to obtain the decrypted image (F =
real(F)).

3. Simulation Results

In evaluating the suggested picture encryption system, various
standard metrics are employed to gauge image quality post-encryption
[10,11]. Table 1 shows the picture specification used in the analysis of the
above-mentioned method. These metrics include histogram, Peak signal-
to-noise ratio (PSNR), Structural Similarity Index (SSIM), Normalized
Pixel Change Rate (NPCR), Mean Squared Error (MSE), entropy, and
correlational coefficient. [12,13,14] Entropy assesses data randomness,
crucial in encryption performance, with our case showcasing an entropy
value of 7.45, closer to the standard value of 8, signifying better encryption
randomness [15,16]. PSNR measures image fidelity, indicating better
quality in decrypted images with higher PSNR values, calculated using
the ratio of the maximum signal value to noise in encrypted images. MSE
quantifies differences between original and encrypted images by
computing squared pixel deviations. NPCR, crucial in encryption contexts,
indicates strong similarity between images with a high NPCR of 99.82%.
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Figure 2

(a) Block diagram of proposed technique (b) Flow chart Diagram of proposed
technique showing the detailed steps of encryption and decryption.

Comparing techniques like DRPE, CCS, and the Proposed work across
images (Baboon, Cameraman, Boat, Barbara) via PSNR,NPCRMSE in
Table 2 provides a comprehensive assessment of encryption methodologies
and histogram analysis shown in Figure 3 and Figure 4. Additionally,
[17,18] SSIM and Universal Image Quality Index (UACI) contribute to
image assessment. SSIM considers luminance, contrast, and structure,
yielding values indicating resemblance between images, while UACI
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Show the comparative analysis of the histogram generated on the image
Cameraman for different schemes.
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Figure 4

Show the comparative analysis of the histogram generated from the proposed
technique on various images.

measures image fidelity through pixel value comparison, with higher
values denoting closer resemblance to the original. [19,20]. In proposed
method the UACI falls between 33.2 to 33.7 and SSIM is between 0.9234 to
0.9443 for various image dataset.

Table 1
Image specification
Images Baboon Cameraman Boat Barbara
Color Greyscale Greyscale Greyscale Greyscale
Dimension 512*512 512*512 512*512 256*256
Image Type Bitmap Ipg Bitmap Bitmap
Table 2

Comparative analysis of PSNR, NPCR, and MSE values of Techniques like
DRPE, Compressed sensing, and proposed work.

Images Techniques PSNR NPCR MSE
DRPE][2] 35.78 96.43 0.008912
CCSJ16] 37.52 98.15 0.006572
Baboon
Proposed Work 40.21 99.82 0.003992
Standard 30-50 99-100 | -
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DRPE][3] 32.56 95.21 0.012114

CCS[17] 34.82 97.63 0.009561
Cameraman

Proposed Work 37.29 99.42 0.007112

Standard 30-50 99-100 | -

DRPE[5] 30.92 94.14 0.014512

CCSJ16] 33.01 96.42 0.011874
Boat

Proposed Work 33.52 98.12 0.009112

Standard 30-50 99-100 | = -

DRPEJ[22] 36.76 96.91 0.007895

CCS[26] 38.92 98.63 0.005712
Barbra

Proposed Work 41.01 99.42 0.004111

Standard 30-50 99-100 | = -

4. Conclusion

This research introduces a robust image encryption method merging
DRPE, Lorenz maps, and compressed sensing with DCT. Leveraging
compressed sensing for data representation and Lorenz maps for
unpredictability bolsters security. Experimental validation confirms high
resilience and efficiency. This hybrid approach addresses the demand for
secure image storage and transmission, ensuring data confidentiality and
integrity in diverse applications. The scheme presents a significant stride
in safeguarding visual data, offering a potent solution for secure
encryption.
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