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Abstract

A significant novel approach in distributed ML, Federated Learning (FL), enables
multiple parties to work simultaneously on developing models while securing the
confidentiality of their unique datasets. There are issues regarding privacy with FL,
particularly for models that are being trained, because private information can be accessed
from shared gradients or updates to the model. This investigation proposes SecureHE-Fed,
a novel system that improves FL's defense against attacks on privacy through the use of
Homomorphic Encryption (HE) and Zero-Knowledge Proofs (ZKP). Before data from clients
becomes involved in the learning procedure, SecureHE-Fed encrypts it. The following lets us
determine encrypted messages without revealing the data as it is. As an additional security
test, ZKP is employed to verify if modifications to models are valid without sharing the
true nature of the information. By evaluating SecureHE-Fed with different FL techniques,
researchers demonstrate that it enhances confidentiality while maintaining the precision
of the model. The results of this work obtained validate SecureHE-Fed as a secure and
scalable FL approach, and we recommend its use in applications where user confidentiality
is essential.
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1. Introduction

With the increasing availability of large amounts of data, Machine
Learning (ML) has evolved into an innovative area of research.
Improvements in industries that include such as medical care, financial
services, and autonomous vehicles have evolved from having the ability to
reach enormous amounts of data. Security, such as confidentiality of data
and information monopolization, is a significant issue, considering ML
models have traditionally employed centrally managed data storage and
processing. Learning models that emphasize user security are of
paramount importance in the modern day, where the privacy of
information is a fundamental right. A technique that is decentralized and
allows training ML models across multiple nodes or users while
maintaining data local to each node is Federated Learning (FL). Sharing
data is especially significant when circumstances where rules about
confidentiality or practical restrictions prevent it. One possible approach
for privacy-conscious learning is FL, which analyzes data privately and
only communicates modifications to models to a centralized server for
storage. This does not imply that FL is susceptible to risks, considering the
fact that it is decentralized. There is a threat of data extraction and privacy
violations due to the improper cybersecurity of the shared model updates,
even though they do not contain data in its raw form. A new architecture
termed SecureHE-Fed is put forward in this article with the objective of
improving FL's privacy and security features. Through the application of
Homomorphic Encryption (HE), SecureHE-Fed secures user data before
model update participation, allowing computation on data that has been
encrypted without compromising the original data. Resolving the crucial
problem of data confidentiality, this approach ensures that private inputs
to the global system will keep their identities secret.

Also, SecureHE-Fed’s Zero-Knowledge Proofs (ZKP) implementation
enables additional security by allowing the accuracy of encrypted updates
to be confirmed without compromising the contents of the information
itself. By ensuring that the server can verify modifications to models
without compromising privacy, this approach represents an essential step
in securing FL identity. The requirement for adequate information security
continues to increase in importance as FL evolves rapidly. In order to
protect FL from risks to its privacy, SecureHE-Fed provides an acceptable
approach and promotes additional research in the context. The current
study intends to provide evidence that SecureHE-Fed works efficiently by
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carrying out comprehensive tests and analyses; by doing so, it will define
an accepted norm for security in FL environments.

The paper is organized as follows: the literature reviewed is presented
in section 2, the problem is defined in section 3, section 4 offers the system
model, section 5 presents the experiment analysis, and section 6 concludes
the work.

2. Literature Review

The interplay between data privacy and utility in ML is a pivotal
concern in the Al community. Recent studies have addressed this through
FL, which promises to harness sensitive data without compromising
privacy. [1] offer a comprehensive analysis of privacy in collaborative ML,
emphasizing the role of Privacy Enhancing Technologies (PETs) and
providing a selection guideline for their use in collaborative environments.
Expanding on this, [2] introduces a privacy-preserving framework
employing partially HE within FL. Their framework, PEMLP, maintains
model accuracy while enhancing privacy, showcasing the viability of HE
in practical applications. [3] present a novel algorithm, HEFL-LDP,
combining semi-homomorphic encryption with local differential privacy
to protect user data in FL. Their method addresses the balance between
privacy, efficiency, and accuracy, proposing a utility optimization approach
to mitigate accuracy decline. [4] tackle data scarcity in fault diagnosis with
a vertical FL model that preserves data privacy through HE, demonstrating
the model’s effectiveness through industrial case studies. The study by [5]
developed a secure credit data-sharing architecture that optimizes privacy
within a FL and blockchain framework. Their approach is validated
through experiments and is crucial for financial stability and economic
recovery post-pandemic—SecureHE-Fed builds on this foundation,
integrating advanced cryptographic techniques for secure data sharing in
collaborative learning environments [6].

3. Problem Definition

In FL, the privacy risk arises from the potential exposure of sensitive
data during model training. This is especially pertinent in the context of
model updates AM, from clients {C,,C,,...,C, }, where AM, = f(D,, M!I"").
Here, f is the training algorithm, D, is the local dataset, and M/ is the
model’s previous state. The challenge is that AM, could be used to infer
details about D,. Further incorporating HE into FL aims to encrypt AM,
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for secure aggregation (E(AM,) ® E(AM].) = E(AM, +AM]_)) without
exposing D.. The integration must address computational efficiency and
algorithm compatibility and, mainly, operate without a centralized trusted
key authority. This necessitates a decentralized approach for key
management within the SecureHE-Fed framework, ensuring intrinsic data
and model security throughout the process [7].

4. System Model for SecureHE-Fed with ZKP Integration

The SecureHE-Fed system model is a framework (Figure 1) designed
to enhance the security and privacy of FL by integrating HE and ZKP. This
model focuses on preserving the confidentiality of data while ensuring
theintegrity and validity of the model training process in a FL environment.
The System Components are listed below:

1 Clients (Data Owners): The system comprises a set of clients
{C,,C,,...,C ], each holding a private dataset D,. These clients are
responsible for computing model updates from their data, typically
represented as AM,, where M, is the local model trained on D.,.

2 Central Server (Aggregator): The system’s central server aggregates
client model updates, ensuring data privacy by preventing access to
raw data.

3 HE: In order to protect model updates during transmission and
aggregation, the HE scheme is used for computation on encrypted
data that the server cannot access. The encryption of a model update
AM, is denoted as E(AM,).

4 ZKP: ZKP is integrated to improve model update integrity and
validity. This system allows the central server to verify that each
encrypted model update E(AM,) is correctly computed and does not
contain any malicious or incorrect data without the need to decrypt
it. The verification process involves challenges and responses to
ensure data validity, adhering to the ZKP principle, EQU (1).

R=f(C,S) D
Here, R is the response to the challenge C, and S is the secret (the

correctness of the encrypted model update) that the prover (client)
demonstrates without revealing.
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Figure 1
SecureHE-Fed system [8]
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The operational process begins with each client training their local
model on their dataset and computing the model update AM,. These
updates are then encrypted using the HE scheme and transmitted securely
to the central server [9]. The prominent server aggregates encrypted
updates using HE to maintain client data confidentiality. The ZKP system
verifies the integrity of updates without decrypting them, ensuring data
privacy (Figure 2). The system uses a decentralized key management
approach to prevent malicious activity or data tampering during model
training, reducing reliance on a trusted key distribution center and
enhancing overall security [10].

5. Experimental Analysis

In evaluating the SecureHE-Fed system, we implemented it using
Python 3.8 with the PySyft library for privacy-preserving aspects,
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integrating the Python-Paillier library for homomorphic encryption
functionalities. The structure of the simulated scenario was set up on a 4.
NVIDIA Tesla V100 GPUs and a 2.50 GHz Intel Xeon Processor on an AWS
EC2 server. Applying a convolutional neural network (CNN) and a
feedforward neural network (FCN) as a base for the training of the model
being suggested, this study selected the CIFAR-10 dataset to assess the
accuracy of classification. Baseline 1 [2] and Baseline 2 [4] are initial models
that have been contrasted with the model that was suggested. Research
has been performed in order to evaluate the performance of the Secure HE-
Fed system in a hypothetical FL scenario. The experiments addressed
noise tolerance, accuracy of classification, and computational time.

Throughout 50 epochs, the mathematical models were trained, and to
ensure reliability, the outcomes were calculated as an average across five
training sessions. By testing FL models under multiple levels of
cryptography noise tolerance, the SecureHE-Fed system was evaluated.
The research effort examined two SecureHE-Fed implementations—one
employing a CNN backbone and the other constructed with an RNN
backbone—based on complexity scores, which assess the quality of the
predictions made by the model. The baseline models were taken into
account as well. In the current investigation, authors analyzed confusion
scores across multiple signal cost levels in order to assess how encryption
noise tolerance impacts the accuracy of models. Figure 2 shows that
perplexity scores improved consistently across all models as the noise cost
increased, indicating a higher tolerance for encryption noise. The
SecureHE-Fed system with the CNN architecture showed notable
performance, starting with a perplexity score of 193 at a noise cost of 100
and improving to 185 as the noise budget increased to 500. The RNN
variant of SecureHE-Fed showed improvement but was slightly less
effective than the CNN counterpart, with scores ranging from 202 to 196
over the same noise cost range. Both implementations outperformed
baseline models.

Over the range of noise cost spectrum that was investigated, Baseline
1’s scores decreased from 227 to 218 and Baseline 2’s values from 235 to
233. In the context of performance measurements, this investigation
demonstrates that the SecureHE-Fed system performs higher than the
baseline models, especially while using a CNN backbone that can control
encryption noise while maintaining or enhancing the precision of the
model. The efficient functioning of the SecureHE-Fed design, which
combines CNN and RNN backbones over 25 training phases, is shown in
the accuracy of the visualization in Figure 3. Demonstrating CNN’s
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effectiveness in quickly collecting and analyzing features in a privacy-
preserving FL context, the SecureHE-Fed platform with a CNN backbone
demonstrates outstanding performance, rapidly improving and reaching
a turning point. Also, SecureHE-Fed, which RNNs help, demonstrates
good learning capabilities, although the enhancement in accuracy is
delayed. This might be because RNNs are innately effective at identifying
relationships between various periods in the data. While there is a slight
advancement in accuracy with the baseline models, it is currently not
good enough for success with the SecureHE-Fed system. Because of its
resilience, the SecureHE-Fed system can overcome privacy-preserving
challenges, implying its FL technique can keep or even enhance the
performance of models without reducing data privacy. By employing
neural network backbones, the diagram successfully shows how SecureHE-
Fed design performs efficient learning in secure FL settings, given their
high standards. Accuracy for different FL. models as the total number of
clients increases from 1 to 10, as can be seen previously in Figure 4. With
ten users, the SecureHE-Fed with the CNN algorithm drops from an initial
accuracy of 0.9 to a final accuracy of 0.695. The SecureHE-Fed with RNN

ccuracy of Federated Leaming Models Over Epochs

Figure 3 Figure 4

Analysis for Accuracy vs Epoch Accuracy analysis against clients
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method exhibits an identical declining trend, beginning at 0.88 and closing
at 0.61. Assuming ten users, Baseline 2 decreases from 0.83 to 0.36, while
Baseline 1 starts at 0.85 and decreases to 0.43. Even though it can manage
more users, the SecureHE-Fed model gradually loses its position in terms
of accuracy when compared with baseline models. This could be because
the framework is more qualified for dealing with heterogeneous user
models or because aggregation techniques are more effective. Still, it
would additionally imply that the framework can manage more
heterogeneity in data from clients.

Figure 5 illustrates that the SecureHE-Fed simulations, CNN+RNN,
have a higher computational cost than the baseline models. This is because
SecureHE-Fed systems execute additional computing tasks, like those
required to compute HE and ZKP. A significant growth in complexity and
computational resources is demonstrated by the fact that the FL method’s
cost increases non-linearly with a growing number of users. Latency is
highest for the SecureHE-Fed with CNN approach, which may be related
to its higher computational requests and minimum for the Baseline 2
model, irrespective of the number of users.

6. Conclusion and Future Work

In order to solve the significant privacy concerns that result from
distributed ML, the present research presented SecureHE-Fed, a state-of-
the-art Federated Learning (FL) system that incorporates HE and ZKP.
Comprehensive testing of the suggested approach demonstrates that
SecureHE-Fed significantly enhances data privacy without decreasing the
algorithm for learning accuracy. This model overcomes the information
diffusion problem concerning traditional FL techniques by encrypting
information during model development and employing ZKP to validate
updates. When data privacy is more significant than the model’s
effectiveness in practical situations, the outcomes demonstrate that
SecureHE-Fed can be an appropriate match. This design is suitable for
implementing practical problems in FL contexts because it scales well
with increasing client numbers and is robust to computational cost. If
secure FL is to be commonly employed, additional investigation into
optimizing encrypted computations and evidence procedures for
verificationis vital, and SecureHE-Fed lays the framework for development.
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