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Abstract
In this paper, we present two probabilistic public key cryptosystems (PKCs) based 

on the well known algebraic structure of group rings. The first cryptosystem is based on 
McEliece cryptosystem and we coin it as McEliece-group-ring based PKC. The second PKC is 
the extension of Blum-Goldwasser PKC in group rings and we name it as Blum-Goldwasser-
group-ring based PKC. We carefully discuss the security analysis of the proposed PKCs and 
their advantages over the existing PKCs. Additionally, we consider the toy examples for both 
the cryptosystems in order to show the practicality of both the PKCs. 

Subject Classification:  (2010) 94A60, 20C05, 20C07.

Keywords: Group ring, Units, Cryptography, Public key cryptography.

1.  Introduction

In the last decade, the subject of group rings (cf. [13] for an excellent 
survey on group rings) has received a great attention in cryptography. One 
of the most influential article in this direction was written by Hurley et al. 
[8]. This paper along with [9] discussed various advantages of the algebraic 
structure of group rings that can be used in cryptography. Consequently, 
many PKCs have been constructed over the years based on group rings. 
To mention a few, Hanoymak et al. [6] proposed a PKC based on RSA and 
group rings. A new ElGamal-like cryptosystem based on matrices over 
group rings is presented in [10]. Küsmüs et al. [11] proposed a novel PKC by 
considering Bass cyclic units in integral group rings. Very recently, Mittal et 
al. [14, 15] constructed secure PKCs based on group rings. Apart from this, 
various researchers have constructed many authentication protocols based 
on group rings [18, 5]. All in all, the subject of group rings is source of many 
hard problems (e.g. DLP in group rings, Inverse computation problem (ICP) 
[14]) that belong to the complexity class NP.

In this paper, our main motive is to present two novel group rings 
based PKCs. We first describe the motivation behind the introduction of 
these PKCs. McEliece PKC (cf. [12]) is a well known PKC based on the NP-
hard problem of decoding a general linear code. This PKC was proposed way 
back in 1978 and received little attention at that time due to large public 
key size. Moreover, other secure PKCs such as RSA, ElGamal etc., were 
available at that time with considerably smaller key sizes. It is believed that 
with the advent of a sufficiently large quantum computer, the PKCs based 
on hardness of integer factorization problem (e.g. RSA, Blum-Goldwasser 
etc.) and discrete logarithm problem in abelian groups (e.g. ElGamal) will 
no longer be secure [1]. Consequently, PKCs based on other hard problems 
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such as decoding of a general linear code, shortest and closest vector problems 
in lattices etc., have received ample attention of the researchers. This is 
not because they have been proved safe against any attack on a quantum 
computer, but due to the fact that there is no known practical attack on these 
problems on a quantum computer, as well as these problems have been well 
studied by the mathematical community. Therefore, the current research 
in this direction is mainly focused on the following two aspects: (i) how to 
improve the security of existing PKCs with small parameters. (ii) how to 
construct secure (preferably quantum) PKCs based on new hard problems.

In this paper, we focus on the both the above-mentioned aspects. We 
construct a McEliece-group-ring based PKC based on McEliece PKC and 
group rings. We show that the security of this PKC depends on a NP-hard 
problem and Inverse computation problem (ICP) that is a NP-problem. 
Further, we construct another group rings based PKC that is the extension 
of Blum-Goldwasser PKC [12]. The security of Blum-Goldwasser PKC 
depends on integer factorization problem which is insecure in the presence 
of a sufficiently large quantum computer. Therefore, we propose a secure 
version of Blum-Goldwasser PKC by extending it to group rings. We show 
that its security depends on the discrete logarithm problem in group rings 
(DLPGR) that is a considerably hard problem than DLP in groups. Rest of 
the paper is structured as follows. The Section 2 comprises discussion on 
McEliece-group-ring based PKC and its security. The extension of Blum-
Goldwasser PKC in group rings is proposed in Section 3 along with its 
security. The Section 4 is related to discussion on toy examples for both the 
proposed schemes and the last section concludes the paper. 

2.  McEliece-group-ring based PKC

In the present section, we propose a McEliece-group-ring based 
PKC based on the McEliece PKC and group rings. The McEliece PKC 
uses Goppa codes since for these codes a well known decoding algorithm 
Patterson algorithm exists (cf. [3] for a comprehensive survey of McEliece 
based PKCs and their security). Further, we quickly recall the definition 
of group rings. If K is a ring with unity and G is a group, then the set 

1{ : , }t
j j j j jKG k g k K g G== ∈ ∈∑  of all finite sums is known as group ring. 

For 1 2, ,u u KG∈  let 1 2u u∗  denote the product of 1u  and 2.u  To this end, 
let us now define our novel group rings based scheme by first defining the 
various parameters required in the scheme. Let the party B encrypts the 
message for party A that possess private key. 
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2.1  Parameters Creation 

In order to create the public and private keys and perform the 
encryption and decryption procedure, the following parameters, matrices 
and algebraic structures are required. We fix the integers n1, n2 and n3. 
Let G be a generator matrix of order n1 x n2 for a binary (n2, n1) -linear 
code for which there exists an efficient decoding algorithm (e.g. Goppa 
code). The additional requirement is that this code should correct up to 
n3 errors. Let S and P be two matrices with respective orders n1 x n1 and 
n2 x n2 such that S has binary entries with determinant 0≠  and P be a 
permutation matrix. Further, let { : }iG g i I= ∈  be a group for index set 

{1, 2, , }I z=   with 2z n≥  and K be a ring or a field. Let u be a unit of 
group ring KG (i.e. u has inverse with respect to operation *  in )KG whose 
inverse 1u−  is known. Further, choose a secret positive integer 4n  to obtain 

4 .nv u=  Finally, let ϕ  be a map that maps 2
2( )n
  to an element of KG as 

2

2
11 2( , , , ) .n

jn j jc c c c gϕ == ∑  And 1ϕ−  be the inverse of ϕ  defined on the 

range of .ϕ  Thus, the public parameters are 1 2 3, , , , , .K G n n n ϕ

2.2  Public and Private keys creation 

The public key is obtained as follows: Multiply the matrices S, G and 
P to obtain 1 =G SGP  having order 1 2 .n n×  This along with 3n  and v  is 
the public key of our PKC, i.e. public key 1 3( , , ).n v= G  The corresponding 
private key is 1( , , , ).v−S G P

2.3  Encryption process 

The encryption process is discussed as follows:
(a)	 B  verifies the authenticity of public key of A. 
(b)	 The binary message m is written as a row vector of length 1.n
(c)	 B chooses a binary vector e of order 21 n×  with weight at most 3 .n  
(d)	 B computes 

21 1 2( , , , )nc' m c c c= + = G   and apply ϕ  on .c'  
(e)	 The ciphertext is ( ) .c c' vϕ= ∗  

2.4  Decryption process 

The decryption process is discussed as follows:
(a)	� A  computes 1m' c v−= ∗  using a part of private key and check 

whether the coefficients of m'  are in 2
2( ) .n
  If not, A  reject the 
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ciphertext ,c since it does not belong to ciphertext space of the 
scheme. 

(b)	� Otherwise, A applies 1ϕ− on m' and obtain a vector of length 2n  (if 
the vector has length less than 2 ,n  then fill the remaining entries 
with 0) and multiply the result by 1−P  to obtain 1 1( ) .m" m'ϕ− −= P  

(c)	� A uses the decoding algorithm for code with generator matrix G  to 
decode m"  to ˆ .m  

(d)	� The plaintext m  equals to 1ˆ .m −S  

Proof that decryption works: First we mention that what happen in coefficients 
of m'  are not in 2

2( ) .n
  If any of the coefficients of m'  is different from {0,1},  

then m'∉Range ( ).ϕ  Therefore, 1( )m'ϕ−  is not defined. Consequently, 
A can identify that c  is not a valid ciphertext. Next, if m'∉ Œ Range
( ),ϕ  then 1 1( )m" m'ϕ− −= =P 1 1 1( )c vϕ− − −∗ =P 1 1 1(( ( ) ) )c v vϕ ϕ− − −′ ∗ ∗ =P

1 1( ( ))cϕ ϕ− −′ =P 1 1
1( )c m− −′ = + =P G  P 1( )m −+ =SGP  P 1( ) .m −+S G P  

Since 1−P  is also a permutation matrix, the vector 1−P  again has weight 
at most 3 .n  Thus, using decoding algorithm on ,m" A  can obtain ˆ .m m= S  
Finally, 1ˆ .m m −= S

2.5  Security of the scheme 

The security of McEliece-group-ring based PKC is discussed in the 
following points:
(1)	� The scheme is probabilistic in nature as corresponding a single ,m  

there can be many different ciphertexts (since   is randomly chosen 
for each message).

(2)	� The scheme provides an inherent check that can detect improperly 
constructed ciphertexts. This is an additional check in our scheme 
which was not there in the original McEliece PKC.

(3)	� Hard problems: The task in front of an adversary is either to obtain 
the private key from the public key or to obtain the plaintext from 
the ciphertext. In order to obtain the private key, adversary needs 
to calculate G  from 1G  and 1v−  from v. There is no practical known 
way to calculate G  from 1G  (cf. [3]). In order to calculate 1v−  from v, 
an adversary needs to solve ICP. There is no known way to solve ICP 
except the brute force method [8, 14]. We now study the brute force 
complexity of ICP. Let 1

z
j j ju k g== ∑  be a given unit and 1

1
z
l l lu k' g−
== ∑  

be its corresponding inverse that is unknown. Then, 1 1u u−∗ =  implies 
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that 1 1( )( ) 1z z
j lj j l lk g k' g= = =∑ ∑  which means , 1( )( ) 1.z

j l j l j lk k' g g= =∑
 
Let 

| |K m=  (let it be finite), then via brute force, the last equation can 
be solved in ( )zO m  operations (e.g. if 2 ,K =  then the equation can 
be solved via brute force in (2 )zO  operations). Since order of K is 
atleast 2, if we take 7| | 2 128,G ≥ =  then ICP can not be solved via 
brute force attack. This is a very small size as compare to group sizes 
considered in RSA and ElGamal PKCs (as of writing this paper, 2048 
bits is the recommendation to attain security equivalent to 112 bits). 
Therefore, ICP is a hard mathematical problem.

Now, in the following theorem, we discuss the another task (already 
mentioned above) of adversary that involves deducing the plaintext from 
the ciphertext without key. 

Theorem 2.1 : The probability of deducing the plaintext from the ciphertext 
without the knowledge of key is negligibly small in McEliece-group-ring based 
PKC even if there exists a random oracle that solves ICP. 

Proof : For a given ciphertext ,c  an adversary can obtain 1c v−∗  by 
utilizing the random oracle that solves ICP. Moreover as φ  is open in 
public domain, adversary can deduce 1c' m= +G   from 1.c v−∗  Since 1G  
is of order 1 2 ,n n×  the adversary picks 1n  columns at random to construct 

an invertible matrix 1.G  Accordingly, let 
1nc'  and 

1n  be the restrictions of 
c'  and ,  respectively to the 1n  columns mentioned above. If 

1
0n =  and 



1G  is invertible, then m can be recovered by solving 

1 1.nc' m= G  However, 

the probability that 
1

0n =  is 2 3 2

1 1
/n n n

n n
−   

   
   

 and it is small as comparison 

to 1. Consequently, there is a small probability that this attack succeed. 

(4)	� IND-CPA security of the scheme: In the following theorem, we claim 
that the scheme is IND-CPA secure if ICP is a hard problem. 

Theorem 2.2 : The McEliece-group-ring based PKC is IND-CPA secure (or 
semantically secure) if ICP is a hard problem. 

Proof : In order to show this result, we show that McEliece-group-ring 
based PKC is not IND-CPA secure if there exists a random oracle O that 
solves ICP. Let 0m  and 1m  be two plaintexts chosen by the adversary A 
and submit them to challenger C. The challenger picks a random {0,1},t∈  
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encrypts tm  and sends the ciphertext 1( )tc m vφ= + ∗G   to A. Further, A 
calls O to solve ICP and calculate 1 1

1
ˆ ( ) .tc c v mφ − −= ∗ = +G   Note that, by 

construction,   has weight at most 3 .n  A  calculates 

0 0 1 0 1 0 1
ˆ ˆ ( ) ,t tc c m m m m= − = + − = − + G  G G 

1 1 1 1 1 1 1
ˆ ˆ ( ) .t tc c m m m m= − = + − = − + G  G G 

Since 0 1{ , },tm m m∈  either 0 =   or 1 .= � Note that A knows when 
this happens since  ’s weight is at most 3 .n  Moreover, the other i  consists 
of a sum of a non-zero codeword and the error. Since the code considered 
can correct up to 3n  errors, this means the minimum distance of the code 
is 32 1.n≥ +  Consequently, this codeword must have 32 1n≥ +  non-zero 
terms. Now when we minus   from this codeword, there must be 3 1n≥ +  
non-zero terms, so A has the surety that this was not the message. Hence, 
A has full probability of winning the game. Since, ICP is a hard problem, 
we conclude that the scheme is semantically secure. 

Unlike our scheme, the original McEliece PKC is not semantically 
secure, see [17]. Also it is proved in [17] that padding the plaintext with a 
random bit-string provides the IND-CPA for the McEliece cryptosystem. 

2.6 Why this scheme?

Finally, we discuss the motivation behind the introduction of 
McEliece-group-ring based PKC. Although, a variant of McEliece PKC 
(Classic McEliece) is believed to be quantum safe, the main concern is the 
size of parameters required in the scheme. The main motive of McEliece-
group-ring based PKC is to improve the security of McEliece PKC by 
uplifting the scheme in the algebraic structure of group rings (from 
Euclidean space) and use the hard problems in group rings that are secure 
for small parameters. The parameters required in our scheme are already 
discussed in the security subsection of this scheme. 

3.  Blum-goldwasser-group-ring based PKC

In this section, we present a Blum-Goldwasser-group-ring based 
PKC that is an extension of the Blum-Goldwasser PKC defined in groups 
to group rings. The Blum-Goldwasser PKC incorporates Blum-Blum-
Shub generator to generate a sequence that is pseudorandom and it is an 
example of PKC that is a stream cipher. To this end, let us now define our 
novel group rings based scheme by first defining the various parameters 
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required in the scheme as in Section 2. The notations used in this section 
carry the same meaning as in the previous section, except unless stated. 

3.1  Parameters creation 

We choose two large primes 1 2,p p  such that 3ip ≡ mod 4 for each 
1, 2i =  and 1 2 .p p≠  We employ Euclidean division algorithm to obtain 

integers 1a  and 2a  such that 1 1 2 2 1.a p a p+ =  Further, let { : }iG g i I= ∈  be 
a group for index set {1, 2, , }I z=   with z to be specified later on and 

2.K =   Let u be a unit of group ring KG whose inverse 1u−  may be public. 
Further, let 3a  be a secret positive integer such that 3 .av u=  Thus, the 
public parameters are K, G and u. 

3.2  Public and Private keys creation 

The public key is 1 2( , )n p p v=  and the corresponding private key is 

1 2 1 2 3( , , , , ).p p a a a

3.2  Encryption process 

The encryption process for the proposed scheme is as follows:
(a)	� B verifies the authentic public key of A. 
(b)	� Let 2 2[ ( )].log logl n=  B represents message 

41 am m m=   for some 
fixed integer 4 ,a where each im  is a string of 0’s and 1’s of length .l  

(c)	 B selects a random 0q  that is a quadratic residue modulo n. 
(d)	� For 1i =  to 4 ,a  B computes 2

1i iq q −= mod n  and let ir  be l  
least significant bits of .iq  Using ,ir  B further computes 


( 1) 1( , , ).i i i i l ilm m r M M− += ⊕ =   Further, after obtaining all the im' s, 

B writes  4

1
.a l

k kk
M M g

=
= ∑  Clearly, 4| | .G a l≥  

(e)	� B chooses a one time key 5a  and computes the ciphertext 

41 2 1( , , ),ac c c q +=
 
where 5 5

1 2,a ac u c M v= = ∗  and 
4 4

2
1 .a aq q+ =  

3.4 Decryption process : The decryption process is discussed as follows: 

(a)	 A computes 4 1(( 1)/ 4)a
i id p += + mod ( 1)ip −  for 1, 2.i =  

(b)	 Using ,id  A computes 
4 1
id

i aU q += mod ( 1)ip − for 1, 2.i =  
(c)	 Using iU ’s, A computes 0 2 1 1 1 2 2q' U a p U a p= + mod .n
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(d)	� Next, A utilize 2 ,c 1c  and the private key to obtain 3
2 1 .ac c M−∗ =  

Then, A rewrite M  as  

41( , , ),am' m'  where each  im'  is of length .l  
(e)	� For 1i =  to 4 ,a  A computes 2

1( )i iq' q' −= mod n (starting with 0 )q'  
and let ir'  be l least significant bits of .iq'  Using ,ir'  A further 

computes  .ii im' m r''= ⊕  This is the decrypted message. 

Proof that decryption works: First we show that 0 0 .q' q=  To see this, note that 
tq  is a quadratic residue modulo 1 ,p since it is a quadratic residue modulo 

n. Therefore, by definition, 1

4

( 1)/2 1p
aq − ≡ mod p1. By construction, note that 

4

( 1)/4
1

p
aq +
+ ≡

4

( 1)/42( ) p
aq + ≡

4 4

( 1)/2p
a aq q− ≡

4aq mod 1.p Similarly, 
4 4

( 1)/4
1

p
a aq q+

−≡ mod 1.p  

On continuing similarly, we get 1

41 1 0
d
aU q q+= ≡ mod 1.p  Further, repeating 

the above procedure for 2p  implies that 2

42 1 0
d
aU q q+= ≡ mod 2.p  As 

1 1 2 2 1,a p a p+ =  one can see that 2 1 1 1 2 2 0U a p U a p q+ ≡ mod ip for 1, 2.i =  This 
means that 0 0 ,q q'=  i.e. A recovers the same seed used by B in encryption. 
Further, one can see that rest of the proof is easy. 

3.5 Why this scheme?

Before discussing the security analysis of Blum-Goldwasser PKC, we 
discuss the motivation behind the introduction of this scheme since its 
security analysis heavily depends on its motivation. Blum-Goldwasser 
PKC is one of the most efficient probabilistic PKC and it is semantically 
secure, provided integer factorization is intractable. However, it is proved 
that in order to break RSA-2048, a quantum computer with atleast 4099 
qubits is required (using Shor’s algorithm) (cf. [19]). This means in the 
presence of a sufficiently large quantum computer, Blum-Goldwasser 
PKC will no longer serves its purpose. Consequently, we wanted to uplift 
the group based settings in Blum-Goldwasser PKC to make it a group-
ring based PKC so that it can be used as an alternate to Blum-Goldwasser 
PKC in the presence of a sufficiently large quantum computer. Moreover, 
we kept its settings in such a manner that its new structure provides the 
backward compatibility (i.e. if someone needs to use the old version). 

3.6 Security of the scheme 

The security of Blum-Goldwasser-group-ring based PKC is discussed in 
the following points:
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(1)	� The scheme is probabilistic in nature since corresponding a single m, 
there are different ciphertexts (since both 0q  and 5a  are randomly 
chosen for each message).

(2)	� Hard problems: The task in front of an adversary is either to obtain 
the private key from the public key or to obtain the plaintext from 
the ciphertext. In order to obtain the private key, adversary needs 
to solve ICP and integer factorization problem (IFP). The hardness 
of ICP is already discussed in the last section and the hardness of 
IFP is well studied in the literature. Moreover, it seems infeasible for 
an adversary to deduce the plaintext from the ciphertext without 
the knowledge of key without solving ICP. To this end, we now 
study the security of Blum-Goldwasser-group-ring based PKC by 
assuming that IFP is solvable.

(3)	� IND-CPA security of the scheme: In the following theorem, we claim 
that the scheme is IND-CPA secure if ICP is a hard problem.

Theorem 3.1 : The Blum-Goldwasser-group-ring based PKC is IND-CPA secure 
(or semantically secure) if ICP is a hard problem. 

Proof : Since we have assumed that IFP is solvable, the only security in this 
scheme is due to ICP. As in Theorem 2.2, we show that Blum-Goldwasser-
group-ring based PKC is not IND-CPA secure if there exists a random 
oracle O  that solves ICP. Let 0m  and 1m  be two plaintexts chosen by the 
adversary A  and submit them to challenger .C  The challenger picks a 
random {0,1},t∈  encrypts tm  and sends the ciphertext 

41 2 1( , , ),ac c c q +=  

where 5 5
1 2,a ac u c M v= = ∗  and 

4 4

2
1a aq q+ =  to A. Further, A calls O  to solve 

ICP and calculate 5
2

ac v M−∗ =  and indeed ˆ
i tim m=  for all 1i =  to 4 .a  

Since IFP is solvable, A  can find out the initial seed 0 .q  Consequently, A  
has full probability of winning the game. Since, ICP is a hard problem, we 
conclude that the scheme is semantically secure. 

4.  Examples

In this section, we discuss two toy examples related to both the 
schemes. The results used in both the examples are computed using GAP 
(Groups, Algorithm and Programming) version 4.10.2 (cf. [4]). 
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4.1 Toy example of McEliece-group-ring based PKC 
We consider the following generator matrix G  of (7, 4) -Hamming 

code having order 4 7,×  a random invertible 4 4×  matrix S  with binary 
entries and the 7 7×  permutation matrix :P� 

1 0 0 0 1 1 0
0 1 0 0 1 0 1

,
0 0 1 0 0 1 1
0 0 0 1 1 1 1

 
 
 =
 
 
  

G

1 1 0 1
1 0 0 1

,
0 1 1 1
1 1 0 0

 
 
 =
 
 
  

S

0 1 0 0 0 0 0
0 0 0 1 0 0 0
0 0 0 0 0 0 1

.1 0 0 0 0 0 0
0 0 1 0 0 0 0
0 0 0 0 0 1 0
0 0 0 0 1 0 0

 
 
 
 
 

=  
 
 
 
 
 

P

Therefore, the matrix 1

1 1 1 1 0 0 0
1 1 0 0 1 0 0
1 0 0 1 1 0 1
0 1 0 1 1 1 0

.

 
 
 
 
 
  

=G  We consider the integral 

group ring of dihedral group 10 .G D=  To be more precise, we have K =   
and

5 2 4 2 3 4 2 3 4, | 1 , {1, , , , , , , , , }.G α β α β βα α β α α α α β αβ α β α β α β= 〈 = = = 〉 =

Consider the element 2 3 41 2 2 3u α α α α= − − + +  of 10 .D  One can 
see that u  is a unit of 10D  with 1 2 3u α− = − + − 2 3 42 .α α α+ +  Therefore, 
the public key is 8

1 3( , 1, ),n v u= =G where 8 1576239 602070v u α= = − + +
2 3 41948339 602070 1576239 .α α α+ −  The private key is ( , , )S G P  and 

1 8 602070 602070v u α− −= = + − 2 3 41576239 1948339 1576239 .α α α+ −  Let 
the message [1 1 0 1]m =  need to be encrypted. Accordingly, B 
consider the binary vector [0 0 0 0 1 0 0].=  Clearly, weight 
of   is 1. Therefore, B computes 1c' m= +G  [0 1 1 0 0 1 0]=

[0 0 0 0 1 0 0]+ [0 1 1 0 1 1 0].=  At this stage, B apply ϕ  
on c'  to obtain 2 4( ) .c'ϕ α α α β= + + +  Finally, the ciphertext is 

	

2 3 4

2 3 4

( ) 372099 1204139 372099 974170 974170
1576239 1576239
602070 1948339 602070 .

c c' vϕ α α α α
β αβ
α β α β α β

= ∗ = − − − + +
− −

+ + +

For decryption, A utilize the second part of private key, i.e. 1v−  to 
obtain 2 4 .m' α α α β= + + +  Further, A verifies that the coefficients of m¢ are 
in 2

2( )n
  and apply 1ϕ−  on m'  to obtain 1( ) [0 1 1 0 1 1 0].m'ϕ− =  
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After this, A calculates 1 1( )m" m'ϕ− −= =P [1 0 0 0 1 1 1].  
Furthermore, using the fast decoding algorithm, A decodes m” as m̂  and 
multiply the result with 1−S  to obtain the plaintext. 

4.2 Toy example of Blum-Goldwasser-group-ring based PKC :

Let 1 219, 7.p p= =  Note that 2 2[ ( (133)] 3.log logl = =  Let the message 
to be encrypted be 101001.m =  As 3,l =  break m in 2 blocks 1m  and 2m  
of length 3, where 1 2101, 001.m m= =  Clearly, 4 2.a =  The group ring 
under consideration is 2 ,K =   10G D=  with the similar presentation 
as considered in the last subsection. Consider the unit element 

2 4u α α β= + +  of KG  with inverse 1 3 41u α α α− = + + + + 4 .β αβ α β+ +  
The public key is 1 2( 133, )n p p v= =  and the corresponding private 
key is (19,7, 3, 8, 8),−  since 1 1 2 2 1,a p a p+ = where 8 21v u α α= = + + +

2 3 4 .αβ α β α β α β+ + +  Now, in order to encrypt, B selects a random 
36r =  and use this to compute 2

0 36q = mod 133 99.=  By choice, it is clear 
that 0q  is a quadratic residue modulo 133.n = Using this, B calculates 

2
1 99q =  mod 133 92,=  2

2 92q =  mod 133 85,=  
2

3 85q =  mod 133 43=
and write these numbers in base 2 as 1 21011100, 1010101.q q= =  The 

3l =  least significant bits of these are 1 100r =  and 2 101.r =  Using ir's,

B further computes 

1 1 1 001,m m r= ⊕ = 

2 2 2 100.m m r= ⊕ =  After that, 

B writes  4 6
1 1

a l
k kk kM M g= == =∑ ∑ 2 30 0α α α= + + + 4 2 30 0 .α β α α+ + = +  

Finally, B chooses 5 2a =  to obtain the ciphertext 1 2 3= ( , , ),c c c q  where 
2 3 4

1 1c u α α= = + + + 2 3 4αβ α β α β α β+ + +  and  2
2 1c M v α= ∗ = + +

2 4 2 3 .α α α β α β+ + +
In order to decrypt, A computes 3

1 5d = mod 18 17,= 3
2 2d = mod 6 2.=  

Accordingly, 17
1 43U = mod 19 4=  and 2

2 43U = mod 7 1.=  Consequently, 

0 0 1(3)(19) 4( 8)(7)q q'= = + − mod 133 99= which is the initial seed. Next, A 

utilize 2 ,c 1c  and the private key to obtain 8
2 1 .c c M−∗ =  Then, A rewrite 

M  as  

1 2( , ),m' m'  where each  im'  is of length 3. For 1i =  to 2, A computes 
2

-1( )i iq' = q' mod n  (starting with 0 )q'  and consider ir'  as the 3 least 

significant bits of .iq'  Using ,ir'  A further computes =i im' m ' r'⊕i  to 
obtain the message. 
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5.  Conclusion

We have presented two probabilistic PKCs based on the structure 
of group rings. We have discussed the advantages of both the PKCs over 
the existing PKCs as well as the reasons behind the introduction of these 
systems. In terms of security, we have shown that the security of these 
PKCs depend on hard problems in group rings. We emphasize the fact 
that in both the PKCs, units of group rings are required in the public as 
well as private keys. We refer to articles [2, 16] for a method to construct of 
units of group algebras. Further, as of writing this paper, to the best of our 
knowledge, there is no known polynomial time algorithm to solve these 
hard problems in group rings. Therefore, both the schemes can be very 
useful in the near future. 
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