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Abstract
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1.  Introduction

Invented in 1978 by Rivest, Shamir and Adleman [21], RSA has 
become the most widely known and widely used public-key cryptosystem. 
The public parameters in the RSA cryptosystem are the modulus N and 
the public exponent e. The RSA modulus N = pq is the product of two 
large primes p and q. The prime numbers p and q are balanced if they 
are of the same bit size, that is 2 .q p q< < Let e be an integer satisfying 

φ =gcd( , ( )) 1e N  where ( ) ( 1)( 1) 1 ( )N p q N p qφ = − − = + − +  is the Euler 
totient function. The private exponent in RSA is an integer d satisfying 

1(mod ( )).ed Nφ≡  The public key (N, e) is used for the encryption of a 
message and the private exponent d is used for the decryption.

The security of RSA is based on the difficulty of factoring its 
modulus. Despite the hardness of the integer factorization problem, 
it is well known that RSA is vulnerable when the private exponent is 
too small. Wiener’s continued fraction attack [26] can be used to factor 
N when the private exponent d is smaller than 

1
41

3
.N  Wiener’s attack 

is based on the convergents of the continued fraction expansion of .e
N

 
Boneh and Durfee’s lattice-based attack [4] improved the bound on d up 
to 0.292 .N  Boneh and Durfee’s attack is based on Coppersmith’s method [7] 
for finding small roots of modular polynomial equations. Using specific 
properties of the prime factors, several attacks have been presented that 
improve the former bounds. In 2002, de Weger presented an attack [25] 
on RSA when the prime difference | |p q∆ = −  is small, that is when p and 
q share an amount of their most significant bits. In 2007, Zhao and Qi 
presented an attack [27] on RSA when p and q share an amount of their 
least significant bits, that is when the prime difference | |p q∆ = −  is such 
that 2m ′∆ = ∆  for some known integer m. The bounds were later improved 
by Sun et al. [23]. In 2008, Sarkar et al. [22] presented an attack on RSA and 
improved the bound on d when an amount of the most significant bits of 
p are known. Also, there are various attacks on RSA when a fraction of the 
most significant or least significant bits of d are known (see [5,1,9]). More 
attacks on RSA can be found in [3,11,18].

Further attacks on RSA have been presented when the exponent 
e satisfies variant equations of the form ( )ex N y zφ− =  with small 
unknown parameters x, y and .z  In [2], Blömer and May showed how 
to find the prime factors p and q when p and q are of the same bitsize 

with a large prime difference | |,p q−  under the conditions 
1
41

3
1 x N≤ ≤  

and 
3
4| | .z N ex

−
<  Their method consists in computing x and y by the 
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continued fraction expansion of e
N

 which gives the approximation ex
y

N −  

of p q+  up to an error term less than 
1
42 .N  Then, by applying a result of 

Coppersmith [7], this leads to the exact value of p q+ from which p and 
q can be retrieved. Some variants of the RSA cryptosystem are based on 
elliptic curves such as the KMOV [12] and the Demytko [8] systems. In 
KMOV, the key equation is in the form ( 1)( 1)ed k p q− + +  and was studied 
for vulnerabilities in [19], while the key equation in the Demytko system 
is in the form ( )( ) 1,ed k p s q r− − − =  and was also sutied for vulnerabilities 
in [20]. A recent survey by Mumtaz and Ping [16] gives more details on 
various attacks on RSA.

In this paper, we present a new attack on RSA. Since φ =gcd( , ( )) 1,e N
then the equation ( ) ( 1)ex N y p q zφ− = + −  has infinitely many integer 
solutions. We use this relation to mount an attack on RSA when the 
following two conditions are fulfilled. 

1.	� The first condition : The prime sum 1p q+ −  is 0P -smooth, that is 
all prime factors of 1p q+ −  are less than 0 ,P where 0P is a bound up 
to which Lenstra’s elliptic curve factorization method (ECM) [13] is 
efficient to find all prime factors. The cost of factoring a 0P -smooth 
integer n is subexponential in 0P  and polynomial in log .n  Recent 
results shows that ECM can efficiently find all prime factors up to 

100
0 2P =  of any integer [28]. Moreover, the property that the sum 

1p q+ −  is 0P  -smooth is not too rare. For a positive integer n, we 
show that the number of prime numbers p and q with 12 2n nq p− < < <  

such that 1p q+ −  is 0P -smooth is approximately 
log 2

log1 00log
log 2

2 .
n

Pn P
n

−   
 

 

With 1024n =  and 100
0 2 ,P =  this number is approximately 9882 .  

2.	� The second condition: The solution ( , , )x y z  of the equation 

( ) ( 1)ex N y p q zφ− = + −  satisfies 2
6

| | .y z x N− <  Similarly, such 

solutions are not rare. Indeed, we show that, in the interval [1, ],N  
the number of exponents e satisfying ( ) ( 1)ex N y p q zφ− = + −  with 

2
6

| | ,y z x N− <  and hence are weak to our attack is at least 

( ).N  
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Our attack is based on applying the continued fraction algorithm to 

the rational number e
N

 to find y
x

 amongst its convergents. By using x and 

y, we compute ( 1)( ) ( 1) ,p q z y ex N y+ − − = − +  and, by applying ECM, we 
can find the 0P -smooth divisors of ( 1) .ex N y− +  Then 1p q+ −  is one of 
these divisors, which leads to retrieving p and q. We notice that the average 
number of divisors of ( 1)ex N y− +  is approximately log| ( 1) |,ex N y− +  
and, that the run time of our attack is equivalent to the run time of ECM to 
find the prime factors of ( 1)ex N y− +  that are less than 0 .P

The paper is organized as follows. Section 2 summarizes the 
preliminaries on the continued fraction algorithm, the elliptic curve 
factorization method and two lemmas that are used in the paper. Section 
3 provides a study of the RSA moduli in an interval with a smooth prime 
sum. In Section 4, we present the new attack. The number of the keys 
that are vulnerable to our attack is studied in Section 5. In Section 6, we 
provide a comparison of our attack with former attacks on RSA. Finally, 
Section 7 draws the conclusion. 

2.  Preliminaries

In this paper, the notation ( ) ( )F x g x∼  means that ( )
( )limx

F x
g x→∞  is some 

finite constant. In this section, we present a few facts that will be used in 
the rest of the paper.

2.1 The continued fraction algorithm :

In this section, we briefly describe the continued fraction algorithm. 
Let 0ξ ≠  be a real number. Set 0 ,ξ ξ=  and 0 0 .t ξ=    For 1,n ≥ if 

1 1 ,n ntξ − −≠  we set 

	 1 1

1 , .n n n
n n

t
t

ξ ξ
ξ − −

= =  
−

For 1,n ≥  since 1 10 1,n ntξ − −< − <  then 1nξ >  and 1.nt ≥  This process 
is called the continued fraction algorithm and yields an expression of the 
form: 

	

0

1

2

1 .
1

1
...

t
t

t

ξ = +
+

+
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which is called the continued fraction expansion of .ξ  For 0,i ≥  the 

irreducible fractions 0 1[ , , , ]i
pi
qi

t t t= …  are called the convergents of the 

continued fractions expansion of .ξ  If ξ  is a rational number ,a
b

 then its 

continued fraction expansion is finite and the algorithm terminates with 
complexity 2((log ) ).b

The main result from the theory of continued fractions that we use in 
this paper is the following (see [10], Theorem 184). 

Theorem 1 : Let ξ  be a positive number. Suppose that gcd( , ) 1r s =  and 

	
2

1 .
2

r
s s

ξ − <

Then r
s

 is a convergent of the continued fraction expansion of .ξ  

2.2 The elliptic curve factorization method :

The elliptic curve factorization method (ECM) invented by H. W. 
Lenstra [13] in 1985 is one of the asymptotically fastest known methods for 
finding relatively large prime factors of an integer.

Let N be a composite integer with a factor p. ECM is a sub-exponential 
time algorithm with expected run time of (2 (1)) log log log( ( ))o p pO e M N+  where 
p is the prime factor to find, and ( )M N  is an upper bound for the cost of a 
multiplication modulo N. To find a prime factor of N, the ECM algorithm 
starts by choosing a random elliptic curve with an equation 2 3y x ax b= + +  
over the ring / N   and a point P on the curve. Then ECM applies a first 
algorithm, called phase 1 to find a prime factor of N. If phase 1 is not 
successful, then ECM applies a second algorithm, called phase 2.

In Phase 1, one computes kP  for 

	

1
1

2
prime

log
, ,

log

B eq
q

q
q

B
k q e

q

−

=

 
= =  

 
∏

 
where 1B  is the upper bound for the prime numbers under which Phase 1 
is expected to succeed. If the computation of kP  does not fail, then either 
try a new curve, or increase k. If this does fail, then there is a denominator 
d that satisfies gcd( , ) 1.d N ≠  If gcd( , ) ,d N N<  this gives a factor of N, else, 
one should try another a new curve or proceed with Phase 2.

In Phase 2, one computes qP  on the curve for the prime numbers q 
satisfying 1 2 ,B q B< <  where B2 is the upper bound for the prime numbers 
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under which Phase 2 is expected to succeed. If the computation of qP  does 
not fail, then try another q. If this does fail, then there is a denominator d 
that satisfies gcd( , ) 1.d N ≠  If gcd( , ) ,d N N<  this gives a factor of N.

A complete description of Phase 1 and Phase 2 with detailed algorithms 
is presented in [29,15]. In [28], large prime factors, up to 83 27510 2 ,≈  of 
specific large integers are listed. We make the following assumption which 
will be essential to the heuristic part in our computations. 

Assumption 1 : The elliptic curve factorization method (ECM) finds all prime 
factors of an integer N with 0( )P N P≤  with 100

0 2P =  where P(N) is the largest 
prime factor of N. 

2.3 Miscellaneous results 

Let N pq=  be an RSA modulus with balanced prime factors p and q, 
typically, 2 .q p q< <  The following result gives bounds for p, q, and p q+  
in terms of N (See [17]). 

Lemma 1 : Let N pq=  be the product of two unknown integers such that 
2 .q p q< <  Then 

2 3 22 , 2 .
2 2

NN q N p N N p q< < < < < + <

The following result concerns the solutions of the equation 
φ− = + −( ) ( 1) .ex N y p q z  Let N pq=  be an RSA modulus. 

Lemma 2 : Let e be a public exponent such that φ =gcd( , ( )) 1.e N  Then there 
exist infinitely many integers x, y and z such that 

	 ( ) ( 1) .ex N y p q zφ− = + −

Proof : Let z be an integer. Since φ =gcd( , ( )) 1,e N  then there exists an integer 

x such that φ+ −≡ ( 1) (mod ( )),p q z
e

x N  that is φ≡ + −( 1) (mod ( )).ex p q z N  

Hence, there exists an integer y such that ( ) ( 1) .ex N y p q zφ− = + −  Since 
there are infinitely many choices for z, then there are infinitely many 
solutions for the equation. 
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3.  RSA Moduli

In this section we study the existence and the number of the RSA 
moduli N pq=  in an interval with the property that the prime sum p q+  
is composed by prime factors less than the ECM bound 0 .P

3.1 Decomposition of an even integer as the sum of two primes 

In number theory, Goldbach’s conjecture is a well-known unsolved 
problem. It states that every even integer 0 4S ≥  is the sum of two primes 
p and q, that is 0 .S p q= +  The conjecture was formulated by Goldbach 
in 1742, and no counter-example has been found to date. The following 
result gives an explicit approximation of the number of ways to represent 
an even integer 0 1S S= +  as the sum of two prime numbers in an interval. 

Lemma 3 : Let n be a positive integer. Let S be an odd integer such that 
12 2 .n nS +< <  Then the set 

	
1( ) {( , )|2 2 , prim, 1 , es}.n nE S p q q p p q pS q−= < < < + − =  

has cardinality 

	

1

2

2# ( ) .
( log 2)

n

E S
n

−

∼

Proof : Let x be a positive integer. The Prime Number Theorem asserts that 
the number ( )xπ  of primes p x≤  satisfies (Theorem 6 of [10]) 

	
( ) .

log( )
xx

x
π ∼

This implies that an integer x selected at random is prime with 
probability 

	

( ) ( 1) 1 1 1 .
( 1) log log( 1) log log log

x x x x x x
x x x x x x x

π π− − − −
∼ − ∼ − =

− − −

Observe that if 1S p q= + −  with ,q p≤  then 2 1q S≤ +  and 1
2

.Sq +≤  

For an even integer 1S+  such that 12 1 2 ,n nS +< + <  the number of 
representations of 1S+  in the form 1S p q+ = +  with two prime integers 
satisfying 12 2n nq p− < < <  is then 
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	 1

1
2

2

1 1# ( ) .
log log( 1 )n

S

q

E S
q S q−

+

=

∼ ⋅
+ −∑

Since log logq S≈  and log( 1 ) log log ,S q p S+ − = ≈  then 

1

1
1 12

2 2 2 2
2

1 2 2 2 2# ( ) ,
(log ) 2(log ) 2(log ) ( log 2)n

S
n n n n

q

SE S
S S S n−

+
+ −

=

− −
∼ ∼ ∼ ∼∑

which gives the result. 

3.2 The number of RSA moduli in an interval 

The following result gives a very conservative estimation of the 
number of RSA moduli of the form N pq=  with 12 2 .n nq p− < < <  

Lemma 4 : Let n be an integer. The set of the RSA moduli 

	
1( ) { |2 2 , primes},  ,n nn N pq q p qp−= = < < <  

has cardinality 
2 3

2

2# ( ) .
( log 2)

n

n
n

−

∼

Proof : We have 

1 1

12

2 2
prime prime

# ( ) 1 .
n n

n p

p q
q

n
− −

−

= =

 
 =  
 
 

∑ ∑

 

Let 0 1, , , kp p p…  be the list of the prime numbers satisfying 

	 1
0 12 2 .n n

kp p p− < < <…< <

Then 

1
0

1 1
2

12
prime prime

( 1) 1# ( ) 1 .
2 2n

p p kk

p p iq
p q

k kn i k
−

− −

= ==

 
− = = = ∼ 

 
 

∑ ∑ ∑

Using the Prime Number Theorem, we get 
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1 1 1
1 2 2 ( 2)2 2(2 ) (2 ) .

log 2 ( 1)log 2 ( 1)log 2 log 2

n n n n
n n nk

n n n n n
π π

− − −
− −

= − ∼ − ∼ ∼
− −

Then 

	

21 2 3

2

1 2 2# ( ) ,
2 log 2 ( log 2)

n n

n
n n

− − 
∼ = 

 


which gives the result. 
Since every sum 1 =S p q+ +  of two prime numbers p and q satisfying 

12 2n nq p− < < <  corresponds to an RSA modulus ,N pq=  then a direct 
consequence of Lemma (4) is the following result. 

Lemma 5 : Let n  be an integer. The set 

	 1( ) { 1|2 2 , , primes},n nn S p q q p p q−= = + − < < <  
has cardinality 

	 2# ( ) 2 .nn −∼

Proof : Let S be an odd integer with 12 1 2 .n nS +< + <  Then, by By Lemma 
(3), the number of representations of 1S+  as a sum 1S p q+ = +  with 

12 2n nq p− < < <  is 
1

2
2

( log 2)
# ( ) .

n

n
E S

−
∼  Then, combining with Lemma (4), we 

get that the cardinality of the set 

	 1( ) { 1|2 2 , , primes},n nn S p q q p p q−= = + − < < <

is 

	

2 3

2
2

1

2

2
( log 2)# ( )# ( ) 2 .

# ( ) 2
( log 2)

n

n
n

nnn
E S

n

−

−
−

= ∼ =




This terminates the proof. 
We notice that # ( )n  is smaller than # ( ).n  This is accurate since 

for a fixed odd integer S, the equation = + −1S p q  has many solutions 
( , )p q  with − < < <12 2n nq p  in accordance with Lemma (3), while, for a 
fixed integer N, the equation =N pq  has only one solution in the same 
interval. 
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3.3 Divisors and smooth numbers 

Let n be a positive integer. The largest prime factor of n is denoted 
( ),P n  the number of distinct prime divisors of n is denoted ω ( ),n and the 

number of divisors of n is denoted ( ).d n  The average order of ω ( )n  and 
( )d n  are given by the following result (see Theorem 430 and Theorem 319 

of [10]). 

Theorem 2 : Let n be a positive integer. The average order of ω ( )n  and ( )d n  are 

	 ω ∼ ∼( ) log log , ( ) log .n n d n n

Definition 1 : Let y be a positive integer. An integer n such that ≤( )P n y  is 
called y - smooth. Let x and y be two positive integers. The probability that 
a randomly chosen integer m in the interval [1, ]x  has all its prime factors 
less than y can be estimated by Ψ( , )x y

x
 where 

	 Ψ = ≤ ≤ ≤( , ) #{ |1 , ( ) }.x y m m x P m y

Let = log
log

x
y

u  so that =
1

.uy x  Then, for large x and u, the Canfield-

Erdös-Pomerance Theorem [6] (see also [24]) states that 

	
− +Ψ =

1
( )( , ) ,u o uux x xu

holds for ε< − log
log log

(1 ) .x
x

u  Equivalently, using y, we get the following 
result 

Theorem 3 : Let x and y be two positive integers. Then the number of positive 
integers ≤m x  such that ≤( )P m y  is 

	

 
+   

  
Ψ =  

 

log log
log loglog( , ) ,

log

x x
o

y yyx y x
x

for ε+> 1(log ) .y x

3.4 RSA moduli with smooth sum of primes :

Let x be a positive integer, and ( )P x  be the largest prime factor of x. For 
positive integers n and y, we consider the number of RSA moduli =N pq  
with prime factors p and q satisfying − < < <12 2n nq p  and + − <( 1) .P p q y

Lemma 6 : Let n and y be positive integers such that ε+> + 1(( 1)log 2) .y n  
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Then the set 

	 = = + − ( , ) { 1| ,n y S p q p q − < < < + − ≤1primes, 2 2 , ( 1) },n nq p P p q y  

has cardinality 

	

log 2
log

1 log# ( , ) 2 .
log 2

n
y

n yn y
n

−  
∼  

 


Proof : If p and q are prime numbers satisfying 12 2n nq p− < < <  and 
1,S p q= + −  then S is odd and 12 2 .n nS +< <  Setting 1 2 ,nx =  1

2 2 ,nx +=  
and using 1( , )x yΨ  and 2( , )x yΨ  to count y-smooth integers as in Theorem 
(3), we get for 1

2(log ) ,y x ε+>

2 2 1 1

2 1

log log log log
log log log log

2 1
2 1

1# ( , ) = ( ( , ) ( , ))
2

log log1 1= .
2 log 2 log

x x x x
o o

y y y y

n y x y x y

y yx x
x x

   
+ +      

   

Ψ −Ψ

   
−      

   



Since x1 and x2 are much larger than y and 2

1

log
log

1,x
x
∼  then, 

	

2 1

2 1

log log log log, .
log log log log

x x y y
y y x x
∼ ∼

Hence, # ( , )n y  transforms to 
1log log 2

log log
12 1

1

log log# ( , ) 2 .
2 log log 2

x n
y y

nx x y yn y
x n

−   −
∼ ∼       



This terminates the proof. 

4.  The new attack

In this section, we present the new attack on RSA when the prime 
factors p and q are such that 1p q+ −  is 0P -smooth where 0P  is the bound 
for ECM in Assumption (1). The attack combines the continued fraction 
algorithm and the elliptic curve factorization method ECM.

The first step of the attack is the following result which is based on 
Theorem (1). 
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Lemma 7 : Let N pq=  be an RSA modulus with 2 .q p q< <  Let e be a public 
exponent satisfying the equation ( ) ( 1)ex N y p q zφ− = + −  with gcd( , ) 1.x y =  If 

2| | ,
6

y z x N− <

then y
x

 is a convergent of the continued fraction expansion of 1
.e

N+

Proof : By Lemma (2), the exponent e satisfies an equation of the form 
( ) ( 1)ex N y p q zφ− = + − . Then ( 1)( )ex Ny p q z y− = + − −  and 

	

( 1)| |.y p q y ze
N x Nx

+ − −
− =

Using Lemma (1), we get 

	

3 2 | |.
2

y N y ze
N x Nx

−
− ≤

Hence, if 2
6

| | ,y z x N− <  then 

	
2

1 .
2

ye
N x x
− <

Hence, by Theorem (1), it follows that y
x

 is a convergent of the 
continued fraction expansion of .e

N
 

Let 0P  be the bound for ECM in Assumption (1). The next step of the 
attack is to show how to factor the modulus N pq=  when the parameters 
in the equation ( ) ( 1)ex N y p q zφ− = + −  satisfy the conditions of Lemma 
(7) and the sum 1p q+ −  or the difference | |y z−  is 0P -smooth. 

Theorem 4 : Let N pq=  be an RSA modulus. Let e be a public exponent 
satisfying the equation ( ) ( 1)ex N y p q zφ− = + −  with gcd( , ) 1x y =  and 

2
6

| | .y z x N− <  If 

	 0 0( 1) , (| |) ,P p q P or P y z P+ − ≤ − <

then, under Assumption (1), one can factor N in the same run time than ECM. 

Proof : Suppose that e satisfies the equation ( ) ( 1)ex N y p q zφ− = + −  with 

gcd( , ) 1x y =  and 2
6

| | .y z x N− <  Then, by Lemma (7), one can find x 
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and y using the continued fraction expansion of .e
N

 Using x and y, we can 

compute | |.M ex Ny= − Then 1p q+ −  satisfies 

	 ( 1)| | ,p q z y M+ − − =

where | |z y−  is an unknown factor of M. In the next, we suppose that the 
largest prime factor of | |z y−  or 1p q+ −  is less than the bound 0P  of the 
ECM method for integer factorization as in Assumption(1). By applying 
ECM to M, one gets 0 1 ,M M M= ⋅  where all prime factors of 0M  are 
bounded by 0 ,P  that is 

0 0
1

log, , 1 ,
log

k
i

i i i
i i

MM p p P
p

α
α

=

 
= ≤ ≤ ≤  

 
∏

where k is the number of prime divisors of 0 .M By Theorem 2, we know 
that 0( ) log log log log .k n M Mω= ∼ < Then, the divisors of 0M  are of the 
form 

	 1
, 0 ,

k
i

i i i
i

g pβ
β α

=

= ≤ ≤∏

and there are 
1
( 1)k

ii
α

=
+∏  such divisors. Nevertheless, by Theorem 2, the 

average number of divisors of 0M  is 

0 0( ) log log log(( 1)| |).d M M M p q z y∼ ≤ = + − −

We have 2
6

| || |z y y z x N− ≤ − <  by assumption, and 

3 2
2

1 Np q+ − <  by Theorem 1. Plugging this in 0( ),d M  we get 

	
0

2 3 2 1( ) log log log .
6 2 2

Nd M N N N
   

< ⋅ = <       

First, suppose that 0( 1) .P p q P+ − ≤  For each divisor g of 0 ,M  we 
compute the solution of the system of equations 

	 0 0 0 0 0 01 , , 2.p q g p q N p q+ − = = ≥ ≥

If the solution 0 0( , )p q  is a couple of integers, then 0p p=  and 0q q=  
give the factorization of N. 

Next, suppose that 0(| |) .P z y P− ≤  For each divisor g of 0 ,M we 
compute the solution of the system of equations 

	
0 0 0 0 0 01 , , 2.Mp q p q N p q

g
+ − = = ≥ ≥
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If the solution 0 0( , )p q  is a couple of integers, then 0p p=  and 0q q=  
give the factorization of N. 

Since the continued fraction algorithm of a rational is a polynomial 
time algorithm, and there are less than log N  divisors to process, then the 
factorization of N is achieved in the same run time algorithm than ECM. 
This terminates the proof. 

5.  The Number of Weak Keys 

Let =N pq  be an RSA modulus where the prime sum 1p q+ −  is  
0P -smooth. In this section, we give an explicit family of exponents e that 

are vulnerable to our attack, and give a very conservative estimation of 
the number of such weak exponents. The attack of Theorem (4) is based 
on two main conditions : 

•	� The sum 1S p q= + −  is 0P -smooth where 0P is the bound in 
Assumption (1). 

•	� The public exponent satisfies an equation ( ) ( 1)ex N y p q zφ− = + −  
where the parameters are such that gcd( , ) 1x y =  and 

2
6

| | .y z x N− <

The RSA modulus N pq=  is the product of two random prime 
numbers p and q with the same bit-size, typically 12 2 .n nq p− < < <  The sum 

1S p q= + −  seems also random. Nevertheless, Lemma (5) and Lemma (6) 
show that the probability that S is 0P -smooth is 

0

0

log 2
log

1 0 log 2
log

0 0
2

log
2

log 2# ( , ) log
2 .

# ( ) log 22

n
P

n n
P

n

P
nn P P

n n

−

−

 
 

  ∼ =   
 




This is twice the probability that a random integer less than 12n+  is 
0P -smooth.

Next, for an RSA modulus N pq=  with 12 2 ,n nq p− < < <  suppose 
that 1S p q= + −  is 0P -smooth. Consider the set 

( 1) 2(mod )|gcd( , ) 1, | | .
6

p q Ze N x Z x Z N
x

 + − = ≡ = < 
  


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If ,e∈  then there exists an integer y such that ( 1) .ex p q Z Ny− + − =  
Let .z y Z= +  Then e  satisfies the equation ( ) ( 1)ex N y p q zφ− = + −  

with 2
6

| | .x y z N− <  These are the conditions of Theorem (7), and the 

exponent e is vulnerable to our attack under the condition 0( 1)P p q P+ − ≤  
by Theorem (4). The following result shows that two different couples 
( , )x Z  and ( , )x Z′ ′  produce two different exponents. 

Lemma 8 : Let ( , )x Z  and ( , )x Z′ ′  satisfying gcd( , ) 1,x Z =  gcd( , ) 1,x Z′ ′= =  
2

6
| |x Z N<  and 2

6
| | .x Z N′ ′ <  Define 

( 1) ( 1)(mod ), (mod ).p q Z p q Ze N e N
x x

′+ − + −
′≡ ≡

′

If ,e e′=  then ( , ) ( , ).x Z x Z′ ′=  

Proof : Suppose that ( 1) (mod ),p q Z
x

e N+ −≡  ( 1) (mod ),p q Z
x

e N′+ −
′

′ ≡  with 

gcd( , ) 1,x Z =  gcd( , ) 1,x Z′ ′= =  2
6

| |x y z N− <  and 2
6

| | .x y z N′ ′ ′− <  

If ,e e′=  then 

	
1(mod ),e Zx N

e Z x
′

= ≡
′ ′

or equivalently 0(mod ).Zx Z x N′ ′− ≡  We have 
2

2| | 2max( | |, | |) 2 .
6 9

NxZ x Z x Z x Z N N
 

′ ′ ′ ′− ≤ < ⋅ = <  
 

Hence 0,xZ x Z′ ′− =  and .Z Z
x x

′
′

=  Since gcd( , ) gcd( , ),x Z x Z′ ′=  then 

,x x′=  and .Z Z′=  This terminates the proof. 
The following result gives a lower bound for the size of the number of 

distinct exponents that are weak for our attack. 

Proposition 1 : The number   of distinct exponents e∈  with 
gcd( , ( )) 1e Nφ =  that are weak to our attack satisfies 

	
2 .

6
N≥
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Proof : Let 2
6

.M N =   
 The number   of distinct exponents e∈  

that are weak to our attack satisfies 

	

1
gcd( ,| |) 1,gcd( , ( )) 1

1 1
gcd( ,| |,gcd( , ( )) 1) 1

1
gcd( ,| |,gcd( , ( )) 1) 1

1

2 1

12

2 ,

M
M x

x MZx Z e N x
M

M x

x Z
x Z e N

M

x
x Z e N

M
x

M

φ

φ

φ

=
=−= =

= =
= =

=
= =

=

=

=

≥

∑ ∑

∑ ∑

∑



and consequently 2
6

.N≥

6.  Comparison with former attacks

Many attacks on RSA, mainly based on the key equation ( ) 1,ed k Nφ− =
have been presented such as the attack of Wiener [26] and the attack of 
Boneh-Durfee [4]. Since our equation is in the form ( ) ( 1) ,ex N y p q zφ− = + −  
we only compare our attack to the attack of Blömer-May [2] which is 
based on the variant equation ( ) .ex N y zφ′ ′ ′− =  The attack of Blömer-May 
is possible if the following conditions are fulfilled 

1 3
4 411 , | | . (1)

3
x N z N ex

−
≤ ≤ <′ ′ ′

	

In our attack, the equation is ( ) ( 1)ex N y p q zφ− = + −  with 
2

4
| |y z x N− <  where 1p q+ −  is 0P -smooth. To apply the attack of 

Blömer-May to the equation ( ) ( 1) ,ex N y p q zφ− = + −  the parameters x, y 
or z should satisfy the conditions ((1)) with ,x x′ = y y′ =  and ( ) .z p q z′ = +  
We discuss here the possibility of applying this attack. 

•	� First, x should satisfy 
1
41

3
1 x N≤ ≤  while our condition is 

2
6

| |y z x N− <  which can be satisfied even for 
1
41

3
.x N>
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•	� Second, for 
1
41

3
1 ,x N≤ ≤  the condition 

3
4| | ( 1)| |z p q z N ex

−
′ = + − <  

should be satisfied. Using Lemma (1), this implies that z should 
satisfy 

	

3 1
3 4 4
4

1
3| | ,

1 62

N e NN ex ez
p q NN

−
− ⋅

< ≤ =
+ −

	� which is impossible if .e N<  In contrast, we notice that our attack 
can be applied in this situation. 

The following numerical example shows that our attack can factor 
the RSA modulus, while the method of Blömer-May can not, even when 

1
41

3
1 .x N≤ ≤

Consider the RSA modulus N and the public exponent e : 

1109588733951066161621444541807594330953054059731781682203833
144561998894299860092108429,
5279260403171254865054708811525772310380190134076606252599984
60242050783295418708150391.

N

e

=

=

One of the convergents of e
N

 is 

	

4141907516815061251110241 .
8705412438008399695743224

y
x
=

We take 
8705412438008399695743224, 4141907516815061251110241,x y= =

from which we get 

	

| | 4976027368320236249605032824108992876193
1415223327678306879195.

M ex Ny= − =

By applying ECM to M with the bound 6
0 10 ,P =  we get the list of 

0P -smooth factors, namely 4 3 2 45 37 109 1249 9851 78721 ,M M′= ⋅ ⋅ ⋅ ⋅ ⋅ ⋅  
where the prime factors are larger than 0 .P  Using the divisor 

4 3 2 45 37 1249 9851 78721 ,g = ⋅ ⋅ ⋅ ⋅  we get 
1 68043596921586139175071580389567209356324045,p q+ − =

which combined with pq N=  give 
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40942350213056433546764732109616278918346813,
27101246708529705628306848279950930437977233.

p
q
=
=

We note that 1 0.991(mod ( ))d e N Nφ−≡ >  which means that the method 
of Wiener, as well as the method of Boneh-Durfee can not be applied for 
this example. On the other hand, as required in the method of Blömer-May 

the convergent y
x

 should satisfy 
1
41

3
1 ,x N≤ ≤  and 

3
4| ( ) | .ex N y N exφ

−
− <  

This is not the case. Moreover, the inequality 
3
4| ( ) |ex N y N exφ

−
′ ′ ′− <  is 

never satisfied with any convergent y
x
′
′
 of .e

N
This shows that the method 

of Blömer-May can not be applied to find the factorization of the modulus 
N in this example. 

7.  Conclusion

In this work, we presented an attack on the RSA cryptosystem with 
a modulus N pq=  by studying a specific arithmetic relation verified 
by the public exponent e, the Euler totient function ( ),Nφ  and the sum 

1.p q+ −  The attack is efficient and works when the following conditions 
are satisfied : the sum 1p q+ −  is composed by sufficiently small prime 
factors, the public exponent e is such that ( ) ( 1) ,ex N p q zφ− = + − and 
the parameters x, | |y z−  are suitably small. The technique used in the 
attack combines the continued fraction algorithm and the elliptic curve 
factorization method (ECM). Moreover, we showed that such RSA moduli 
as well as the exponents that are vulnerable to our attack represent non-
negligible parts of all possible moduli and exponents in an interval.
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