
©

Security and integrity of medical log records management in the cloud 
storage

Raed Wishah *
Princess Sumaya University 
Amman 
Jordan

Azmi Shawkat Abdulbaqi †

Renewable Energy Research Center 
University of Anbar
Anbar
Iraq

Abstract
Logs of medicinal events in Cloud Computing management have become crucial, 

particularly for medical event logs. Medical auditing, medical analysis, medical evidence, 
forensic medicine, and other reasons need the safe storage of medical log data in any hospital 
or medical facility for a certain time. At each level of the medical record management process, 
including the log creation stage, the transmission phase, and the storage step, the integrity 
and security of the medical Log record data are maintained in this work. Furthermore, 
medical log records often include patient information that should not be made public 
(sensitive information). This paper uses a Secure Provisional Cloud Log Records Management 
Algorithm (SPCLRMA) approaches to ensure security while preserving medical transaction 
history in the cloud over time. Security for TSCMEL is ensured in this study by encrypting 
medical log data before it is saved in the cloud storage (CldStg). They’re also kept in packs 
for convenient access. This project was created utilizing the Java programming language and 
Microsoft Visual Studio.
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Introduction

The machine or transactional data is information produced by any 
software or the infrastructure that underpins it, including medical 
log records. Information is stored in medical logs in the cloud. Information 
may be found in cloud-based medical logs. User identification, system 
identifier, operation completed, and time are examples[1]. Furthermore, 
certain medical logs include security features such as restricting access 
and history utilization. Identifying deviations from the user’s typical 
usage pattern is important to analyze the user’s behaviour. Medical records 
are stored in database systems to facilitate transaction recovery. In this 
scenario, two types of logs are utilized: reverse logs and redo logs [2]. 
Existing recovery protocols have several security issues that make them 
susceptible during log message delivery, and there is no security 
mechanism to validate the data received by the syslog daemon. External 
auditors may occasionally require access to medical log records for security 
log auditing. In order to preserve the past, the log data must be kept briefly 
before being rotated or erased[3]. 

These log records are utilized to recover data lost due to transaction 
failures. Cloud-based logging is a low-cost alternative for hospitals and 
medical companies. Medical data integrity and confidentiality are the key 
issues with CldStg [4]. This paper addresses these issues by presenting 
encryption algorithms that provide accuracy, tamper resistance, secrecy, 
and integrity. New strategies for securing medical log records in the cloud 
are devised and applied in this paper. The medical log data is consolidated 
into packs, encrypted, and saved. The major benefit of encrypting medical 
log data is that unauthorized users cannot do user behaviour analysis[5].

1.  Literature Related Works 

Information about a person’s health is very private and sensitive. The 
healthcare system’s participants must communicate this information 
often[5]. The data might be revealed or altered throughout the operational 
process, making medical information sharing between participants very 
challenging. The electronic health record system is crucial for improving 
medical services and lowering the cost and effort associated with patient 
care [6]. In [7], a strong Blockchain-based healthcare system is described. 
EHD may have several benefits, including information exchange, advice 
sharing, disease surveillance, analysis of patient history, etc. To some 
degree, privacy and security concerns prevent the sharing of EHD. 
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Researchers have recently begun to focus more on the security and privacy 
concerns surrounding EHD [8]. A paradigm is known as SEHRTB was 
presented in 2019 [9], and it allows for the exchange of (Electronic Health 
Records) EHRs between patients, specialists, service providers, and other 
medical institutions. The technology decreases latency, but no system 
feasibility estimate was provided. To manage patient data, they introduced 
a system based on Blockchain technology [10]. Writers have utilized 
Elliptic curve cryptography to preserve pseudonymity (ECC). However, 
the plan had a flaw in that compatibility was not a concern. A secure 
paradigm for healthcare management was put up in 2019 by [11]. The 
approach utilized Ethereum’s Blockchain to maintain its distributed 
ledger and symmetric encryption to ensure secure data access.

A model of a sharing mechanism for health data was put out in 2020 
[12]. The Blockchain-based approach utilized proxy re-encryption 
technology. By utilizing proxy re-encryption, the model’s participating 
institutions are guaranteed to be able to decipher the intermediate 
Ciphertext. The plan assures secrecy. However, the issue is that no 
optimization of the implementation process is provided. A strategy for 
safe EHR sharing integrating Blockchain technology and the Interplanetary 
File System (IPFS) was suggested in 2019 [13]. The model uses an access 
control system based on Ethereum smart contracts. The model could share 
data quickly and reliably via a mobile app but still needs effective cloud-
based EHR management[14].

2.  The Architecture of a System 

The parts of the system built into this work are the medical log 
generators, The surveillance of the medical log, the client for logging data 
(the patient), and the logging cloud (specialist). Through a wired or 
wireless network, a medical log generator connects a logging client. 
Medical log surveillance connects directly to a medical logging client 
through a wired or wireless network. According to the status, the client 
(Patient) connects to the CldStg via a secure or anonymous channel. Figure 
1 shows how the whole system is put together. Logging client is made up 
of servers and databases that effectively store data. With this proposed 
system, clients can efficiently store their medical information on the 
medical server. The logging cloud is a huge place to store data, and it also 
has many other useful features, such as access from anywhere at any time, 
better security for medical data, faster deployment, and lower costs. It also 
keeps medical log data in good shape over a long period. Only persons 
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who have paid for and signed up for CldStg services can upload medical 
records—having a lot of hospitals or medical centres as customers make it 
much cheaper for the service provider to run their business. Medical log 
Watch how the information in the medical log is being watched. This work 
uses medical log analysis to improve the security of medical data and 
transactions.

2.1 An Overview of SPCLRMA 

The proposed SPCLRMA comprises four modules: preparing the 
medical log record, making anonymous upload tags, uploading 
anonymously, and deleting and rotating anonymously.

2.2 Preparing Medical Log Records

Before being transported to the cloud for storage, the medical log 
record is encrypted and messaged authentication codes are applied to 
each record to guarantee the integrity of the route. This work has three 
keys: two for keeping things honest and one for keeping things secret[16]. 
The Stamp of the Time, a special symbol of medical log initialization, and 
the pack size make up the first entry. The medical log close entry is the last 
one, showing that the pack is over. Based on [19], the following stages 
make up this algorithm: 

1st stage: Create 3-master keys (Key-1 and Key-2) for integrity and Key-3 for 
confidentiality. 

Figure 1
The System Architecture
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2nd stage: Create the 1st medical log entry MLE =( The Stamp of the Time, 
init_Mlog, n).

3rd stage: Compute Mac-0= HKey-1 [EKey-3 [MLE]] . 

4th stage: Re-Calculate keys A1 =H*[Key-1], X1 =H*[Key-2] and K1 
=H[Key-3].

5th stage: Eliminate Key-1, Key-2, Key-3.

6th stage: Produce a record M1=L1||HKey-1 [E*Key-3 [MLE]. Calculate 
Mac-1 =HA1[EK1[M1].

7th stage: Compute collected Mac-1= HnX1[Mac-0||Mac-1||n]. 

8th stage: Create a medical Log close entry MLC=[EKn+1[The Stamp of the 
Time, MLC||Mac-n] ,HAn+1[Ekn+1 [The Stamp of the Time, MLC || 
Mac-n]]. 

Pack -Uploading.

3. � Modified Asymmetric Cryptography Algorithm (Modified RSA 
Algorithm)

A pseudocode representation of the Modified RSA Algorithm 
KeyGen algorithm is as follows [18]: 

3.1 The Pseudocode of the KeyGen Algorithm

1st step: Randomly 4 prime numbers selecting p, q, r, and s. All primes must 
have the same length.

2nd step: Calculate n equal to (p multiply q), (m equal to (r multiply s), 
φ equal to (p minus 1) multiply (q minus1) and Z equal to (r minus 1) 
multiply (s minus 1).

3rd step: Select an integer e, 1 less then e less then φ, like gcd (e, φ) equal to 1.

4th step: Calculate the secret exponent d, 1 less than d less than φ, like (e 
multiply d) mod φ equal to1.

5th step: Choose an integer g equal to (m plus 1).
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6th step: Calculate the inverse of the modular multiplicative: µ equal to Z -1 
mod m.

7th step: The PublicKey(encrypting) is (n, m, g, e).

8th step: The PrivateKey (decrypting) is (d, Z, µ).

Encrypting

1st step: Suppose m represents the encrypted message where Zero is less 
than mesg less than n.

2nd step: Randomize r choosing, where r is less than m.

3rd step: Calculate Ciphertext as c equal to (g mesg^e ) mod (n multiply rm ) 
mod    m2 .

Decrypting

1st step: Calculate messaged: m equal to (((cZ mod m2 minus 1)/ m) multiply 
µ mod m)d mod n. Each tag upload is connected to a medical log record; 
Tag upload queries the cloud for medical log data.

4. Performance Analyzing 

This work was completed on the abiCloud. In this publication, tables 
are utilized to describe the experimental findings. In five studies with 
varying client requests, Table 1 compares the number of requests ref 
utilized by SCLRMA and SPCLRMAs. Genuine and fraudulent user 
requests were distributed 18:2 among the client (Patient) requests. Table 1 
shows that the suggested SPCLRMA model outperforms the SCLRMA 
model in terms of limiting users and delivers accuracy in diagnosis and 
prevention of over 92%. This is owing to the model’s suggested and 
implemented intelligent agents and successful key-sharing procedures. 
The level of security and the number of authorized users allowed by the 
SPCLRMA model is shown in Table 2.
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Table 1
The SCLRMA model refused more requests for database access after 

confirming identification than the SPCLRMA model did

Trial’s No Order number 
tried

SCLRMA 
Order Rejections

SPCLRMA 
Order Rejections

1st Experimenting 110 7 9
2nd Experimenting 120 10 13
3rd Experimenting 130 14 17
4th Experimenting 140 17 21
5th Experimenting 150 18 26

Table 2
Displays the number of requests for database access denied by SPCLRMA and 

SCLRMA after confirming identification.

Trial’s No Order number 
tried

SCLRMA 
Order Rejections

SPCLRMA 
Order Rejections

1st Experimenting 110 9 10
2nd Experimenting 120 11 15
3rd Experimenting 130 14 22
4th Experimenting 140 19 29
5th Experimenting 150 23 36

Table 2 illustrates the number of requests for database access refused 
by the SCLRMA model after confirming identification and the SPCLRMA 
model. The memory requirements of the SCLRMA and SPCLRMAs are 
contrasted for various periods (t1, t2). According to the implementation 
utilized in this model, a difference of 7% RAM is required in the 
recommended model because of the compression-created encryption.

5.  Conclusion

The amount of medical log records has been constantly increasing in 
recent years. Locally storing and keeping medical log data involves a major 
financial and technical investment. Lower beginning costs, improved data 
security, continuous availability, decreased prices, more rapid deployment, 
and an extremely scalable and customized interface are all advantages of 
CldStg. In this project, a system that securely stores medical data utilizing 
appropriate medical log record archiving techniques was designed. The 
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flaws in present medical log management procedures were explored in 
this study. The researchers then presented a novel medical log management 
approach that addresses security and performance. Finally, the established 
secure logging mechanisms are shown to safely transport the created 
medical log records to the medical data repository. In the long run, it is 
intended to eliminate the need for external libraries and protocols by 
directly integrating the management of medical log records into the 
system. Additionally, I wish to do additional studies on secure key 
management techniques.
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