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Abstract
In this paper, we describe a new contribution that uses the optimization problem to 

create a new version of the Diffie-Hellman key exchange (DHKE). The proposed version 
depended on the optimized discrete logarithm functions (ODLFs) that are given as a new 
definition in this work. A graphical method considers a fundamental tool to compute a 
shared secret key (SSK) in the proposed optimized Diffie-Hellman key exchange (ODHKE). 
The ODHKE is a more secure protocol for computing the SSK in comparison with the 
original DHKE.
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1.  Introduction

Many specializations in mathematics, especially graph theory and 
number theory, have been connected to the design of some encryption 
schemes [1-5]. 

One of the key agreement procedures established by Diffie and 
Hellman in 1976 is the Diffie-Hellman key exchange (DHKE). The goal is 
to be able to compute a shared secret key by two users which can be used 
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to encrypt plaintext [6]. Many researchers introduced several research 
works to give different versions to improve this protocol. Recently, in 2017, 
Aryan et. al. [7] presented a study to obtain a stronger secret key through 
the extension of Diffie–Hellman protocol. In 2018, W. Jirakitpuwapat1 and 
P. Kumam [8] modified the key of DHKE by using the maximal abelian 
subgroup of automorphism of the group. In 2020, Nils Maurer et. al. [10], 
investigated the methods of authentication and key agreement for L-band 
digital aeronautical communication system (LDACS). In 2022, C. Gupta1 
and N. Reddy [11] presented merging the RSA cryptosystem with the 
DHKE to prevent the MITM attack. In this work, a new version of DHKE 
is proposed based on the proposed hard mathematical problem which is 
ODLF. The work includes the main points: The proposed ODHKE protocol 
is discussed in Section 2. Section 3 explains the ODHKE protocol through 
a study case with a small prime number p. Furthermore, the ODHKE 
security considerations are specified in Section 4. Finally, in Section 5, the 
conclusions are drawn.

2.  The Optimized Diffie-Hellman Key Exchange

A new version of the DHKE is proposed in this work. This version 
relies on the new optimization problem that is constructed based on the 
optimized discrete logarithm functions (ODLFs) that are described in the 
next specification.

Definition 2.1: Let g be a generator element of a prime field Fp and let h 
be a nonzero element of Fp. The ODLF is a function to find the exponent 
a1x1+ a2x2 such that:

1 1 2 2m ( ) (mod )ax or n ,mi a x a xg h p+ ≡

where a1x1+ a2x2 is a bivariate function with a1, a2∈Fp and the integers x1, 
x2 0.≥

The Optimized Diffie-Hellman Key Exchange (ODHKE) is explained 
as follows. With public domain parameters, which are a large prime p and 
a generator element g of a prime field Fp, Alice and Bob choose their secret 
keys 1 1 2 2a a x a x= +  and 1 1 2 2b b x b x= +  respectively. They use their shared 
secret constraints that are computed using the original DHKE [9] which 
are given by:
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The optimized DLF here is applied to the graphical method. Alice 
and Bob used their discrete logarithm objective functions:

1 1 2 2 1 2 2max (mod ) and max (mod ),a x a x b x b xA g p B g p+ +≡ ≡

Respectively with the same shared secret constraint 11 1 12 2 1c x c x s+ =  
to find two points P1 and P2 that are computed supposing x1 = 0 to get x2 

= s1/c12 = t1 and if x2 = 0 then x1 = s1/c11 = t2, so the points P1= (0, t1) and P2 = 
(t2, 0) respectively. Similar computations are done with second, and third 
constraints and so on. There is a line L1 pass through the points P1 and P2 
that result in the first constraint. Also, a line L2 passing through two points 
resulted based on the second constraint. Similarly, some lines pass through 
all other points that are resulted from other constraints. The intersection 
between these lines determines the region of the feasible solutions as 
shown in Figure 1. The intersection point D is computed. Based on the 
points that determine the shadow region which is a 

Figure 1
The region of the feasible solutions is based on intersection point D.

Region of the feasible solutions, Alice and Bob can compute their 
public keys A and B. In other words, using the points P1 , D , P2 and C, Alice 
can compute the value of her public key A that are corresponded to these 
points. The optimal value is determined based on the determination of 
the objective function, maximum or minimum. Bob, in a similar way, uses 
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the same points of the feasible region to compute the values of his public 
key B. The optimal value of B is determined. After the computations of the 
keys A and B, Alice sends A to Bob and Bob sends B to Alice. Now, Alice 
computes A′  and shared secret key by:

1 1 2 2 (mod ).a x a xA B p+′ ≡  Similarly, Bob computes his shared secret key 
1 1 2 2 (mod ).b x b xB A p+′ ≡ So, the shared secret key between Alice and Bob is 

(mod ) (mod ).A p B p′ ′≡

3.  Study Case of Optimized Diffie-Hellman Key Exchange

This section discusses a study case of the proposed ODHKE as follows. 
Let p = 71 be a prime number. Suppose g = 7 is a generator element over  
F71. Alice chooses her secret key a = 5x1+7x2 and Bob chooses his secret key 
b = 3x1+x2. They use their shared secret constraints that are given by 
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The proposed optimized Diffie-Hellman key exchange using the 
graphical method is discussed as follows. Alice and Bob compute her and 
his public keys A and B by using the discrete logarithm objective functions 

1 2 1 25 7 3max (mod71) and max (mod71),x x x xA g B g+ +≡ ≡

Respectively with the same shared secret constraints. Both of them 
use the first constraint to find two points, so if x1 = 0 then 2x1+3x2 = 18 
results x2 = 6, so P1 =(0,6) and if x2 = 0 then x1= 0, therefore a resulted point 
is P2 = (9,0). Now, with the second constraint x1+ x2 = 8, if x1 = 0 then P1 = 
(0,8) and if x2 = 0 then x1 = 8, therefore, P2 = (8,0). With two resulted points 
from the first constraint, there is a line L1 crossing through them. Similarly, 
line L2 passes through the other two points (0,8) and (8,0). And a line L3 
pass through a point (0,4) that is resulted from a third constraint 4 4x ≤  
with x1 = 0. The intersection between these lines determines the region of 
the feasible solutions as shown in Figure 2. 

The intersection point D is computed by:

1 2 1 2
2 1

1 21 2

2 3 18 2 3 18
. So, 2 and  6.

2 2 168} 2
x x x x
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Thus, the intersection point D = (6, 2) as shown in Figure 1. Another 
intersection point E should be computed. This computing is done as 
follows. Based on the substitution of the third constraint in first one, it can 
set 2x1+3(4) = 18. The value of x1= 3. The second intersection point E = (3, 4). 
Based on the points that determines the region of feasible solutions, Alice 
and Bob can compute their public keys A and B as shown in Table 1. So, 

44(mod71)A ≡ with a point (3, 4) and 58(mod71)B ≡  with a point (0,4). 
Alice sends A to Bob and Bob sends B to Alice. Now, Alice compute her 
shared secret key A′  by 1 25 7 (mod71) 6(mod71).x xA B +′ ≡ ≡  Now, Bob computes 
his shared secret key B′  by 1 23 (mod71) 6(mod71).x xB A +′ ≡ ≡  So, the shared 
secret key between Alice and Bob is (mod71) (mod71) 6(mod71).A B′ ′≡ ≡

Table 1
Alice’s and Bob’s public keys A and B.

Point 1 25 7 (mod71)x xA g +≡ Point 1 23 (mod71)x xB g +≡

A=(0,4) 
B=(0,0) 
C=(8,0) 
D=(6,2) 
E=(3,4)

5 1 20 24 44→ optimal 
value

A=(0,4) 
B=(0,0) 
C=(8,0) 
D=(6,2) 
E=(3,4)

58→ optimal value 1 16 
37 28

4.  The Security Considerations on the ODHKE

The security considerations of the new proposed ODHKE are 
determined based on the hard computation of the ODLFs. In comparison 

Figure 2
The region of the feasible solutions based on intersection points  

D = (6, 2) and E = (3, 4).
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with the original DHKE which is dependent on the DLP, the proposed 
version is more secure since it is dependent on the possibilities to compute 
the exponent a1x1+a2x2 which represents the ODLF. Many cases need to 
guess to compute the correct a1x1+a2x2. In other words, the probability to 
choose a1 is 1/(p-1) and similarly for choosing a2, x1, and x2, since these 
parameters are chosen from the range [1, p-1], where p is a large prime 
number. So, it is more difficult to determine the value of ODLF.

5.  Conclusions 

A new version of DHKE based on the new computation of the 
hardness problem, which is ODLF, is proposed in this work. Computing 
the SSK in the proposed ODHKE protocol is done by employing the 
graphical method. The new computational result is discussed throughout 
the study case. The security considerations of the proposed ODHKE are 
determined. The ODHKE protocol is more secure for communication 
compared with the original DHKE protocol.
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