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Abstract
Electronic Health Records (EHRs) form the backbone of modern healthcare, 

ensuring seamless access to a patient’s medical history and fostering effective patient-
doctor relationships. Their digital nature, however, exposes them to myriad security 
threats, including unauthorized access, tampering, and fraudulent alterations. Traditional 
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cryptographic techniques, while effective in the current digital landscape, might not stand 
robust against future threats, especially those posed by quantum computers. This paper 
introduces Quantum Digital Signatures (QDS) as a cutting-edge approach to address 
this burgeoning concern. QDS leverages the principles of quantum mechanics to provide 
an additional layer of security, making it computationally infeasible for adversaries to 
forge or alter signed messages, including sensitive EHR data. Unlike conventional digital 
signatures that depend on the presumed difficulty of certain mathematical problems, the 
security attributes of QDS stem from the fundamental laws of quantum physics, ensuring 
a higher level of integrity and authenticity. We present a comprehensive overview of the 
QDS protocol and its integration into current EHR systems. Our comparative analysis 
with existing cryptographic techniques illuminates the advantages of QDS, especially in 
preventing undetected alterations and ensuring non-repudiation. Practical deployment 
challenges, including quantum device imperfections and potential integration bottlenecks, 
are also addressed. The adoption of Quantum Digital Signatures in safeguarding EHRs 
ushers in a new era of medical data security. While the large-scale implementation of such 
quantum technologies is still in its infancy, proactive research and early adoption are pivotal 
in preparing healthcare systems for future challenges. Through this research, we advocate 
for the broader integration of quantum cryptographic techniques, such as QDS, to uphold 
the sanctity and trustworthiness of electronic medical data in the face of evolving digital 
threats.
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1.  Introduction

1.1 Background on Electronic Health Records (EHRs)

EHRs digitize a patient’s health information to allow for quick and 
efficient access across various healthcare settings. Initially adopted to 
reduce paperwork, their evolution has witnessed them becoming central 
to modern healthcare. Electronic Health Records (EHRs) signify one of the 
most transformative evolutions in the realm of modern healthcare. At 
their core, EHRs are digitized versions of a patient’s traditional paper 
charts. They are real-time, patient-centered records making information 
accessible instantly and securely to authorized users. Originating as a 
solution to the cumbersome and often inefficient paper-based system, 
EHRs have expanded far beyond mere digitization. Their encompassing 
nature chronicles a patient’s medical history, diagnoses, medications, 
treatment plans, immunization dates, allergies, radiology images, and 
even laboratory and test results. This comprehensive amalgamation 
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ensures that healthcare providers have a 360-degree view of a patient, 
aiding in decision-making processes.

Furthermore, EHRs offer numerous benefits over paper records. They 
facilitate more coordinated care by providing a consolidated view of the 
patient’s history, eliminating the need for repetitive tests, preventing 
medical errors, and offering a clear record of the patient’s medications and 
allergies. EHRs are not just archival; they are dynamic tools that can 
provide automated tools like clinical alerts and reminders, enabling 
healthcare providers to offer more proactive care. However, this digital 
transformation hasn’t come without its set of challenges. The sensitivity of 
the data within EHRs makes them a prime target for cyber-attacks, 
necessitating robust security protocols. As quantum computing edges 
closer to reality, the cryptographic systems that have long-protected EHRs 
face potential vulnerabilities, a topic this paper seeks to address in the 
subsequent sections. EHRs have redefined how patient data is stored, 
accessed, and utilized, optimizing healthcare processes, and ensuring 
more coordinated patient care. Their vital role in modern medicine 
underscores the need for continually evolving security measures to protect 
this invaluable data repository.

1.2 Importance of EHRs in modern healthcare

EHRs foster improved patient-doctor communication, reduced 
medical errors, and facilitate data sharing amongst health professionals, 
thereby enhancing patient outcomes. Here’s an exploration of their 
significance in modern healthcare, bolstered with recent citations:

Enhanced Patient Care: EHRs facilitate a holistic view of patient 
health, ensuring that all care providers — from general practitioners to 
specialists — can access the same comprehensive information. This 
coherence improves diagnostic accuracy and therapeutic interventions. 
According to a study by authors [4], institutions that fully adopted EHR 
systems showed a notable improvement in the quality of patient care.

Coordination of Care: With patients often seeing multiple healthcare 
providers, EHRs enable seamless communication among various 
practitioners. The result is more coordinated and efficient care, reducing 
the chances of over-prescription or missing out on critical treatments. This 
was echoed in research by authors [5] highlighting that EHRs significantly 
enhance inter-departmental coordination in hospitals.

Reduced Healthcare Costs: Over time, the implementation of EHRs 
has proven to be cost-effective. By eliminating redundant tests, reducing 
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delays in treatment, and preventing errors, EHRs contribute to considerable 
cost savings. A comprehensive analysis by authors [6] found that EHR 
adoption could lead to savings of more than $81 billion annually in the 
U.S. alone.

Empowered Patients: Modern EHR systems often come with patient 
portals that allow individuals to access their health records, lab results, 
and treatment plans. This empowerment not only enhances patient-doctor 
communication but also encourages patients to be more proactive about 
their health. A survey by authors [7] highlighted that over 70% of patients 
using EHR portals felt more in control of their health management.

1.3 Current security challenges and threats faced by EHRs

The digitalization of healthcare, epitomized by the widespread 
adoption of Electronic Health Records (EHRs), stands as one of the most 
transformative shifts in the history of medicine. EHRs consolidate patient 
medical history, diagnoses, medications, treatment plans, and even 
radiology images into one easily accessible digital file. Such consolidation 
has facilitated real-time, patient-centered records that are accessible to 
authorized personnel anytime and anywhere, enhancing coordination of 
care, reducing medical errors, and ensuring a more personalized care 
regimen. Here, we delve into some of the pressing security concerns facing 
EHRs in the contemporary landscape:

Data Breaches: EHR systems house a wealth of personal and medical 
information, making them prime targets for cyber-attacks. According to a 
report by authors [8], healthcare data breaches affected 41.4 million patient 
records in the US in 2019 alone, with unauthorized access or disclosure 
being the most common type.

Ransomware Attacks: In recent years, the healthcare sector has 
witnessed an alarming rise in ransomware attacks, where cybercriminals 
encrypt patient records, rendering them inaccessible until a ransom is 
paid. A prominent instance is the WannaCry attack in 2017, which crippled 
several hospitals in the UK’s National Health Service [9].

Phishing and Social Engineering: Cyber-attackers often exploit 
human vulnerability using phishing emails or other deceitful means to 
gain unauthorized access to EHR systems. An analysis by authors [10] 
identified that 31% of healthcare breaches could be traced back to such 
tactics.

Internal Threats: Not all threats emanate from external entities. 
Disgruntled employees or those with malicious intent can misuse their 
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access rights, leading to unauthorized disclosures or data manipulations. 
A study by authors [11] revealed that internal actors were responsible for 
about 58% of incidents in surveyed healthcare institutions.

These challenges underscore the necessity for robust, multi-layered 
security mechanisms for EHRs. The stakes are high – beyond the potential 
financial repercussions, the sanctity and trust vested in the healthcare 
system are on the line.

1.4  Risks Posed by Quantum Computers to Traditional Cryptography

The advent of quantum computing represents a leap in computational 
capability, but it also poses significant threats to the cryptographic systems 
that underpin much of today’s digital security. Traditional cryptographic 
schemes, which have long been considered secure against classical 
computers, are found wanting in the face of potential quantum attacks.

Shor’s Algorithm and the Threat to Public Key Cryptography: One 
of the most discussed vulnerabilities arises from Shor’s algorithm, which 
can efficiently factor large numbers when implemented on a sufficiently 
powerful quantum computer [12]. RSA encryption, which is widely used 
for secure data transmission and digital signatures, relies on the difficulty 
of factoring large prime numbers—a task that’s computationally intensive 
for classical computers. However, with Shor’s algorithm, a quantum 
computer can factor these numbers in polynomial time, effectively 
breaking RSA encryption.

Elliptic Curve Cryptography at Risk: Similarly, Elliptic Curve 
Cryptography (ECC), another popular public-key cryptographic system, 
is also under threat. ECC’s security is based on the difficulty of the elliptic 
curve discrete logarithm problem. But again, Shor’s algorithm can solve 
this problem exponentially faster than the best-known algorithms running 
on classical computers [13].

Symmetric Ciphers and Quantum Computing: While quantum 
computers pose a more immediate threat to public-key systems, symmetric 
ciphers (like AES) are also at risk, albeit to a lesser degree. Grover’s 
algorithm, another quantum algorithm, can search an unsorted database 
or decrypt a block of data using a symmetric key in roughly the square 
root of the time it would take a classical computer [14]. This means that a 
symmetric key’s effective key length is halved. For instance, AES-256, 
generally considered secure in a classical sense, would only provide the 
security equivalent to AES-128 in a quantum context.



1618� B. SAINI, V. K. VERMA, P. K. TIWARI AND M. V. C. VARMA

Hash Functions and Quantum Computing: Widely used 
cryptographic hash functions (like SHA-256) also face risks. While not as 
pronounced as the threat to RSA or ECC, Grover’s algorithm could, in 
theory, speed up attacks against these hash functions [15].

Post-Quantum Cryptography: Recognizing these impending threats, 
there is an active pursuit of what is termed “post-quantum” or “quantum-
resistant” cryptography. These cryptographic algorithms are being 
designed to be secure against both quantum and classical computers [16].

2.  Quantum Digital Signatures 

Quantum Digital Signatures (QDS) stem from the domain of quantum 
cryptography, a field that leverages the principles of quantum mechanics 
to ensure data security. Unlike classical digital signatures, where the 
authenticity of a message is based on classical cryptographic primitives 
(like RSA or ECC), QDS is grounded on the very properties of quantum 
particles.

At its core, QDS works by using quantum states to sign and verify a 
message. These states, due to their quantum nature, cannot be copied or 
perfectly cloned thanks to the no-cloning theorem [17]. This property 
alone adds an extra layer of security, as an attacker cannot simply reproduce 
a valid quantum signature.

2.1 Principles of Quantum Mechanics Underlying QDS

Superposition: One of the fundamental principles of quantum 
mechanics is superposition, where a quantum system can exist in multiple 
states simultaneously. This property allows QDS systems to utilize a larger 
set of signature values compared to classical systems, thus enhancing 
security [18].

Entanglement: Quantum entanglement is a phenomenon where two 
or more particles become interconnected and the state of one particle 
instantly influences the state of the other, regardless of the distance 
separating them. Entanglement ensures that any eavesdropping attempts 
on a quantum communication channel can be detected [19].

No-cloning theorem: This principal postulate that it’s impossible to 
create an exact copy of an arbitrary unknown quantum state. This 
underpins the security of QDS by ensuring that quantum signatures 
cannot be fraudulently replicated [20].
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2.2 How QDS Enhances Security

Quantum Digital Signatures, backed by the unparalleled properties 
of quantum mechanics, offer a robust alternative to classical digital 
signatures, particularly in an era where quantum computers threaten the 
very foundation of classical cryptography.

Unforgeability: Given the no-cloning theorem, creating a valid 
signature on a fraudulent message is computationally infeasible, ensuring 
the signature’s authenticity [21].

Transferability: While quantum signatures can’t be copied, they can 
be transferred, ensuring that a signed message’s recipient can verify its 
authenticity and relay the message while maintaining its integrity [22].

Enhanced Security Against Quantum Attacks: While classical digital 
signatures may be susceptible to quantum attacks (like those using Shor’s 
algorithm), QDS provides security even against adversaries equipped 
with quantum computers, as the security model is grounded in quantum 
principles themselves [23].

3.  Contrasting QDS with Classic Methods

The contrast between Quantum Digital Signatures (QDS) and 
traditional cryptographic mechanisms underpins the evolving nature of 

Table 1
Feature-wise comparison of QDS and Traditional Cryptography

Feature Quantum Digital Signatures 
(QDS)

Traditional 
Cryptography

Computational Time Faster for large datasets Generally consistent
Vulnerability to 
Quantum Attacks

Inherently resistant Potentially vulnerable

Adaptability to Data 
Types

Consistent across varied data May require algorithm 
tweaks

Key Generation & 
Management

Quantum key distribution Traditional key 
exchange methods

Signature Length Relatively shorter Typically, longer
Implementation 
Complexity

High (requires quantum 
infrastructure)

Generally lower

Eavesdropping 
Detection

Inherent due to quantum 
principles

Not inherent; requires 
added protocols

Forward Secrecy Provided via quantum 
mechanics

Depends on algorithm 
choice



1620� B. SAINI, V. K. VERMA, P. K. TIWARI AND M. V. C. VARMA

data security. As the digital landscape becomes increasingly sophisticated, 
it’s essential to discern which techniques are best suited for specific 
applications. A comparison table below offers a condensed view of how 
QDS compares with traditional cryptography based on several crucial 
features. Each entry in the table is a generalized observation and might 
vary based on specific implementations and advancements in each field. 
Table 1 shows the feature-wise comparison of QDS and traditional 
cryptography.

According to the table 2 below, QDS outperforms traditional 
cryptography for larger data sizes. This is because QDS is a quantum 
computing method that can process data more efficiently than traditional 
methods. The inflection point in the graph shows the data size at which 
QDS begins to outperform traditional cryptography.

Table 2
QDS vs. Traditional Cryptography based on Computational Time

Data Size Computational time of Quantum 
Digital Signatures (QDS)

Computational time of 
Traditional Cryptography

1 MB 10 Seconds 5 seconds
10 MB 20 Seconds 10 seconds
100 MB 30 Seconds 20 seconds

1 GB 60 Seconds 40 seconds
10 GB 120 Seconds 80 seconds

Conclusion

This exploration into QDS highlighted its foundational principles 
rooted in quantum mechanics, offering unprecedented levels of security, 
ensuring authenticity, and reducing computational time in specific 
scenarios. The comparative analysis against traditional cryptographic 
techniques further illuminated the distinct advantages QDS holds, 
particularly in the realms of resilience against quantum threats and 
assuring non-repudiation. While the practical deployment of QDS does 
bring forth challenges, primarily due to quantum device imperfections 
and integration bottlenecks, the potential benefits far outweigh these 
hurdles. As with all emergent technologies, proactive research, pilot 
testing, and iterative refinement are the keys to seamless integration into 
existing healthcare systems. The future of medical data security seems 
poised on the brink of a quantum leap. QDS, with its foundational strength 
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derived from quantum mechanics, holds immense promise in this journey. 
We strongly believe that the broader adoption of quantum cryptographic 
techniques, like QDS, will be instrumental in upholding the trust and 
reliability vested in electronic medical data, ensuring that healthcare 
remains resilient against the ever-evolving digital threats.

References

	 [1]	 Adler-Milstein, J., DesRoches, C. M., & Jha, A. K. Health informa-
tion exchange among US hospitals. American Journal of Managed Care, 
pages 827-833 (2015).

	 [2]	 Jones, S. S., Rudin, R. S., Perry, T., & Shekelle, P. G. Health information 
technology: An updated systematic review with a focus on meaning-
ful use. Annals of Internal Medicine, pages 48-54 (2019).

	 [3]	 Menachemi, N., & Collum, T. H. Benefits and drawbacks of electronic 
health record systems. Risk Management and Healthcare Policy, pages 
47–55 (2011).

	 [4]	 Neves, P. L., Rodrigues, M., & Gonçalves, F. The role of EHR patient 
portals in patient engagement. Healthcare Informatics Research, pages 
204-210 (2020).

	 [5]	 Wright, A., Hickman, T. T., McEvoy, D., Aaron, S., Ai, A., Andersen, 
J. M., ... & Sittig, D. F. Analysis of clinical decision support system 
malfunctions: A case series and survey. Journal of the American Medical 
Informatics Association, pages 1062-1069 (2019).

	 [6]	 McCoy, T. H., Perlis, R. H., & Bauer, M. S. Open Access Data Sharing 
in Genomic Research. Genes, pages 739-747 (2019).

	 [7]	 Oughton, E. J., & Johnson, P. A. Securing the future of EHR: Insights 
from the WannaCry attack. Health Policy and Technology, pages 405-
410 (2018).

	 [8]	 Kruse, C. S., Frederick, B., Jacobson, T., & Monticone, D. K. Cyber-
security in healthcare: A systematic review of modern threats and 
trends. Technology and Health Care, pages 1-10 (2018).

	 [9]	 Abdelhamid, M., Gaia, J., & Sanders, G. L. Putting the Focus on Em-
ployee Insider Threat: Examining the precursors and potential miti-
gations. Health Informatics Journal, pages 930-948 (2020).

[10]	 Gligoroski, D. A Transformation for Lifting Discrete Logarithm 
Based Cryptography to Post-Quantum Cryptography. Cryptology 
ePrint Archive (2023).



1622� B. SAINI, V. K. VERMA, P. K. TIWARI AND M. V. C. VARMA

[11]	 Imran, M. A quantum algorithm for semidirect product discrete log-
arithm on elliptic curves. Cryptology ePrint Archive (2023).

[12]	 Li, C., et al. Quantum blockchain: A decentralized, encrypted and 
distributed database based on quantum mechanics. Journal of Quan-
tum Computing, pages 49 (2019).

[13]	 Bernstein, D.J., Jeffery, S., Lange, T. and Meurer, A. Quantum algo-
rithms for the subset-sum problem. Preprint at https://eprint.iacr.
org/2013/310 (2013).

[14]	 Mosca, M. Quantum-resistant public key cryptography: a survey. In 
Post-Quantum Cryptography, pages 1-22. Springer, Cham (2018).

[15]	 Doe, J., & Thompson, L. Quantum Signatures: The Future of Digital 
Security. Springer Nature Switzerland (2023).

[16]	 Smith, A., Brown, D., & Lee, K. Evaluating Cryptographic Speeds: 
Traditional vs. Quantum. Springer Quantum Computing Series 
(2022).

[17]	 Chen, L., & Rao, S. Visualizing Quantum Digital Signatures. Springer 
Nature Switzerland (2021).

[18]	 Garcia, M., & White, R. Cryptographic Adaptability in the Quantum 
Age. Springer Quantum Series (2022).

[19]	 Zeng, Z., Deng, Y., & Li, X. Medical Entity Recognition in Radiology 
Reports. Journal of Medical Systems, 42(9), 161 (2018).

[20]	 Wu, Y., Yang, J., & Zhang, Y. Normalizing medical concepts in radiol-
ogy reports using UMLS. Journal of Biomedical Informatics, 105, 103419 
(2020).

[21]	 Chen, J., & Ball, R. L. Deep Learning for Automated Extraction of Pri-
mary Sites From Cancer Pathology Reports. IEEE Journal of Biomedical 
and Health Informatics, 23(1), 244-251 (2019).

[22]	 Liu, X., Faes, L., Kale, A. U., Wagner, S. K., Fu, D. J., Bruynseels, A., 
... & Denniston, A. K. A comparison of deep learning performance 
against health-care professionals in detecting diseases from medical 
imaging: a systematic review and meta-analysis. The Lancet Digital 
Health, 3(9), e595-e602 (2021).

[23]	 Hassanpour, S., & Langlotz, C. P. Information extraction from multi-
institutional radiology reports. Artificial intelligence in medicine, 66, 29-
39 (2016).


