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Abstract
These days, the problems of scheduling and security are increasingly pressing as a 

result of the rapidly growing number of implementations that are operated in operating 
systems. Process scheduling and scheduling security is the most effective methodology 
of operating a system which can improve and degrade the performance of the computer 
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system. The performance of scheduling algorithm in operating system can be measured by 
scheduling principles like average waiting time, average turnaround time, response time, 
throughput etc. Much research carried out over operating system security and round robin 
scheduling used in time sharing operating system in previous years to resolve the issues 
regarding to improvement in the performance of round robin (RR) scheduling and improving 
the security in the scheduling approach. This study discussed the security issues in operating 
systems, scheduling security and discrete structure of a new approach for RR scheduling. 
The researcher has suggested a list of policy for scheduling method security and proposed a 
new approach for RR scheduling and investigated the scheduling principles. The proposed 
methodology covers distinctive strategy for selection manner of process from ready queue 
than RR and used diverges time quantum. The proposed methodology has been validated 
experimentally by comparing with a numerous scheduling algorithm namely as Round Robin 
(RR), Adaptive Round Robin (ARR), Round Robin Remaining time (RRRT), improved Round 
Robin (IRR), an additional improvement on the improved Round Robin (AAAIRR), and an 
Enhanced Round Robin (ERR). Numerous simulations have been conducted to validate the 
effectiveness of the proposed algorithm to compelling the performance of system. At the 
conclusion the performance of computing system is dependent on security of operating 
system as well as secluding methods.

Subject Classification:  68M25,68N25.

Keywords: Intelligence system, Round robin, Security of operating system, Computation model, 
Average waiting time, Turnaround time, Context switch, Scheduling security.

1.  Introduction

Since the operating system plays such an important function in the 
execution of any computer system, the security (or inability thereof) of an 
operating system has a significant influence on the aggregate security of 
a software system, along with the protection of all software attempting 
to run within the system. An agreement of the underlying operating 
system will undoubtedly disclose any implementation executing  the 
system at risk. Inadequate control and quarantine of individual software 
execution in an operating system may result in an intrusion or break-in 
from one application to another [26]. Operating system creates process to 
perform the task inputted by the user in the computer system [1]. From 
the ready where many processes are available to acquire the processor 
for execution are selected by the short-term scheduler on behalf of policy 
of scheduling methods. These scheduling algorithms like first come first 
serve (FCFS), shortest job first (SJF), priority and round robin (RR) [2]. 
The scheduling methods are evaluated their performance in terms of 
scheduling principles namely defined as waiting time (how much time 
a process has been wait to acquire the processor), turnaround time (how 
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much time a process takes to finish its complete execution cycle), context 
switching (how much time it is allocated or deallocated over the processor), 
response time (when the process get first response from the processor), 
throughput (how many process has been finished their execution over the 
processor) and utilization of processor ( how much a processor is utilized). 
RR scheduling method is widely used procedure for preemptive method, 
which is implemented in the real time OS and time-sharing OS [3]. The 
procedure to deallocating a process from the processor and sent back to 
ready queue is commonly refers to the context switching [4]. RR allocates 
the processor to the processor for a constant time which is also known as 
time quantum (TQ) or time slice [5]. If the value of TQ is taken low, then 
NCS will occur in large range which includes more overheads and if the 
value of TQ is taken high, then the RR which implemented with FCFS 
will suffers from the high probability of the starvation problem. [6]. In 
this research the researchers have discussed the operating system (OS) 
security which allied with the performance of the computing system and 
proposed a state of art new RR approach.

2.  Related work

Authors have reviewed numerous numbers of research papers to 
define the OS security and designing the new method for the scheduling. 
According to the US government’s “Trusted Computer System Evaluation 
Criteria” the security [27]. The various include such as defined the neural 
network for calculation of optimal value of TQ [7]. Novel approach which 
has included the term instantaneous priority [8]. An approach which 
defines the term median and response ratio [9]. RR method implemented 
with K- means clustering approach Each cluster has define the value of TQ 
based on weight of the cluster [10]. Method for RR in which predefined 
threshold (TSH) is used and it select randomly value of TQ [11]. The list of 
processes divided in to the two halves and average of PECT of two halves. 
The final value of TQ is calculated based on the sum of two relative values 
calculated [12]. This approach used three different types of TQ depending 
upon the number of processes in the waiting queue. [13]. Two approaches 
to schedule the processes in cloud computing. First is FCFS with the SJF 
policy and another method implemented RR with cloud sim [14]. This 
paper used the concept of SJF in RR [15]. The first round of RR will have the 
value of TQ equal to the mean value of PECT [16]. Processes are arranged 
as per the process priority and the value of TQ is equal to shortest PECT 
in the process model [17]. Comparative study of FCFS, SJF, Priority and 
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RR [18]. Longest job first (LJF) is combined with combinational burst 
time (CBT) [19]. “An Additional Improvement in RR (AAAIRR)” [20]. 
Comparative analysis of RR, IRR, ERR, ARR, RRRT, AAAIRR, MMRR, 
IRRVQ, AMRR [21-25].

3.  Operating System Security

Most modern computer systems support the multiple simultaneous 
successful implementations of numerous applications (concurrent 
execution) on a single physical computing hardware (which may contain 
multiple processing units). Individual solutions in these multitasking 
and time-sharing environments share the same system resources, such as 
CPU, disc, memory, and so on, under the control of the operating system. 
Most modern operating systems implement some abstract property of 
containment, such as process (or task) and TCB (Task Control Block), 
virtual memory space, file, port, and IPC (Inter Process Communication), 
etc., to protect the execution of individual application jobs from possible 
interference and attack by other jobs [26-28]. The capacity to communicate 
these reserves created a requirement for security. According to Adopters, an 
operating system may provide security along the following spectrum [29] 
No security: This is suitable when responsive practices are run at different 
times. Isolation: This approach assumes that each process is functioning 
independently of the others, with no sharing or communication. Share 
everything or nothing: The entrepreneur of an object (for example, a 
file or memory segment) declares whether it is public or private. Share 
via access limitation: The operating system validates each access by a 
particular user to a specific object. As a result, the operating system acts as 
an intermediary between users and objects, ensuring that only authorized 
access occurs. Share via dynamic capabilities: This extends the concept 
of access control to allow for the energetic creation of object sharing rights. 
Limit use of an object: This type of protection restricts not only access to 
an object but also its use [30-32].

4.  Security of operating system scheduling approach

Securing the operating system scheduling algorithm is an important 
aspect of ensuring the overall security and reliability of the system. Here 
are some steps that can be taken to secure the operating system scheduling 
algorithm: Use secure and reliable scheduling algorithms: Operating 
system scheduling algorithms should be chosen based on their ability to 
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ensure fair allocation of system resources while also preventing malicious 
users from exploiting the system. The scheduler should be able to prevent 
denial of service attacks and ensure that the system is not vulnerable to 
other forms of attack. Limit user privileges: Users should be given only 
the necessary privileges to perform their tasks. This limits the amount of 
damage that can be caused by a malicious user who gains access to the 
system. Use access controls: Access controls can be used to limit the access 
of users to the system. This includes limiting access to system resources, 
such as the CPU, memory, and network. Regularly update and patch 
the operating system: Regular updates and patches should be installed 
to ensure that the operating system is up to date with the latest security 
patches. This reduces the likelihood of vulnerabilities being exploited. 
Use intrusion detection and prevention systems: Intrusion detection 
and prevention systems can be used to detect and prevent attacks on the 
system. These systems can monitor the system for suspicious activity and 
alert system administrators to potential security threats. Monitor system 
logs: System logs can be used to monitor the activity on the system. This 
can help detect and investigate suspicious activity and potential security 
threats. Implement strong authentication and password policies: Strong 
authentication and password policies can prevent unauthorized access 
to the system. This includes enforcing the use of strong passwords, 
limiting the number of failed login attempts, and requiring multi-factor 
authentication. By taking these steps, the operating system scheduling 
algorithm can be secured, and the overall security and reliability of the 
system can be improved.

5.  Proposed Methodology for Secure RR Scheduling

It is investigated that RR performance enhancement and degradation 
depends upon three key factors which are first, selection of the value of TQ 
second, order of selection of the processes from the ready queue and third, 
fair allocation of processor among the processes to improve the security of 
scheduling algorithm. On the basis of two key factors the researchers have 
identified the following objective to represent the research.

1.	� It is needed to define the policy for the scheduler to achieve security 
at the level of scheduling algorithm.

2.	� It is needed to define the new RR methodology for calculation of 
optimal value of TQ for which the performance of the scheduling 
can be enhanced.
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3.	� It is needed to define the new RR methodology of scheduling of 
the process in different manner (other than FCFS) for which the 
performance of the scheduling can be enhanced.

4.	� It is needed to develop a new optimized round robin scheduling 
algorithm which can minimize the average waiting time, average 
turnaround waiting time and number of contexts switching.

a.  Proposed Algorithm

The proposed methods define two level of implementation in first 
phase the scheduler implements the security policies which have been 
discussed in section 4 and in second phase it proposed state of art method 
Novel secure Round Robin Scheduling with intelligent Time Quantum 
finds the optimal process based on PECT value of the processes. The 
pseudo code for the state of art method Secure Novel Round Robin 
Scheduling with intelligent Time Quantum is defined in the below.

Proposed Algorithm

1.	 �Input the process (P) with the process execution cycle (PECT) and arrival 
time (AT).

2.	 Arrange all the process in the SJF order and calculate (TET) = ΣPECT.
3.	 Set Remaining time (RT) for each process is equal to its PECT value.
4.	 Repeat steps until total execution time (TET) =0
	 a.	 Calculate number of process (n) whose RT>0
	 b.	 �Arrange all the process in the list of processes increasing order of their 

RT.
	 c.	 Remove the process from the process list if any process has RT=0
	 d.	 Calculate the median (MD) and (MEAN) of PECT whose RT>0.
	 e.	 Calculate diverges Time Quantum (DTQ)=(MD+MEAN)/2
	 f.	 �Select process (Pi) from the process list and allocate the processor for 

the value of DTQ and set 
			   RT(Pi)=PECT(Pi)-DTQ, TET=TET-DTQ, NCS=NCS+1
			   If RT(Pi) <=DTQ then 
					     Reallocate the processor to Pi 
					     RT(Pi)=0, TET=TET-RT(Pi)
			   Else 
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					     RT(Pi) = RT(Pi)-DTQ, TET=TET-RT(Pi), NCS=NCS+1
			�   Update the waiting time (WT) and turnaround time (TAT) 

of Pi

	 g.	 Repeat step (g) for all processes which are available in the list of process.
5.	 �Calculate Average Waiting Time (AWT) and Average Turnaround Time 

(ATAT)
6.	 Return AWT, ATAT and NCS.

b.  Mathematical Model for calculation of AWT, TAT and NCS

This section has been described the mathematical model for 
calculation of the value of AWT, TAT and NCS for scheduling method RR 
[33].

Parameters Definitions:

Set of processes is defined as: P={Pi | for i=1,2,3,……………N} 	 (1)

δ(P) is set of process execution time defined as: δ(P)={δ(P)| for i=1,2..N} 		
		  (2)

€(P) is set of arrival time defined as: €(P)={ €(P) | for i=1,2…...N} 	 (3)

Process model defined as ɳ(P, δ(P), €(P))={(Pi, δ(Pi), €(Pi))| for i=1,2..N} (4)

(i)  Arrangement of processes:

Sort the set of processes according to their time (which is requiring 
completing it) in the increasing order of their values. 
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6.  Experiments and Validation

This section described the experiments which are performed by 
researchers to validate his proposed method. The six-case study has been 
shown. Six process model define in the Table 1. The Table 2 shows the 
efficiency parameter comparison of proposed method and AIRR, ARR, 
ERR, IRR, RR and RRRT. Figure 1 shows graphical representation of the 
efficiency parameter comparison of proposed method and AIRR, ARR, 
ERR, IRR, RR and RRRT.

Table 1
Processes with CPET

Case Study-1 Case Study-2 Case Study-3
P1 0 24 P1 0 45 P1 0 18
P2 0 40 P2 0 36 P2 0 38
P3 0 5 P3 0 30 P3 0 6
P4 0 12 P4 0 18 P4 0 28
P5 0 34 P5 0 10 P5 0 21

Case Study-4 Case Study-5 Case Study-6
P1 0 15 P1 0 70 P1 0 20
P2 0 19 P2 0 53 P2 0 55
P3 0 23 P3 0 26 P3 0 38
P4 0 47 P4 0 20 P4 0 24
P5 0 56 P5 0 15 P5 0 40

6.  Conclusion

In this research the researcher has been proposed two level of 
implementation, in the first phase define the security policies (Use secure 
and reliable scheduling algorithms, Limit user privileges, Use access 
controls, Regularly update and patch the operating system, Use intrusion 
detection and prevention systems, Monitor system logs, Implement 
strong authentication and password policies) for the scheduler and in 
second phase state of art method Secure Novel Round Robin Scheduling 
with intelligent Time Quantum. The proposed method basically finds 
the optimal job from the pool of available jobs based on burst time and 
scheduled the process for a time quantum that is calculated dynamically 
which is namely called Diverges time quantum. This algorithm shall 
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overcome the issues prevalent in older processor scheduling algorithm 
and enhanced the processor scheduling performance principles too. The 
researcher has also compared the proposed scheduling method with the 
RR, ARR, RRRT, IRR, AAAIRR, ERR. The researcher has conducted the 
experiments on the proposed scheduling method and the RR, ARR, IRR, 
RRRT, AAAIRR, ERR and concluded that the proposed scheduling method 
provide the better results than these in terms of minimizing decreasing 

Figure 1
Comparison Graph between Proposed Method and AIRR, ARR, ERR, IRR, RR 

and RRRT.
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Average waiting time, Average Turnaround Time, Number of Context 
Switches. The researcher also inferred that the proposed method is also 
solving the problem security issues towards the scheduling algorithm and 
improvement in RR by selection of time quantum by using varying time 
quantum method.
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