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Abstract

Internet of Things (IoT) is a new technology in telecommunications that focuses on
wireless, remote communication. It involves connecting various smart devices to build a
network that can transfer data through the cloud. In this type of environment, challenges
such as device life span of battery, space needed for storage, consumption of power,
and data security for cloud IoT have been identified. This work presents the design and
implementation of a secure lightweight key establishment system for the integration of IoT
Cloud. A Symmetric Lightweight Algorithm is utilized to enhance the security of Cloud
IoT. To improve the efficiency of key setup time, the Advanced Encryption Standard (AES)
is applied. The use of AES algorithm in combination with Cloud and IoT Security ensures
efficient and consistent performance across software and hardware platforms in various
environments. This integration allows for the connection of various smart devices and
sensors to Cloud IoT services, facilitating the sharing of sensor readings while addressing
security concerns. Before any data is transferred, we securely authenticate both the cloud
server and IoT device and generate unique session keys for each new communication session.
We conclude by discussing about how cloud computing helps IoT technology achieve secure
connection by overcoming various security challenges.
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1. Introduction

The proposed key establishment mechanism aims to provide a
lightweight and secure solution for handshaking of Cloud Server with
Smart IoI' Devices .The proposed mechanism resolves security threats by
using AES (advanced encryption standard) for data encryption and data
decryption and by authenticating the cloud server and the IoT devices
before communication takes place.

The proposed mechanism uses a fresh current session key for every
fresh current session between the Smart IoI' Device and cloud server to
ensure the protection of the transmit. Additionally, cloud server and every
smart Iol device are assigned with unique identifiers which are used to
authenticate them before the communication takes place, making it more
difficult for unauthorized entities to access the network.

The scheme also includes the use of random nonce and random
numbers to add randomness to the data, making it more difficult for an
attacker to predict or guess the authentication token. The token needed for
authentication and token needed for session with device are transferred
by Smart Iol device to the cloud server , where the cloud server verifies
the authenticity of the tokens and decrypts the Device Session Token using
the key of encryption key, nonce, and random number.

The token of device session is received by cloud server and decrypts
by it and compares it with the Authentication Token computed at the cloud
server. If the tokens match, the IoT device is considered to be securely
authenticated.

Once the authentication is done, session key is computed at the
cloud server and it is send to the smart IoT device. The key of session is
decrypted by the device and it is used it to check the whether the cloud
server is authenticated or not. This means only authentiucated entities are
allowed for secure communication.

2. Literature survey

Research in [1], [2],[3], [4], has focused on the netwrok and physical
layers of Iol' systems by considering and implementing lightweight
encryption and low-cost encryption. This can include using lightweight
cryptographic primitives, such as lightweight block ciphers, lightweight
key exchange protocols, and lightweight authentication protocols.
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Susha Surendran [5], the purpose of lightweight cryptography
designs is to provide efficient encryption for limited resource devices such
as IoT devices.

Authors have studied various types of attacks on these lightweight
ciphers to identify vulnerabilities and weaknesses.

Pallavi K N [6] discussed a secured data transfer between the cloud
and IoT can include various lightweight cryptographic algorithms. These
algorithms can include symmetric algorithms such as AES-128, AES-192
and AES-256, as well as lightweight block ciphers like PRESENT, PRINCE,
and SPECK. Each algorithm has its own performance parameters, such as
key size, sapce needed for storage and rounds number.

Saurabh Singh in [7] has discussed the basics of lightweight
cryptography and its applications in IoI, focusing on lightweight hash
functions, block ciphers, stream ciphers, and the specific requirements for
low-resource IoT devices.

Pejman Panahi in [8] has conducted simulations on popular Iol
devices such as the Raspberry Pi 3 and the Arduino Mega 2560. By
evaluating the performance of encryption and decryption on these devices,
it can be beneficial to choose on the correct IoT platform and cryptographic
encryption algorithm for their specific use case.

Jatinder Singh in [9] has conducted an study of the current scenario
of Cloud IoT Security by considering different stakeholders, such as cloud
providers, end users and cloud tenants. The research has considered the
different security factors for IoT in terms of the different IoT technologies
being used.

L. Minh Dang in [10] conducted a study of literature survey for the
recent progress in Cloud IoI Security.Bottom of Form

Gudapati, S.P., Gaikwad, V., 2021 [18], the proposed scheme aims
to provide secure data transfer between the Iol' cloud commnication in
a smart home network by implementing mutual authentication, message
confidentiality and integrity, and lightweightness properties.

Vidya. S. Gaikwad, 2018 [19], study of cloud security awareness
done by the authors.

N. P. Sable 2019 [27], proposed algorithm of encryption for searching
data security into cloud.

Nilesh Sable 2018 [28], proposed algorithm of encryption for audit
data sharing on cloud.

Wankhede et.al. 2021 [29] proposed and implement survival
prediction of glioma brain tumour approach on dynamic architecture
using FRCNN deep learning algorithm.
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Nilesh Sable 2016, done survey of searching multi keyword
preserving privacy using cloud.

3. Proposed Scheme

Table 1 represents the symbols and desscription of our proposed
mechanism.

1. In order to provide adequate security in a smart device
communication with cloud, it is important to ensure that the smart
IoT devices and the cloud server are authenticated entities and they
are connected securely with each other.

2. The cloud server and smart Iol device are using symmetric
cryptography for message encryption,message decryption and hash
function.

The Proposed scheme is divided into two steps
i. Setup of System
ii. Lightweight Key Establishment and Authentication

i. Setup of System

It is important for each smart IoT device and the AWS cloud to have
a unique identifier (ID) to help ensure the security of the system. A json
file is used to store the Identity of the cloud server and smart IoI device,
the system can use these IDs to verify the authenticity of the devices and
the server.

The use of unique IDs, along with the use of encryption keys (EK)
to secure the communications between the devices and the cloud server,
helps to protect against masquerade and other types of attacks by ensuring
that only authorized entities are able to communicate with the system.

Additionally, by specifying the DI(Identifier for Device), GI(Identifier
for Cloud Server), and EK(Key for Encryption) and Port No., this ensures
that the keys are long enough to provide a high level of security and to
resist against brute-force attacks. The DI, GI, EK are 128bits long in size
mentioned in Figure 1.

ii. Lightweight Key Establishment and Authentication in represented in Figure 2.
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Step 1: Model for Smart IoT Device-A (SD-A)

Generating a NONCE][S] (a unique value used for authentication) at
the smart Iol device (SD-A) and including a “r1” i.e random number
in the calculation of the message authentication token can help to
improve the security of the system.

AT,=h (CIA || DI, || r1) where AT,=Authentication Token of
Smart IoT Device A

Table 1
Symbols and Description of proposed mechanism
Symbols Description
EKA Encryption Key for Smart Device-A
Cla Cloud Identifier for Smart Device-A
DI Device Identifier for Smart Device-A
E Encrypt Message m for Smart Device-A
D Decrypt Message m for Smart Device-A

h() Hash Function

1 Con \tion Operation
DST, Devi ession token for Smart Device-A
ATa Authentication Token for Smart Device-A

SK Session Key
CST Cloud Session Token for Cloud Server

By including the cloud identifier (CI,) of the cloud server to which
the IoT device is connected, the smart device identifier (DI,) of the
smart IoI' device and the “r1” random number in the data being
hashed, the system can ensure that the token is unique for each
message and cannot be easily guessed or predicted by an attacker.

Randomness is created by adding the “r1” with function of hash, it
prevents from attack.

{} datajson

Figure 1
Json file containing DI, GI, EK and Port no.
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Cloud Server
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Figure 2

Key Establishment and Authentication proposed mechanism

Compute a DST, (Device Session Token) using an encryption key
(EK,) for the smartIoT device (SD-A) witha NONCE=S and a random
number=r1, the system can establish a secure session between the
device and the cloud server.

By encrypting the data (S) and the “r1” (random number) using
the encryption key (EK,), it ensures that the information is kept
confidential and only authorized entities with the key can decrypt it.

DST, = E(EKA, S| | r1) Where DST, is Calculation of Device Session
token

Step 2: Model for Cloud Server Operations

The server of Cloud receives the token of Device Session (DST,) and
the token of Authentication (AT,) generated by the Smart Iol' device
(SD-A).

The Cloud server decrypts the DST, using the encryption key to
obtain the nonce (S’) and the random number (r1’).

S, r1’=D (EK,, DSTA)

The Cloud server calculates the Authentication Token (AT,") using
the Cloud Identifier (CI,), the Device Identifier (DI,), and the random
number (r1) and compares it with the received Authentication Token
(AT,). If AT, = AT, then the Smart IoT Device is Authenticated, if
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the values do not match, then the Smart IoT device is not an trusted /
authentic device.

AT, =h(CL, || DL, | | r1)

e TheCloud server generates a new random number (r2) and calculates
the Session Key (SK) using a hash function with the Cloud Identifier
(CIA), the Device Identifier (DIA) and the nonce (S).

SK=h(CI, [ | DI, [ [ §)

e The Cloud server calculates the Cloud Server Token (CST) using the
generated session key (SK), the random number (r1) and the new
random number (r2) as input, and encrypts this data.

CST=E(SK, 1| |r2)
e The Cloud server sends the CST to the IoT device (SD-A).

By following these steps, the Cloud server can authenticate the
Smart IoT device and establish a secure session key for communication
between the Smart IoI Device and Cloud Server. The Cloud server token
(CST) is verifying the whether the Cloud Server is authenticated or non-
authenticated.Top of Form

Step-3: Model for Smart IoT Device-A

o Once the IoT device receives the Cloud Session Token (CST) from the
Cloud Server, it will decrypt the CST with the Session Key (SK).

rl’, 12’ = D(SK, CST)

If the random numbers r1” and r1 match, then the IoT device proceeds
with data transfer by This ensures that the communication between the
IoT device and the Cloud Server is secure and only authorized entities can
access the data.

If the random numbers do not match, then the Iol' device will
determine that the Cloud Server is not authenticated and will not proceed
with the data transfer, this is to avoid any potential security risks or
malicious access.Top of Form

4. Analysis of Performance

The focus of this section is to discuss the analysis of performance of
the proposed mechanism and then compare with [20]-[23].
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5. Experimentation Environment:

The proposed mechanism is implemented on a ESP8266 platform..

This paper has chosen Symmetric Key Algorithm, Advanced
Encryption Standard (AES) for the encryption and decryption.

Figure 3 shows ESP8266 is connected to four sockets in which we
can connect an electric bulb, any type of charger. When we click/toggle
between ON and OFF buttons present on the web browser then an electric
bulb will go glow on and off. Even the charger will get on and off. This is
handled through the AWS instance running on AWS cloud.

NMCU1

NODEMGU
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gog
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00860086003866

999999999009000

RERE

)
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Figure 3
ESP8266 connected with socket

The steps of proposed mechanism are shown in below images.

1. The proposed mechanism shown in Figure 4 represents the process of
handshaking between a smart device (SD-1) and a cloud server. This
includes the authentication of the smart device and the computation
of a session key.

Figure 4

Proposed mechanism outcome using AES
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3.

4)

Figure 5 represents the outcome of instance on browser. In the
browser Public IP address of the running AWS instance is given. To
toggle the ON and OFF led connected to ESP8266 use ON and OFF
buttons displayed on web browser.

Lightweight Key Establishment Mechanism

Smart Device SD_1 Smart Device SD_2
Status: Off Status: On

Toggle: | On Toggle: | Off|

Figure 5

Instance outcome on Browser using public IP address

In the case of the ESP8266 device, energy consumption can be
measured by monitoring the power consumption of the device while
the cryptographic operations are being performed.

As mentioned in [24],[25] and [26] we have used the formula E=V?*I,

to calculate the energy “E” consumed by the smart IoT device. Where
V is the voltage of ESP8266 and I is the circuit current.

Figure 6

Smart IoT device status after clicking ON and OFF button on browser

Figure 6: represents the smart IoI device status after clicking ON
and OFF button on browser.

We have referred datasheet of ESP8266, Voltage for ESP8266 is 3.3V
(volt) and 80mA(milliampere) respectively in the working/active
mode. Multiply the values (V*I), we get the consumption of energy
for cryptographic steps, like encryption, hashing, decryption. We get
total energy consumption for proposed mechanism 264 micro-Joule.

Figure 7 Represents for every new handshaking session new current
random number and session.
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Random r2 Generation.

r2: kad6dbxr
Session Key Calculation (SK).

Random r2 Generation.
jmetlp

Session Key Calculation (SK).

Figure 7

Fresh new Random Number and Session Key computed for every current fresh

session

The Table 2 Compares the cost of computation of proposed
mechanism, which is compatible to device, it requires one encryption
and one decryption, one message authentication code, and two hashing

functions are needed for cryptographic operations.

Comparison of Computation Cost

Table 2

Mechanisms [20] [21] [22] [23] Proposed
Cryptosystem 1E+1D - 4E+4D | 1E+1D 1E+1D
MAC 1 MAC - 7 MAC - 1 MAC
Hash Operation 1H 4H 5H 4H 2H
Point Multiplication 2t 2t - 4t -

Figure 8 represents the comparison of communication cost in terms
of number of messages exchanged,[20] needs four messages,[21] needs

Number of Messages Exhanged

zo]

Comparisons of Communication Cost

6
4
a
3
3
=
: .
o

21

1

221

Mechanisms

Figure 8

Proposed

Communication cost comparison with proposed mechanism in terms of

number of messages exchanged
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two messages,[22] needs six messages, whereas proposed mechanism
needs three messages, (one for token of device session, one for token
of authentication and last one for token of cloud server) for the whole
cryptographic steps. Thus, proposed mechanism can be a good option for
securing smart IoT device and cloud server communication.

6. Conclusion

As the interconnected nature of smart IoI devices and cloud server’s
systems makes them vulnerable to various types of cyber-attacks. The
proposed scheme addresses this challenge by providing secure data
transfer and communication, authentication between the cloud server
and smart ol devices in the smart IoT cloud applications. The use
of AES algorithm for encryption and the implementation of mutual
authentication, message confidentiality and integrity, and lightweightness
properties help to ensure the security of the Smart IoT Cloud Application.

The proposed scheme is just one aspect of securing a smart home,
smart light systems, house climate control systems, safety and security
applications.

In this paper, a lightweight algorithm of cryptography is used to
provide security for data transfer and secure communication between
Smart IoT device and Cloud Server. By considering the smaller size of key,
low computation power, low consumption of energy, a less messages are
exchanged, the lightweight key establishment mechanism is proposed.
Before the connection establishment the authenticity of smart IoI' device
and cloud server is done. The nonce, random number, session key is
computed newly for every current/fresh connection. In the future work,
proof of concepts for the safeguard of various attacks will be provided.
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