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Abstract
The aim of this paper is to propose the special methods to speed up RSA’ s decryption 

process. In fact, this method gives the option of selecting the best parameters to recover the 
plaintext. Assuming that the new integer has a lower Hamming Weight than the private 
key and is mathematically related to the private key, it will be used as the exponent in the 
decryption process instead of the private key. Furthermore, this method can be used in 
conjunction with the Chinese Remainder Theorem (CRT) to determine the best exponents. 
In addition, a method derived from the Square and Multiplication Algorithm is proposed 
to compute modular exponentiation in order to reduce computation time. However, this 
method can be performed when number 1 of the exponent’s binary value is not adjacent to 
each other. Assuming that the new integers for CRT have the lowest Hamming Weight, the 
experimental results show that if the proposed integers meet the condition, the proposed 
method is the best algorithm for completing the task. Furthermore, when 2048 bits of 
modulus is chosen and compared to CRT, the average time is reduced about 8%. Moreover, 
three-fourths of the cases require the proposed method with CRT in order to save the most 
computation costs on the decryption side. As a result, the proposed method is very likely to 
be chosen to complete the decrypting task.

Subject Classification:  94A60 (Cryptography), 00A69 (General applied mathematics), 68M25 
(Computer security).

Keywords: RSA, Decryption process, Modular multiplication, Modular exponentiation, Modular 
square.

1.  Introduction

RSA [1] is one of the most effective methods for encrypting and 
decrypting secret information sent over an insecure channel. To complete 
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the task, it employs a pair of keys that are mathematically related to one 
another. The public key is the one that has been revealed to the group. 
The other key, which is kept secretly by the owner, is known as the private 
key. This system can be used for two different tasks. The first task is to use 
RSA for securing data sent via the network. The public key is used as the 
exponent in the encryption equation to transform the original message, 
known as the plaintext, into an unreadable message, known as the 
ciphertext, before sending it via the communication channel to the receiver. 
After receiving the ciphertext, the receiver can recover the plaintext by 
using a decryption process with the private key. At the moment, it is very 
popular to use RSA to secure a wide range of sensitive data, including 
images [2], [3], [4], and voice [5]. The second task is to perform digital 
signatures. It differs from the first task in which the private key is used 
for signing the message, while the public key is used for verifying the 
signed text. Furthermore, using RSA with a digital signature is common, 
as shown in [6], [7]. The private key must be assigned as a small integer 
to speed up RSA’s decryption process. However, Michael J. Wiener 
demonstrated in 1990 that it is easily recovered when it is too small. That 
is, the private key must be sufficiently large in order to prevent intruder 
attacks [21]. The big value, on the other hand, has an immediate impact 
on the speed of the decryption process. Many methods for speeding up 
this process have been proposed [20]. Chinese Remainder Theorem (CRT) 
is a method for dividing the private key into multiple small integers that 
are used as exponents in the modified equation. The computation time 
is reduced because all values are less than the private key. Furthermore, 
CRT can be used with the Square and Multiplication Algorithms to speed 
up the computation. The Square and Multiplication Algorithm’s main 
process is to compute both modular squares and modular multiplications. 
In general, the number of times to compute modular multiplication is 
determined by the Hamming Weight of the binary value of the private 
key. That is, the condition must be checked by if-statement before deciding 
to compute modular multiplication. Furthermore, when the Hamming 
Weight of sub value is high, the process may still be time-consuming.

In this paper, the special methods to speed up RSA’s decryption 
process are presented. The first method is to find a new integer that is 
expanded from the private key and has a lower Hamming Weight than the 
private key. In fact, not all private keys of Hamming Weight are larger than 
their expansions. With only a few private keys, the first method is efficient. 
The second method includes reducing calculation time by improving 
the Square and Multiplication Algorithm by eliminating if-statements. 
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However, for the second proposed method, the exponent must meet the 
following criteria: number 1 of the exponent’s binary value must not be 
adjacent to each other. Furthermore, in the combination with CRT, either 
of these methods can be utilized.

2.  Related Works

This section will provide an overview of RSA as well as techniques for 
speeding up the decryption process.

2.1  RSA Scheme

RSA was first presented in 1977. In fact, three major processes are 
required to put this system in place.
1)	� Key Generation Process: It is the process of generating RSA’s 

parameters, including a pair of keys, which are the primary 
parameters for the encryption and decryption processes. There are 
four steps as follows:

	 Step 1 : Generate two large prime numbers randomly, p and q
	� Step 2 : Compute modulus, n = p*q, and Euler totient function,  

Φ (n) = (p – 1)*(q – 1)
	� Step 3 : Select the public key, e, where 1 < e < Φ (n) and gcd(e, Φ (n)) 

= 1
	� Step 4 : Compute the private key, d, from d = e-1 mod Φ (n) by using 

[8], [9], [10]
2)	� Encryption Process: It is the process to convert the plaintext to the 

ciphertext before sending it via an insecure channel. The encryption 
equation is as follows:

	 c = me mod n	 (1)

	 Where m is the original plaintext, 1 < m < n and c is the ciphertext
3)	� Decryption Process: It is the process to recover the original plaintext 

from the ciphertext. The equation to decrypt the ciphertext is as 
follows:

	 m = cd mod n	 (2)
In general, e is often assigned as a small integer to decrease the 

computation time in client side, because this process must be implemented 
by multiple users, and one of them may use a low-power device to complete 
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the encryption process. Converting the plaintext to the ciphertext takes a 
lengthy time if the user encrypts it by using a low-power device and e 
is high. Furthermore, if d is chosen as a small integer, it can be quickly 
recovered by employing some of the attacking algorithms. The following 
examples are the efficient algorithm when d is small. The first technique 
is Wiener’s attack [11] which was discovered by Michael J. Wiener in 1990. 

He showed that d is rapidly recovered when it is less than 
1
41
.3 n  Moreover, 

in 1999, Boneh and G. Durfee [12] improved on this method to broaden the 

scope of d, which is still easily broken. In fact, this scope is expanded from 

d < 
1
41

3 n  to d < n0.292. In [13], the method to assign the new initial value of 

d was proposed. In fact, when this value is discovered, the time required 

to find the target is decreased. Therefore, if d is too small, it may be easily 
recovered by using this technique. As a result, d should be assigned as 
a large integer to prevent intruder attacks. On the other side, it has a 
direct impact on the decryption process, which requires extremely high 
computation costs. 

2.2  Hamming Weight

Hamming Weight is the number of letters that are not zero. Assigning 
H(z) is the Hamming Weight of z, where z ,+∈  the examples of Hamming 
Weight are as follows: H(13450) = 4, H(37) = 2 and H((1001)2) = 2. In fact, 
Hamming Weight of the exponent’s binary value equal to number of 
modular multiplications when Square and Multiplication Algorithm is 
chosen to implement decryption process.

2.3  Methods to Speed Up RSA’s Decryption Process

Because of the large private key, many methods have been proposed 
for speeding up the decryption process.

Method 1, Chinese Remainder Theorem: Its abbreviation is CRT. It can 
speed up modular exponentiation by dividing the exponent as multi 
small exponents. In fact, all of the sub exponents are less than their root. 
Furthermore, the process of recovering the original plaintext by combining 
CRT with the RSA decryption process, CRT+RSA, [14], [15] is as follows:

1)	� Key Preparation: Before recovering the original plaintext, it is 
necessary to prepare all parameters.
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	 Step 1: Compute dp = d mod p – 1 and dq = d mod q - 1 
	 Step 2: Find yp = p-1 mod q and yq = q-1 mod p
	� In fact, dp, dq, yp and yq are only calculated once and all of them are 

selected to recover all ciphertexts which are encrypted by using 
RSA’s encryption with the exponent, e.

2)	� Decryption Process: The original plaintext can be recovered by 
applying CRT with RSA’ s decryption process as follows:

	 Step 1: Compute mp = pdc mod p and mq = qdc mod q
	 Step 2: Recover m by using the equation (3)

	 m = (mp*yq*q + mq*yp*p) mod n	 (3)

Method 2, the method in [16]: In 2016, RSA’s decryption process was 
altered by replacing the private key with the new integer, dt, where dt*e = x 
mod Φ (n) and x should be a small integer. In general, Hamming Weight of 
dt must be lower than d to increase the computation speed. In addition, the 

improved equation to recover m is m = mod .tx dc n  However, as compared 
to traditional decryption method, the range of m is limited. In fact, the 
range of m is from 1 to a, where ax < n < ax+1. As a result, the disadvantage 
is that the plaintext’s scope is too limited. 

Method 3, the method in [17]: In 2017, the new exponent for RSA’s 
decryption process was proposed. Assuming that s = Φ (n) – d, the original 
plaintext can be also computed by using the equation, m = (c-1)s mod n, 
where c-1 is the inverse of c modulo n. This method is very efficient when 
d is a large integer especially d is very close to Φ (n). When d is small, 
however, it becomes the inefficient method. 

Method 4, Square and Multiplication Algorithm: It is a fast method 
[18] for computing modular exponentiation using only modular square 
and modular multiplication processes. Before proceeding with the 
implementation, the exponent must be converted to a binary system. The 
number of loops used in the implementation is determined by the length 
of the binary value. In addition, number of times to compute modular 
multiplication depends on Hamming Weight of the binary value. The 
algorithm is as follows:

Algorithm 1: Square and Multiplication Algorithm
Input: array of b = binary value of d, n and c
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Output: m = cd mod n

1.	 i  (length of b) - 2

2.	 z  c

3.	 While i ≥  0 Do

4.		   z  z2 mod n

5.	  	 IF b[i] = 1 Then

6.	  		   z z*c mod n

7.	  	 End IF

8.	  	 i  i - 1

9.	 End While

10.	 m  z

Method 5, Akira’s Method [19]: In 2000, A. Hayashi proposed the 
method to speed up modular multiplication. That is, it can be used in the 
combination with the Square and Multiplication Algorithm when step 6 
in Algorithm 1 is required. To use Akira’s Method, all prime factors of n + 
2 must be found at first. However, for RSA, n is a large number and n + 2 is 
an odd number. Therefore, it is very hard to find all prime factors of them.

3.  The Proposed Method

The aim of this paper is to propose methods for speeding up the RSA 
decryption process. The first method is to expand the size of the private 
key in order to find the new integer that is selected as the exponent for 
decrypting equation rather than the private key. In addition, Hamming 
Weight must be lower than the private key. In fact, if Hamming Weight 
is very low, it implies that the time required to compute modular 
exponentiation using the Square and Multiplication Algorithm is reduced. 
The second method is the improvement of Square and Multiplication 
Algorithm to decrease the computation time. The key is to remove if-
statement from the algorithm while the process in this statement is still 
implemented when the condition is true. The limitation of the second 
method is that it can be implemented when number 1 of the exponent’s 
binary value is not adjacent to each other. Furthermore, both of the first 
and second methods can be used in combination with CRT.
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3.1 � Expanding the Private Key to Find the new Exponent with Low Hamming 
Weight

In fact, the private key can be expanded by adding this value with the 
multiplication between the positive integer and Euler totient function. The 
result from decryption process is still equal to the original plaintext.

Theorem 1 : Assigning dr = d + a* ( ),nΦ  where a ,+∈  then m can be computed 
from:

	 m = rdc mod n	 (4)

Proof : From, rdc  mod n = ( )de rm  mod n = * ( )( )e d a nm + Φ  mod n

	 = edm * * * ( )e a nm Φ mod n = 1 * ( )k nm + Φ * * * ( )e a nm Φ mod n

	 = m* * ( )k nm Φ * * * ( )e a nm Φ mod n
From, Euler’s theorem, ( )naΦ mod n = 1, therefore, it implies that

* ( )k nm Φ mod n = ( ) )( n kmΦ mod n = 1k = 1, also, * * ( )e a nm Φ  mod n = 1

Then, drc  mod n = m*1*1 mod n = m 
Therefore, m can be recovered by using equation (4) 	 

On the other hand, if dr is assigned before computing d, d can be 
calculated from d = dr mod ( ).nΦ  However, dr becomes an important value 
when Hamming Weight of its binary value is very low. That is, to make it 
easier to find this value, it should be chosen before computing the private 
key. Therefore, the prime generation process must be modified as follows:

Algorithm 2: Improved Key Generation Process
Input: -
Output: all parameters of RSA including dr

1.	 Choose two large prime numbers randomly, p and q
2.	 n  p*q

3.	 ( )nΦ  (p – 1)*(q – 1)
4.	 Choose dr, where dr > ( )nΦ  and H(dr) is very small
5.	 d  dr mod ( )nΦ

6.	 IF (H(dr) > H(d)) or (gcd(d, ( ))nΦ  ≠ 1) then
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7.		  Back to Step 1 or using d as the exponent for decrypting equation
8.	 End IF
9.	 e  d-1 mod ( )nΦ

Assuming that the cost of computing modular multiplication is the 
same as the cost of computing modular square, the example 1 shows that if 
H(dr) is very low. Then, dr is a better choice for the exponent for decryption.

Example 1 :
Process 1 : Improved Prime Generation 
Step 1-3 : p = 937, q = 857, n = 803009 and ( )nΦ = 801216

Step 4 : Choose, dr = 1048577 = 1000000000000000000012

Step 5 : d = 1048577 mod 801216 = 247361 = 1111000110010000012

Step 6 – 8 : Because H(dr) < H(d) and gcd(d, ( ))nΦ  = 1, then continuing to 
Step 9

Step 9: e = 247361-1 mod 801216 = 449921

Process 2 : Encryption Process, Assuming m = 123255 and 307411, then 
c1 = 123255449921mod 803009 = 222601, c2 = 307411449921mod 803009 = 76410

Process 3: Decryption Process
Method 1: Using d as the exponent of the equation to recover m, then m1 
= 222601247361mod 803009 = 123255, m2 = 76410247361 mod 803009 = 307411

Method 2 (The Proposed method): Using dr as the exponent for the 
equation to recover m, then m1 = 2226011048577mod 803009 = 123255, m2= 
764101048577 mod 803009 = 307411

Analyzing each decryption algorithm in Example 1

1)	� Using d as the exponent: Because bit length of d is 18, then there 
are 17 modular squares. In addition, H(d) = 8, then 7 modular 
multiplications are required. Therefore, total costs are 24 modular 
multiplications.

2)	� Using dr (The proposed Method) as the exponent: Because bit length 
of dr is 21, then there are 20 modular squares. In addition, H(dr) = 2, 
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then only one modular multiplication is required. Therefore, total 
costs are 21 modular multiplications.

Table 1 shows the conclusion regarding to the total costs to find m of 
two techniques.

3.2  The improvement of Square and Multiplication Algorithm

Although, dr is a large number, H(dr) is very small. That is, when 
compared to d, it implies that the computation time is reduced, where 
H(d) > H(dr). However, if Square and Multiplication algorithm is chosen to 
recover m, the condition (if statement) in this algorithm must be selected 
to check the value of each bit to compute the modular multiplication 
when the value is 1. The goal of this method is to eliminate the process 
of checking the condition from the Square and Multiplication Algorithm. 
Assume that after dr has been converted to a binary value, the number 
1 must not be adjacent to each other. This algorithm can be modified as 
follows: 

Step 1 : Splitting a binary value of dr by using ‘1’ as a bisector. Assuming 
the binary value is as follows:

1 0 1 1

In fact, The cells with gray backgrounds are the bisector. As a result 
of the splitting process, there are three parts as follows:

Part 1: null, Part 2: “00”, Part 3: “0”	
Because, the most significant bit is always 1, then the member in Part 

1 is null.

Table 1
Total costs of two algorithms to recover plaintext in Example 1

Method
Modular Square/Modular 
Multiplication Computing Total Costs

Equation Costs
Traditional RSA’s 
decryption m = cd mod n 24 24

The Proposed Method moddrm c n= 21 21
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Step 2: Computing modular square for each part. In fact, the process must 
be begun at part 2, part 3, part 4,  respectively. Furthermore, the number 
of modular squares for each part is determined by the number of members 
in the group. For example, in part 2, modular square is computed twice. On 
the other hand, one modular square is required in part 3. After completing 
the modular square process for each part, two additional processes must 
be calculated. The first is modular square, while the second is modular 
multiplication. In fact, both of them are the representative of the digit ‘1’ 
which is removed from each part.

Algorithm 3: Improved Square and Multiplication Algorithm
Input: binary value of d, n and c
Output: m = cd mod n
Condition: Number 1 in binary value is not adjacent to each other
1.	 Array of b  Splitting binary value of d by using ‘1’ as a bisector
2.	 i  1
3.	 z  c
4.	 While i < length of b Do
5.	  	 j  0
6.	  	 While j < length of b[i] Do
7.	  		  z  z2 mod n
8.	  		  j  j + 1
9.	  	 End While
10.	  	 z  z2 mod n
11.	  	 z  z*c mod n
12.	  	 i  i + 1
13.	 End While
14.	 m  z

Example 2 : Compute 1337 mod 23

Sol : Because 37 = 1001012, then Algorithm 3 can be selected to find the 
result as follows:

Step 1 : b[0] = null, b[1] = “00”, b[2] = “0”

Step 2-3 : i = 1, z = 13
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Step 4 – 13 : Because i = 1 < 3, then (Process in while loop 1)

Step 5 : j = 0

Step 6 – 9 : Because j = 0 < 2 (length of b[1] = 2), then (Process in while 
loop 2)

Step 7 – 8 : z = 132 mod 23 = 8 (Modular Square), j = 1
 Because j = 1 < 2 (length of b[1] = 2), then (Process in while loop 2)

Step 7 - 8 : z = 82 mod 23 = 18 (Modular Square) , j = 2

Step 10 - 11 : z = 182 mod 23 = 2 (Modular Square), z = 2*13 mod 23 = 3 
(Modular Multiplication)

Step 12 : i = 2
Because i = 2 < 3, then (Process in while loop 1)

Step 5 : j = 0

Step 6 – 9 : Because j = 0 < 1 (length of b[2] = 1), then (Process in while 
loop 2)

Step 7 - 8 : z = 32 mod 23 = 9 (Modular Square), j = 1

Step 10-11 : z = 92 mod 23 = 12 (Modular Square), z = 12*13 mod 23 = 18 
(Modular Multiplication)

Step 12 : i = 3
Because i = 3, then Jumping to Step 14 

Step 14 : m = z = 18
Therefore, 1337 mod 23 = 18
Assuming that the cost to find modular square equals to modular 

multiplication, total processes in while loops are 2 (main loop) + 3 (inner 
loop) = 5 and there are 7 modular multiplications.

If Square and Multiplication Algorithm is chosen, total processes in 
while loop equal to 5 and the process requires 7 modular multiplications 
that both of them equal to the proposed method using Improved Square 
and Multiplication Algorithm. However, an if-statement is required 
to check the condition of the Square and Multiplication Algorithm. 
Furthermore, number of times to check the condition equals to total 
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processes in while loop. In general, if H(dr) is low, it is high possible that 
number 1 in the binary value of dr is not adjacent to each other. As a result, 
if this situation arises, the proposed method using dr as the exponent can 
be combined with the Improved Square and Multiplication Algorithm 
to reduce computation time. Moreover, the second method can be also 
applied with d when number 1 in its binary value is not adjacent to each 
other. Before using Algorithm 3 to calculate modular exponentiation, the 
exponent should be checked to see if it can be used as the exponent for this 
algorithm. Algorithm 4 is proposed to check the exponent before choosing 
either Square and Multiplication Algorithm or Improved Square and 
Multiplication Algorithm. The idea behind this algorithm is the dividing 
a binary value into many parts by using ‘0’ as a bisector. After dividing 
a binary value, if at least one part has lengths greater than 1, this value 
cannot be used as the exponent in Algorithm 3.

Algorithm 4: Checking the binary value that number 1 is adjacent to each 
other or not.

Input: binary value of dr

Output: Yes/No
1.	 Array of b  Splitting dr by using ‘0’ as a bisector
2.	 i  0
3.	 r 0
4.	 While i < length of b Do
5.	  	 IF length of b[i] > 1 Then
6.	  		  r  1
7.			   Break
8.	  	 End IF
9.	  	 i  i + 1
10.	 End While
11.	 IF r equals to 1 Then
12.	  	 Answer is “Yes”
13.	 Else
14.	  Answer is “No”
15.	 End IF
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Example 3: Checking that 43 can be selected as the exponent for Improved 
Square and Multiplication Algorithm or not, by using Algorithm 4.

Sol. Because, 43 = 101011, then

Step 1-3 : b[0] = “1”, b[1] = “1”, b[2] = “11” (length of b = 3), i = 1, r = 0

Step 4 – 10 : Because i = 0 < 3 and length of b[0] = 1 , then (Process in while 
loop )

Step 9 : i = 1
Because i = 1 < 3 and length of b[1] = 1 , then (Process in while loop )

Step 9 : i = 2
Because i = 2 < 3 and length of b[2] = 2 , then (Process in while loop )

Step 6 - 7 : r = 1 and Jumping out of the loop

Step 11 - 15 : Because r = 1, then 

Step 12 : Answer is “Yes”
Because, there is a part that number 1 is adjacent to each other, then 

this value cannot be selected as the exponent for Improved Square and 
Multiplication Algorithm.

Although implementing Algorithm 4 before deciding on the best way 
to implement modular exponentiation is time consuming, it is only done 
once. Assuming dr is passed from algorithm 4, every time that decryption 
process is required, Algorithm 3 can be selected for the implementation 
without requiring to use Algorithm 4 again.

3.3 The Proposed Method applied with CRT

In the real situation, CRT+RSA is often chosen to combine with some 
modular exponentiation algorithms to speed up decryption process. 
Therefore, in this part, the proposed method is used in combination with 
CRT to determine the best exponents for speeding up the decryption 
process.

Theorem 2 : Assigning dpr = dp + a*(p – 1), where a ,+∈  then mp can be 
computed from: 

	 mp = prdc mod p	 (5)
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Proof : From,	
dprc  mod p = 

*( 1)d a ppc
+ −

 mod p = 
dpc * *( 1)a pc − mod p = 

dpc *
1)( pac − mod p

From, Fermat’s little Theorem, 1pa − mod p = 1, therefore, it implies 
that:

1)( pac − mod p = 1,then, prdc  mod p = 
dpc mod p = mp

Therefore, mp can be recovered by using equation (5)	 

In addition, assuming dqr = dq + b*(q – 1), where b ,+∈  then mq can be 
recovered by using (6).

	 mq = qrdc mod q	 (6)

Therefore, if H(dp) > H(dpr), then the equation (5) is more efficient than 
the traditional equation to recover mp. The same reason, if H(dq) > H(dqr), 
then the equation (6) is more efficient than the traditional equation.

Example 4 : Assigning, p = 230807, q = 186019, n = 42934487333 and ( )nΦ  
= 42934070508

Assuming, choosing e = 34132305811, then d = 5362611223 
Therefore, 
dp = 5362611223 mod 230806 = 64,619 = 11111100011010112, 

H(dp) = 11
dq = 5362611223 mod 186018 = 84,319 = 101001001010111112, 

H(dq) = 10
dpr = 64619 + 1*(230807 – 1) = 295425 = 10010000010000000012, 

H(dpr) = 4
dqr = 84319 + 1*(186019 – 1) = 270337 = 10000100000000000012, 

H(dqr) = 3
Assuming, c = 1311, finding mp and mq by using CRT+RSA and the 

proposed method with CRT

Method 1: Choosing CRT+RSA to find mp and mq, mp = 131164619 mod 
230807 = 94666, mq = 131184319 mod 186019 = 26401

Method 2: Choosing the proposed method with CRT mp = 1311295425 mod 
230807 = 94666, mq = 1311270337 mod 186019 = 26401
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Analyzing each decryption algorithm in Example 4

1)	� Using dp and dq as the exponents to find mp and mq respectively:
	 Considering the costs to find mp

	� Because bit length of dp is 16, then there are 15 modular squares. In 
addition, H(dp) = 11, then 10 modular multiplications are required, 
therefore, total costs to find mp are 25.

	 Considering the costs to find mq

	� Because bit length of dq is 17, then there are 16 modular squares. In 
addition, H(dq) = 10, then 9 modular multiplications are required, 
therefore, total costs to find mq are 25.

	 Considering the costs to find m
	� Equation (3) which requires 2 modular multiplications (mp*x mod 

n and mq*y mod n, where x = yq*q mod n and y = yp*p mod n) is also 
chosen to find m. Therefore, total costs are increased as 25 + 25 + 2 = 
52.

2)	� Using dpr and dqr as the exponents to find mp and mq respectively:
	 Considering the costs to find mp

	� Because bit length of dpr is 19, then there are 18 modular squares. 
In addition, H(dpr) = 4, then 3 modular multiplications are required, 
therefore, total costs to find mp are 21.

	 Considering the costs to find mq

	� Because bit length of dqr is 19, then there are 18 modular squares. 
In addition, H(dqr) = 3, then 2 modular multiplications are required, 
therefore, total costs to find mq are 20.

	 Considering the costs to find m
	� Equation (3) which requires 2 modular multiplications (mp*x mod 

n and mq*y mod n, where x = yq*q mod n and y = yp*p mod n) is also 
chosen to find m. Therefore, total costs are increased as 21 + 20 + 2 = 
43.

The information in Table 2 is shown that the costs for the proposed 
method with CRT are less than CRT+RSA. In addition, if Number 1 in 
a binary value of the exponent is not adjacent to each other, Improved 
Square and Multiplication Algorithm can be selected to speed up the 
process.
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However, it is possible that (H(dpr) < H(dp) but H(dqr) > H(dq)) or (H(dqr) 
< H(dq) but H(dpr) > H(dp)) or (H(dpr) > H(dp) and H(dqr) > H(dq)). Algorithm 
5 is introduced to choose the best exponents for the computation.

Algorithm 5: Choosing the best exponents for computing mp and mq

Input: dp, dq, dpr, dqr (length of dp is close to dpr and length of dq is close to 
dqr)

Output: Exponents for computing mp and mq

1.	 IF H(dp) > H(dpr) Then

2.		   dpr is chosen as the exponent to find mp

3.	 Else

4.	  	 dp is chosen as the exponent to find mp

5.	 End IF

6.	 IF H(dq) > H(dqr) Then

7.		   dqr is chosen as the exponent to find mq

8.	 Else

9.		   dq is chosen as the exponent to find mq

10.	 End IF

Table 2
The comparison about costs between CRT+RSA and the proposed method in 

Example 4

Method
Modular Square/Modular Multiplication 

Computing Total Costs
Equation Costs

CRT+RSA

mod
dp

pm c p= 25

52mod
dq

qm c q= 25

m = (mpyqq + mqypp) mod n 2

The 
Proposed 
Method with 
CRT

mod
dpr

pm c p= 21

43mod
dqr

qm c q= 20

m = (mpyqq + mqypp) mod n 2
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4.  Experimental Results

In this section, the experimental results are presented. Bit length of 
modulus in the experment is 512, 1024 and 2048. In fact, the results are 
distinguished as two parts. The aim of both experiments is to demonstrate 
the special case in which the proposed method completes the task faster 
than the compared method. Because the proposed method is appropriate 
for some cases, only option can be selected when the special case occurs. 

The first experiment compares the time required to complete a task 
using the traditional decryption process and the proposed method. In 
fact, When this special case occurs, all information in this experiment is 
from H(d) > H(dr), which can be implied that the proposed method is more 
appropriate than the compared method.

The second experiment is the comparison about time required to 
complete the task between using CRT+RSA by selecting dp and dq as the 
exponents and the proposed method with CRT by selecting dpr and dqr as 
the exponents. In fact, all information in this experiment is from H(dp) > 
H(dpr), H(dq) > H(dqr) and the length of dp and dq are close to dpr and dqr 
repectively, implying that the proposed method is more suitable than the 
compared method when this special case occurs.

Moreover, assuming number 1 of binary value of dr, dpr and dqr is not 
adjacent to each other to choose the Improved Square and Multiplication 
Algorithm to decrease time to finish the task.

In addition, because of the unlimited size, BigInteger class in Java 
is chosen as the variables of each parameter. In addition, all experiments 

Figure 1
Time to finish decryption process 
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were conducted on 2.53 GHz an Intel® Core i5 with 8 GB memory in order 
to control the same settings. 

For the first experiment, assigning that the traditional decryption 
equation is m = cd mod n, the proposed method (1) is: m = rdc mod n and 
the proposed method (2) is: m = rdc mod n by using Algorithm 3

Figure 1 depicts a comparison of the average time required to 
complete the decryption process for three algorithms. The experimental 
results show that the proposed method (2) is the fastest algorithm when 
H(d) > H(dr) and number 1 of the binary value of dr is not adjacent to each 
other.

In fact, it is possible that there is not dr in which the Hamming Weight 
is smaller than H(d). Therefore, if this situation is occured, then the 
proposed method should not be selected to recover the plaintext.

For the second experiment, assigning that m = (mp*yq*q + mq*yp*p) mod 
n, CRT+RSA is: mp = 

dpc mod p, mq = 
dqc mod q, the proposed method (3) is: 

mp = prdc mod p and mq = qrdc mod q, the proposed method (4) is: mp = prdc
mod p, mq = qrdc mod q and recover m by using Algorithm 3

In addition, the second experiment is divided into two parts:
Figure 2 depicts a comparison of the average time to complete the 

decryption process among three algorithms when dp and dq are balanced. 
The information in Figure 3 differs from the information in Figure 2 in that 
dp and dq are imbalance. The experimental results in both tables show that 

Figure 2
Time to finish decryption process for Balance dp and dq
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the proposed method (4) is the fastest algorithm when H(dp) > H(dpr), H(dq) 
> H(dqr) and number 1 of a binary value of dpr and dqr is not adjacent to each 
other. However, if there are some parts that number 1 of a binary value 
of the proposed exponent is adjacent to each other, then the proposed 
method (4) can not be performed. Therefore, the proposed method (3) 
becomes the fastest algorithm in this case. 

Furthermore, when the proposed method is used to complete the task 
with a modulus length of 2048 bits, the average time is reduced about 8%.

5.  Discussion

From all results in this paper, it implies that to save the costs in 
decryption side, CRT which dp and dq are balance to each other must be 
selected and to be used with some modular exponentiation algorithms. 
However, after the proposed method are presented, dpr and dqr which the 
length are close to dp and dq in order are disclosed, there are four cases to 
select the best exponents to save the most computation costs as follows:

Case 1 : H(dp) < H(dpr) and H(dq) < H(dqr)

Using mp = 
dpc mod p and mq = 

dqc mod q (The proposed method with 
CRT is not requires)

Figure 3
Time to finish decryption process for Imbalance dp and dq



1024� K. SOMSUK

Case 2 : H(dp) > H(dpr) and H(dq) < H(dqr)

Using mp = 
dprc mod p and mq = 

dqc mod q (The proposed method 
with CRT is required to find mp)

Case 3 : H(dp) < H(dpr) and H(dq) > H(dqr)

Using mp = 
dpc mod p and mq = 

dqrc mod q (The proposed method 
with CRT is required to find mq)

Case 4 : H(dp) > H(dpr) and H(dq) > H(dqr)

Using mp = 
dprc mod p and mq = 

dqrc mod q (The proposed method 
with CRT is required to find mp and mq)

In fact, three-fourths cases require the proposed method with CRT 
to save the most computation costs in decryption side. As a result, there 
is a good chance that the proposed method will be chosen as the most 
important part to complete the task.

5.  Conclusion

In this paper, the special method to speed up decryption process is 
proposed. Furthermore, this method can be used in combination with 
CRT in order to reduce the computation time. Moreover, Improved 
Square and Multiplication Algorithm which is modified from Square 
and Multiplication Algorithm is also proposed to compute modular 
exponentiation. This algorithm has the advantage in which it can remove 
the condition in the loop. However, the condition to select Improved Square 
and Multiplication Algorithm is that number 1 of the binary value of the 
exponent is not adjacent to each other. That is, this algorithm is appropriate 
for the exponent with low Hamming Weight. The experimental results 
show that if the exponent of the proposed method has the lowest Hamming 
Weight , the proposed method is the best option to recover the plaintext. 
Furthermore, when the proposed method is used to complete the task with 
a 2048 bits of modulus, the average time is reduced by 8%. In addition, it 
is also shown that three-fourths cases require the proposed method with 
CRT in order to save the most computation costs in decryption side.
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