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Abstract

The improvement of cryptanalysis methods, in particular, using the mathematical
apparatus of many-valued logic functions, determines the need to create methods for
the synthesis of cryptographic primitives, first of all, S-boxes that satisfy the criteria of
cryptographic quality both in the sense of component Boolean functions, and in the sense
of their possible representations by functions of many-valued logic. The most important
criterion characterizing the ability of the S-box, and hence, of the entire cryptographic
transformation in which it is used, to resist attacks of correlation cryptoanalysis, is the
criterion of the correlation immunity of component functions. At the moment, there are no
methods for the synthesis of S-boxes that satisfy the criterion of correlation immunity both
in the sense of component Boolean functions and in the sense of component functions of
many-valued logic, which complicates the further development of symmetric cryptographic
algorithms, considering their possible representation using many-valued logic functions.
In this paper, we propose a method for the synthesis of a full class of S-boxes of length
N=16 corresponding to both the criterion of the correlation immunity of component Boolean
functions and the criterion of the correlation immunity of component 4-functions. With the
help of the developed method, it was possible to construct a set of 18 304 S-boxes that satisfies
the criterion of correlation immunity both in the sense of component Boolean functions
and in the sense of component 4-functions. The synthesized class of S-boxes can be used to
increase the diffusion and confusion of modern symmetric cryptographic algorithms, as well
as to increase their protection against promising cryptanalysis attacks based on many-valued
logic functions.
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1. Introduction

One of the most important area in any complex information protection
system is occupied by the cryptographic subsystem. At the same time,
since the development by C. Shannon of the mathematically strict theory
of secret communication [1], the theory of cryptographic strength has
received significant development, largely due to the introduction and
description of criteria for the cryptographic quality of component Boolean
functions, which are the basis of representation of the cryptographic
algorithm constructions [2, 3].

Nevertheless, the further development of methods of cryptography
and cryptanalysis, as well as the development of new methods of
cryptanalytic attacks based on the many-valued logic functions (MVLF) [4],
actualizes the transition to the next stage of development of cryptography,
based on taking advantage of the use of many-valued logic functions.

The transition to a new stage means the development of cryptographic
primitives, first of all, S-boxes, for which the criteria for the cryptographic
quality of component Boolean functions as well as criteria for the
cryptographic quality of many-valued logic functions (with the help
of which it is possible to represent constructions of almost all modern
cryptographic algorithms) [5] are fulfilled.

At present, S-boxes which are optimal from the point of view of
the criterion of nonlinearity and strict avalanche criterion of component
Boolean functions as well as component MVLF have been created.
Nevertheless, the task of construction of S-boxes, which satisfies the
correlation immunity (CI) criterion both in the sense of component Boolean
functions and in the sense of component MVLEF, remains unsolved.

The purpose of this paper is to develop a method for synthesis of
S-boxes satisfying both the criterion of correlation immunity of component
Boolean functions and the criterion of correlation immunity of component
4-functions.

2. Statement of the problem

The S-box is the most important component of modern symmetric
cryptographic algorithms, due to both high encryption quality and a high
level of performance they provide [3].

To estimate the cryptographic quality of S-boxes, the following
approachisused: S-boxoflength N isrepresented in the formof k =log, N
component Boolean functions, after which a set of cryptographic quality
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criteria is applied to each of them. Among the cryptographic quality
criteria of Boolean functions, the most important are such criteria as:
algebraic degree of nonlinearity, distance of nonlinearity, strict avalanche
criterion, and criterion of correlation immunity [6].

In this case, the most important criterion characterizing the ability of
the S-box, and hence the entire cryptographic transformation in which it
is used, to resist attacks of correlation cryptanalysis is the criterion of the
correlation immunity of the S-box component functions.

The synthesis of sets of correlation immune Boolean functions was
performedin [7, 8], while the efficient methods for practicalimplementation
of cryptographically robust Boolean function can be based on [9].

Based on the full set of correlation-immune functions, S-boxes can be
synthesized, for example, using the technique [10].

A lot of research has been devoted to the methods of synthesis
of S-boxes, the component functions of which satisfy the criterion of
correlation immunity, for example [11, 12]. Methods for recurrent increase
of the length of correlation-immune S-boxes are also known.

It is also established [6] that S-boxes consisting of component Boolean
functions, each of which satisfies the criterion of correlation immunity
of component Boolean functions, are characterized by ideal (consisting
exclusively of zero values) matrices of correlation coefficients of the output
and input vectors.

Nevertheless, the continuing rapid development of cryptanalysis
methods, including quantum cryptanalysis, leads to the need for both
further improvement of the structure of the cryptographic algorithm as
well, as its components.

It is known that the key of modern symmetric cryptographic
algorithms is a pseudo-random sequence. It means that with a sufficiently
large key length, a quantum attack on a cryptographic algorithm should
be performed out by the “brute force” method or using any known
vulnerability to break the cryptographic algorithm, as opposed to using an
algorithmic attacks, for example, Shor’s algorithm [13 ... 15], for breaking
algorithms of asymmetric cryptography, which makes detailed research
and improvement of symmetric cryptographic algorithms structure
especially relevant in the conditions of post-quantum cryptography.

On the other hand, cryptanalysis attacks on modern symmetric
cryptographic algorithms, implying the use of MVLE, are already known
today [4].

This circumstance determines the urgency of the problem of research of
the cryptographic quality of modern symmetric cryptographic algorithms



1124 E. V.BAKUNINA AND O. V. DYKYI

not only using the mathematical apparatus of Boolean functions, but also
when they are represented using many-valued logic functions.

Currently, the theory of cryptographic quality based on the many-
valued logic functions is going through a period of active development.
In particular, a criterion for the algebraic degree of nonlinearity of many-
valued logic functions, a criterion for nonlinearity, an error propagation
criterion, as well as a correlation immunity criterion for the many-valued
logic functions are introduced [5].

One of the most important practically applicable S-boxes length value
is N =16.S-boxes of this length are used in many modern cryptographic
algorithms, for example, the Magma cryptographic algorithm [16].
It is known [5] that these S-boxes can be represented both using the
mathematical apparatus of Boolean functions, and using the mathematical
apparatus of 4-functions.

Nevertheless, the classes of S-boxes of practically valuable length
N =16, satisfying to both the criterion of the correlation immunity of
component Boolean functions and the criterion of correlation immunity
of component 4-functions remain unexplored. At the moment, there no
information in open sources either about methods for synthesis of such
S-boxes, or about accurate estimates of the number of their possible
structures.

3. Materials and methods

Let some S-box of length N =16 to be given
S=[4 2 12 1 10 9 7 15 11 13 3 14 5 6 8 0] 1
In accordance with the approach of estimation of its cryptographic

quality based on the research of component Boolean functions, we
represent it in the form of four component Boolean functions

S|4 21110 97 1511 13 3 14 5 6 8 0
f,lO000 1T 0111 1 1101000
fplO01T.000 1011 1 0110100 (2
folT 0100011 0 1011100
fulOO1 01 101 1 10100710

In order to determine the correlation immunity of the found
component Boolean functions of the S-box (1), we use the following
definitions.
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Definition 1 [3] : A Boolean function f(x), x€V,, is called a correlation
immune of order m, 1< m <k if the output y = f(x}) and any set of its m
input variables are statistically independent.

Definition 2 [3] : A subfunction of a Boolean function f(x), xeV,, is
a function f' obtained by substitution of constants "0" or "1" instead
of some variables. If we substitute constants o, ,---,0, in the function f

instead of variables x, ,---,x, , respectively, then the reshlting subfunction

1

is denoted as f,’ ‘Yo .If a constant is not substituted to the variable x,,

then it is called as a free variable.
For example, let a Boolean function f(x,,x,,x,) be given, then its
subfunctions will be f'(x,,x,,0), f'(x,,x,,1), f'(x,,0,0), f'(x,,0,1), etc.

Definition 3 [3] : Boolean function f(x), xeV,, is called correlation
immune of order m, if weight is equal to wt(f")=wt(f)/2", for any of its
subfunction f' of k—m variables.

As an example, using Definition 3, we research the first component
Boolean function (2) of the S-box (1) for compliance with the criterion of
first-order correlation immunity. To do this, we find all its subfunctions of
4 -1=3 variables

fhlx,x,x,,00=[0 0 01 1 1 1 0]
fhlx,x,,x,)=[0 1 1.1 1 0 0 0]
fh,x%,,0,x)=[0 0 0 1 11 1 0]
fhx,x,,L,x)=[0 1 111 0 0 0]
fi(x,0,x,,x)=[0 0 0 1 1 1 1 0] 3)
£, Lx,x)=[0 11110 0 0]
£10,%,,%,x)=[0 0 0 1 0 1 1 1]
fidx,,x,x)=[1 110 1 0 0 0]

Thus, since the first component function f, (2) is balanced, and
all its subfunctions of 3 variables (3) are also balanced, according to the
Definition 3 the first component Boolean function f, of the S-box (1) is
correlation immune of the first order. It is also easy to establish that all
other component Boolean functions (2) are also correlation immune of
the first order, which means that the S-box (1) satisfies the criterion of
correlation immunity of the first order.
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Note also that the S-box (1) in accordance with the approach [5] can
be represented in the form of two component 4-functions as follows
S | 4 212 1 10 9 7 15 11 13 3 14 5 6 8 0
fqal02 01 2 13 3 3 13 2 120 0. (4)
fol120 3 0 2 21 3 2 3 03 1120

To determine the correspondence of the found component 4-functions
(4) to the criterion of correlation immunity, we denote the following. The
concept of the criterion of correlation immunity was introduced in [17],
while the definition of the correlation independence of the output of
the g-function from its given input variable, as well as the definition of
the correlation immunity of 3-functions, based on the definition of the
imbalance of the MVLF were introduced in [18].

Next, we introduce the definition of the correlation immunity of
4-functions, which we need for further research, based on the generalized
definition of the imbalance of the MVLE.

For a given sequence f, we can introduce a vector K ={K, K, ..., in1 },
where K is the number of occurrences of a character u €{0,1,...,4—1} in
the sequence f.

Definition 4 : An imbalance of a sequence f is the absolute value of the
sum of element-wise products of vector K elements by the corresponding
ﬂ—l}

A(f) =Kz, +Kz, +..+K_z |. (5)

q-179-1

elements of the exponential alphabet {z ,z,...,z

Based on the Definition 4 of the imbalance of the MVLF, we introduce
the definition of the independence of the output of the 4-function from its
input variables, as well as the definition of the correlation immunity of the
4-function.

Definition 5: A subfunction of a g-function f(x) is a function f' obtained
by substituting in f the values from the set {0,1,..4—1} instead of some
variables. If we substitute constants o, ,---, o, in the function f instead of
variables x, ,---,x, , respectively, then tile resu]ting subfunction is denoted
as [
Definition 6 : It is said that the output of a 4-function f(x) is independent
from the group of its input variables {x.}, i =1,...,m, if, when substituting

i
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any constants o, ,---,0, €{0,1,..4—1} instead of these variables, the
) A
imbalance of the subfunctions obtained in such way is equal to A . = 4—,{1.
Definition 7 : A 4-function f(x) is said to be correlation immune of order
m <k if its output is independent with respect to any group of m its input
variables, i.e. the unbalance of all its subfunctions of k —m variables is

A
equalto A = =i

o

Thus, using the conditions of Definition 7, we can check the
component 4-functions (4) of the S-box (1) for compliance with the
first order correlation immunity criterion. For example, let’s find the
subfunctions of 2—-1=1 variable of 4-function f,

fi (x,,00=[0 2 3 1]

fi(x,D=[2 1 1 2]
fi (x,2=[0 3 3 0]
fo (x,3)=[1 3 2 0] (6)
£ ©,x)=[0 2 0 1]
foi@x)=[2 1 3 3]
fi@x)=[3 1 3 2]
f, (3 x,)=[1 2 0 0]

Using Definition 4, it is easy to determine that there are subfunctions
of the first component 4-function of the S-box (1), the weight of
which is not equal to 0, for example, the weight of the subfunction
fi(x,D=[2 1 1 2]isequalto A(f, (x,,1)= V8. It is easy to see that
the same is true for the component function f,,. Thus, the S-box (1) satisfies
the criterion of correlation immunity of component Boolean functions
and does not satisfy the criterion of correlation immunity of component
4-functions. This circumstance can be used by a cryptanalyst to perform
correlation analysis attacks on the specified cryptographic construction
using 4-functions.

Thus, from a practical point of view, the problem of finding
substitution constructions of length N =16 that would satisfy correlation
immunity both in the sense of component Boolean functions and in the
sense of component 4-functions is relevant.
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4. Experiments

One of the ways to solve the problem of synthesizing a complete set
of S-boxes that satisfy the criterion of correlation immunity both in the
sense of component Boolean functions and in the sense of component
4-functions is to use the brute force method.

Nevertheless, the method for synthesizing a complete set of S-boxes
based on exhaustive search, even for length N =16, is associated with
significant computational costs due to the need to perform search in a set
of J=16!=20922789888000 elements.

This circumstance leads to the need to develop a constructive method
for the synthesis of these cryptographic structures.

In this paper, we propose the following method for the synthesis
of S-boxes that satisfy both the criterion of the correlation immunity of
component Boolean functions and the criterion of the correlation immunity
of component 4-functions, which we write in the form of specific steps:

Step 1 : By considering all possible variants of Boolean functions of length
N =16, the number of which is J =2' = 65536, using Definition 3, select
such from them that are correlation immune of the first order.

Step 2 : Based on the found set of first-order correlation immune Boolean
functions, in accordance with the S-box construction theorem [10],
construct a complete set of S-boxes whose component functions are first-
order correlation immune.

Step 3 : Represent each of the obtained S-boxes included in the complete
set of S-boxes built in Step 2 in the form of two component 4-functions.

Step 4 : Based on Definition 7, research the component 4-functions of
the constructed S-boxes for compliance with the criterion of correlation
immunity of the first order of the component 4-functions. Discard all
S-boxes in which at least one component 4-function is not correlation
immune.

5. Results

Execution of the presented algorithm allows you to obtain the
following results.

The research of the complete set of |=65536 Boolean functions
made it possible to establish that the total number of first-order correlation
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immune Boolean functions is 222, which corresponds to the results
obtained in [8]. On the basis of this set of Boolean functions, by applying
the method [10], it is possible to construct a set of 6 728 064 bijective
S-boxes, each of which satisfies the criterion of correlation immunity of
component Boolean functions.

Representing each of the S-boxes in the form of component 4-functions,
and testing them for compliance to the criterion of the independence of
the output from the input variables, we obtain the results presented in
Table 1. In Table 1 the following designations are accepted: «,,,«,, are
the coefficients, the value of which determines whether the component
function f,, is independent of its variables x, and x, respectively; ,,, a,,
are the coefficients, the value of which determines whether the component
function f,, is independent of its variables x, and x, respectively. The
value of these coefficients equal to 0 indicates non-compliance to the
specified criterion, while the value equal to 1 indicates compliance.

Analysis of the data presented in Table 1 allows us to establish that
among the set of S-boxes whose component Boolean functions satisfies the
CI criterion there are exactly 18 304 S-boxes that satisfy both the criterion
of correlation immunity of component Boolean functions and the criterion
of correlation immunity of component 4-functions. The design of the
presented in this paper method allows us to assert that this set is complete.

The set of S-boxes obtained in this paper, simultaneously satisfying
both the criterion of the correlation immunity of Boolean functions and
the criterion of the correlation immunity of component 4-functions, is a
powerful basis for constructing cryptographic algorithms that provide
protection against correlation cryptanalysis.

As an example, we present one of the constructed 18 304 S-boxes
that satisfies the criterion of correlation immunity both in the sense of
component Boolean functions and in the sense of component 4-functions

S=[4 12 2 10 1 9 7 15 11 3 13 5 14 6 8 0] (7)

Note that the cardinality of the obtained set of optimal S-boxes is
sufficient to apply the concept of their operational change in order to
increase the number of protection levels of the information security
systems being developed.

At the same time, the developed method can be used to construct
longer S-boxes, for example, of length N =256, oriented to the use in such
cryptographic algorithms as Kalyna [19], AES [20], BelT [21], Kuznechik
[16] or the similar ones.
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Table 1
The number of S-boxes satisfying the given correlation properties
la,, @, a, a,l] Number of S-boxes
[0000] 1432 704
[0001] 769856
[0010] 769856
[0011] 239360
[0100] 769856
[0101] 337152
[0110] 334912
[0111] 93696
[1000] 769856
[1001] 334912
[1010] 337152
[1011] 93696
[1100] 239360
[1101] 93696
[1110] 93696
[1111] 18304

In this case, to increase the computational efficiency, the synthesis of
the initial S-boxes corresponding to the criterion of correlation immunity
can be performed in accordance with the well-known algorithms [11, 12].
Obviously, in the case of using this method for the length N =256, their
possible representation using 16-component functions should also be
considered.

Conclusion

We note the main results obtained in the paper:

1. the method for the synthesis of a full class of S-boxes of length
N =16 corresponding to both the criterion of correlation immunity
of component Boolean functions and the criterion of correlation
immunity of component 4-functions was developed.

2. the developed method made it possible to construct set of 18 304
S-boxes that satisfy the criterion of correlation immunity both in the
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sense of component Boolean functions and in the sense of component
4-functions.

the synthesized class of S-boxes satisfying the criterion of correlation
immunity both in the sense of component Boolean functions and in
the sense of component 4-functions can be used to increase the diffu-
sion and confusion of modern symmetric cryptographic algorithms,
as well as to increase their protection against promising cryptanaly-
sis attacks based on MVLEF.

As a further direction of research, it is worth to note the development

of methods for the synthesis of S-boxes of larger lengths, that are correlation

immune both in the sense of component Boolean functions and in the

sense of their representation using many-valued logic functions.
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