
©

Information security based on sub-system keys generator by utilizing 
polynomials method and logic gate

Khalid Kadhim Jabbar *
Hussain A. Hailal †

Aysar Thamer Naser §

Department of Computer Center
College of Education
University of Mustansiriyah
Baghdad 10046
Iraq

Abstract
Information security is the biggest and most complex problem at present because of 

its great impact on modern software in all fields. Therefore, many researchers are working 
to develop modern methods of protecting data from modification, theft or even accessing it 
in one way or another. As dealing with data is a very sensitive matter in terms of sending 
this data from one party to another through the internet or social media. The protection of 
that data requires the use of algorithms to encrypt or conceal the data with the proposed and 
used algorithms, and these algorithms work based on the proposed key exchange principle, 
so many of these algorithms need a key generator to work with other than the public key 
or private for encryption or decryption of the blade. Our proposed solution developed 
a key generation sub-system, as this system consists of two parts, the first part aimed to 
generate the first key (the first 64-bit subkey), while the second part (the second subsystem) 
will generate the second key (the second subkey is 64-bit). As the two sub-systems work 
to generate keys in different ways, the first system uses the principle of electronic gates to 
generate the keys randomly, while the second system uses binary text and LFSR. The idea in 
these sub-systems is that they work together in encrypting and decrypting data, requiring 
that the sender and receiver have the keys to complete the process. The results obtained from 
the two sub-systems show the power of protecting data from being read or decoded, as the 
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message consists of only a part of the key and the second part is at the receiver, which gives 
stronger immunity in this encrypted data.

Subject Classification:  68P30, 68U35.
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1.  Introduction

Information security is the biggest and most complex problem at 
present because of its great impact on modern software in all fields [1]. 
Therefore, many researchers are working to develop modern methods of 
protecting data from modification or theft or even accessing it in one way 
or another. As dealing with data is a very sensitive matter in terms of 
sending this data from one party to another through the Internet or social 
media [2, 3, 4] and the protection of that data requires the use of algorithms 
to encrypt or conceal the data with the proposed and used algorithms, 
and these algorithms work based on the proposed key exchange principle, 
so many of these algorithms need a key generator to work other than the 
key is public or private for encryption or decryption the blade [5, 6, 7]. Our 
proposed developed a key generation sub-system, as this system consists 
of two parts, the first part aimed to generate the first key (the first 64-bit 
subkey), while the second part (the second subsystem) will generate the 
second key (the second subkey is 64-bit). As the two sub-systems work 
to generate keys in different ways, the first system uses the principle of 
electronic gates to generate the keys randomly, while the second system 
uses binary text and LFSR [8]. The idea in these sub-systems is that they 
work together in encrypting and decrypting data, requiring that the 
sender and receiver have the keys to complete the process. Whereas the 
encryption process requires the use of the first 64-bit private sub key 
[9], in decryption, the process requires the combination of the first and 
second keys to have one 128-bit key to complete the process. The sender 
and receiver must secretly exchange keys between them to complete the 
encryption and decoding process, depending on the key switching system. 

2.  The Proposed Method

Our state of the proposal can show in the figure below:
Figure 1 shows the main states of our proposed sub-system, as the 

first see that the data covert to binary, and the binary data go through the 
two subsystem keys, this means the keys are generators from the original 
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data giving more power to the keys, used the logic gate and the LFSR for 
permutation the bits also give the big deal when the keys go through the 
test randomness keys when showing the randomness of the keys.

3.  State of Generate Sub-Keys

There are two different systems used for keys generator, where each 
of these sub-systems are work differently for this purpose, these two 
systems can be explained below:

Figure 2
First Logic Gate

3.1  First System (First Sub-Keys 64 Bits)

In this system is adopted an updated method in the process of 
random in the generation of keys depending on the electronic gates, where 
these portals give a lot of random in the generation of keys, where the 

Figure 1
General Diagram of Proposed Method
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use of the principle of rotation between bit and the process of the regular 
distribution of data in the single system gives better results by passing 
the keys generated for the series of random detection, of course, the trust 
in this way depends on the results obtained from the five tests proposed 
for random detection. This represents the greatest challenge through the 
power of the generator key. When this system has two different generator 
systems, all the bits from the original data after a change to binary sent 
two this system, all the bits have manipulated in a different way to get on 
randomness bits, figure below shows the first system has a different gate 
to gets this job.

Figure 2 shows us the image of the work of the system in the process 
of generating keys for the stage, although the difficulty lies that the 
key goes through two stages of generation, the first as described above, 
and the second is packed as follows: The work of the system’s primary 
objective to scatter the data in the form of bits and then the work of the 
permutations of the bits through this system are the bits ready to pass from 
the random system of the keys. The second phase of the first sub-system 
of key generation depends mainly on reverse feeding, and depending on 
XOR to generate the keys, at this stage we work based on 8 bits each time 
where you enter 8 bits in the stage of operations to generate the particular 
key, these processes begin mainly from the stage of rotation and reverse 
feeding ending with the first XOR process between the eight bits, the 
second sub-system of key generation illustrated in the following figure:

Figure 3
Second Logic Gate
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Figure 3, shows how the second phase are work, the simple phrase 
with a simple round gives the big huge of bits, these huge bits used for 
generating the keys in the last, of course, and the biggest problem is the 
keys must be gone through the randomness test this final step to check 
if the bits are randomness and ready for used in encrypt and decrypt in 
algorithms. The first subsystem shows the huge bits are generated using 
the two phases above, these huge bits are used now to generate the keys 
as the first 64 bits.

3.2  The Second the Subsystem 

The second subsystem to generate the next 64 bits work with only 
one phase that phase uses the different level of generating the bite that the 
polynomials equation (6, 7, 8 degrees). The three values of the polynomial 
are used two complete the keys 64 bits, this subsystem is shown in Figure 4:

Figure 4
(a): Round One (R0), Generate Random, (b): Round Two (RT), Generate  

Random, (c): Round Three (RTT), Generate Random
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All the figures above stages work based on one system each, and 
eventually, you collect all those results in one range to get the keys of 
course all those resulting bits turn into hexadecimal illustrated in the 
following simple table of keys:

Table 1
Simple Hexadecimal keys with size of 128-Bits

4.  The Results of Randomness Keys Generator

In actuality, only a few distinct forms of pseudo-random number 
generators have been employed, as shown in the following five  
experiments. [5]:

4.1  Frequency Experiment: 	

The purpose of this test is to locate whether the number of 0s and 1s 
in s is roughly equivalent to what would be predictable from a random 
sequence. Using n0 and n1 to represent the number of 0s and 1s in s, 
consecutively, the statistic is where the formula reads:

2
1 0 1( )  / (1)X n n n= −

4.2  Serial Experiment (Two-Bit Test):

As one might expect from a random sequence, the intent of this 
experiment is to locate whether the number of repeats of 00, 01, 10, and 11 
as the suffix of s are nearly equal. Let n00, n01, n10, and n11 indicate the 
digit of iterations of 00, 01, 10, and 11 in s and the number of repeats of 00, 
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01, 10, and 11 in s, consecutively. Notable is the fact that n00 + n01 + n10 
+ n11 Equals (n1).

2 2 2 2 2 2
2 00 01 10 11 0 1 4/ 1    2/    1 () ( ) 2)(X n n n n n n n n= − + + + − + +

4.3  Poker Experiment:

Let m as integer with [n / m] 5. (2mz. and k = [n / m]. Let Ni denote 
the number of instances of series types of length m, 1 I 2m, and partition the 
series of S into k not overlap parts of length m. The poker test determines 
if sequences of length m happen in s with roughly the same frequency as 
random series.

2
13 2 ( 2 ) (3/ )m m

iX K n i K== −∑

4.4  Runs Experiment:

The test range is used to determine if the number of runs (of 
either zeros or ones) of varied lengths in the series S predictable 
corresponds to what would be expected in a random series of length n.   
ei = (ni+3)/2i+2 denotes the predicted number of hiatus (or blocks) of 
length I. Let k be the greatest integer I such that ei is smaller than 5. bi, gi 
represents the number of blocks and hiatus of length I in seconds for each 
I 1 I k.

1 1
( )2( )24 (4)k k

i i
gi eibi ei

ei ei
X = =

−−= +∑ ∑

4.5  Autocorrelation Experiment:

This test aims to determine whether there is a correlation between s 
and its (non-cyclic) shifted variants. 1 d [n/2], let d is a fixed integer:

1
0( )  (5)n d

iA d si si d− −
== +∑

( ( ) ( ))/ (65  2 – )/2X A d n nd d−= −

Where + denotes the XOR operator. The result of the five tests just 
(pass or fail) can be seen in the following Table 2:
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Table 2
The Result of the Five Randomness Keys Generator

5.  Conclusion  

The result from the proposed sub-system key generator presents a 
huge number of keys, these keys can be used in different algorithms with 
different domains for encryption and decryption information such as: still 
images, text, and video. Furthermore; the use of the logic gate and the 
polynomials give more efficient random keys from the two sub-systems. 
Our proposed sub-systems are more powerful and difficult to decrypt 
messages or data because the system can use two different sub-systems at 
the same time, so the first 46 bits in the sender and the second 46 bits of 
keys in the receiver, giving more power to the proposed system and key 
generator. The two keys of 46 bits each first and second, work in different 
ways by using an algorithm, it can be prime keys for the public keys 
algorithm or private keys for the private algorithm. The use of the image 
as the first to generate huge bits by converting the image to binary, which 
gives more space for using the system to complete the generated keys as 
random.
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