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Abstract
This paper provides a detailed discussion about currently proposed Elliptic Curve 

Cryptography (ECC) models focusing on performance parameters such as Security, 
Complexity, Scalability, and cost of deployment. It was observed that Machine Learning 
optimizations including bio inspired computing, deep learning, and transformation models 
outperform other techniques. This discussion is extended via an empirical estimation of 
these models related to the performance metrics under different application scenarios. This 
paper also proposes the calculation of an ECC Performance Metric (EPM), which combines 
the evaluated parameter sets to identify ECC Models that can perform better under multiple 
operating scenarios.

Subject Classification:  11G05, 11G07, 11G16, 11G20.

Keywords: ECC, Security, Curves, Scalability, Complexity, Delay, Cost, Performance, Scenarios.

1.  Introduction

Miller and Koblitz developed the concept that would eventually 
be known as Elliptic Curve Cryptography (ECC) in 1986 and 1987, 
respectively. Despite having substantially smaller key sizes [5], it is an 
asymmetric cryptographic system that offers security comparable to that 
offered by the well-known RSA [3] system. Elliptic curves are used to 
provide public-key encryption, which is based on the algebraic structure 
and function of a curve over a finite graph. This is accomplished by the 
use of a function called a trapdoor. In public-key cryptography, trapdoor 
functions are used to design a system in which travelling from point A to 
point B is straightforward yet impractical. This is achieved by making use of 
a particular mathematical puzzle. Numerous ECC optimization strategies 
have been put out in the literature, focusing either on binary extension 
fields, prime fields or dual field operations and bidirectional extension. 
The vast variety of potential values for the system parameters makes it 
difficult to build a design framework for ECC optimization method 
implementations and compare and assess the many ECC optimizers that 
have been suggested in the relevant literature. [12] Illustrates an accepted 
classification of ECC processor designs by many metrics to distinguish 
between the various ECC improvement approaches, including speed, 
scalability, and security. The four architectures they developed are as 
follows: Dedicated, Generator, Versatile and General Purpose [13–19]. 
Researchers conduct a literature review on ECC optimization approaches 
in this work and provide a resource for models that are used in successful 
ECC implementations. Researchers also provide a summary of the 
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research on ECC optimization. Their literature review is developed in the 
context of a procedural environment utilizing a bottom-up methodology. 
The survey begins by establishing a number of requirements, design 
considerations, and the impact those requirements, considerations, and 
influences have on a variety of distinct system components along with 
the many approaches and methods that may be employed to put machine 
learning to use. This article provides a thorough and well-organized 
examination of several ECC optimization algorithms that may be used in a 
range of application scenarios. In this paper, researchers assessed a variety 
of models based on the various values of the optimization parameters and 
other ECC optimization models that are relevant to the current issue and 
comes up to different conclusions.

2.  Existing ECC optimization techniques – A survey 

Researchers advocate a variety of ECC-based models, each of which 
has a unique set of internal operational characteristics. Researchers provide 
an attribute-based blind signature approach that uses ECC and show that 
it is secured despite the difficulty of the Elliptic Curve Discrete Logarithm 
Problem (ECDLP) [1]. Their approach demands a significant reduction 
in computing and storage resources compared to attribute-based blind 
signature systems.

According to [2], the author done a rapid arithmetics on elliptic curves 
over finite fields using Residue Number Systems (RNS) for an Internet of 
things (IoT) applications and recommend an ECC core based on random 
number generators for concave Edwards curves and compact Weierstrass 
curves.

The elliptic curve scalar multiplication by the parameter k is 
particularly efficient, according to cyber security specialists [3]. In the 
suggested technique, the reseacher used the binary string k which is 
recoded and the multiplication operation is evaluated on the fly.

Security professionals from [4] suggested a new symmetric 
cryptosystem for uncompressed image encryption. In this case, an author 
uses BMP images from prying eyes and the outcomes of the performance 
study provide evidence for the suggested ABE system’s effectiveness.

According to [6], have created image encryption that is resistant 
to chosen- ciphertext and chosen-plain text attacks using the dynamic 
S-box and discovered that the suggested method of image encryption is 
more secure than the most recent alternatives. The suggested approach is 
capable of 60 MB/s of encryption performance.
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An image encryption method based on isomorphic elliptic curves 
that was developed by cryptography experts [7] . The suggested technique 
uses Kobltiz to convert common images into points on an elliptic curve, 
and leads to the cipher text becoming disordered.

As per [8], for the protection of sensitive data, they construct a 
reconfigurable cryptosystem that makes use of ECC on FPGA to safeguard 
data streams by multiplying and adding points on a Koblitz Elliptic Curve 
(KEC) to achieve ElGamal public-key encryption.

The author [9] describe a theft attempt against ECC. Elliptic Curve 
Digital Signature Algorithm (ECDSA), Elliptic Curve Integrated Encryption 
System, Elliptic Curve Diffie-Hellman Key Exchange (ECDHKE), 
ElGamal Encryption and Elliptic Curve Qu-Vanstone implicit certificate 
technique backdoor insertion are all highlighted in depth by researchers. 
Researchers changed the Edwards-backdoor curve’s methodology, and 
using a cryptographic technique for digital signatures hides backdoors to 
compare the execution durations and malicious programs in order to find 
a backdoor.

According to [10], researchers created random numbers for ECC 
using fuzzy logic, which enhances encryption and authentication in IoT 
devices. As per [11], The author has led to the creation of a simple and 
flexible authentication technique for use in automotive data transmission. 
The proposed protocol uses a variety of lightweight operations, including 
Concatenation, XOR, and Hashing (CRH). AVISPA does a security study 
of this approach. An experimental assessment results in a solution time of 
7.96 seconds and an 834-bit data transmission rate.

According to [12], the author presents a 6CC-6CC (clock cycle) dual-
field PM design as well as a 6CC-4CC dual-field PM design in order to 
provide parallel processing and a more effective use of resources. Both 
designs rely on the processing capability of Xilinx Virtex-5 and Virtex-7 
FPGAs. Applications in the actual world demonstrate that the suggested 
designs work well and are adaptable enough to be employed in ECC 
setups.

An Elliptic curve-based paradigm for the secure storage and 
transmission of colour and grayscale images was proposed by the author 
[13]. With an average entropy of 7.9993 for grayscale and 7.99925 for colour, 
this model’s ECDH and ElGamal session key generates good cypher 
pictures. For both colour and black-and-white images, the model shows 
a good NPCR (99.6%) and a low correlation, and it uses less processing 
power and resources by limiting the number of point multiplication 
operations.
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As per [14] presented a novel hybrid methodology for isogeny-based 
cryptosystems based on Edwards Curves (EDC) . He utilized Montgomery 
curves to extract curve coefficients, while Edwards curves are employed 
for a number of different functions and drawn to the conclusion that their 
approach is much faster than the hybrid one.

An ECC processor designed to safeguard the IoT while utilizing little 
power is purportedly examined by security researchers in [15], to minimize 
power and energy use. In order to decrease both storage and power needs, 
the suggested ECPM approach uses the Signed Binary Representation 
(SBR) in combination with the m-ary strategy which results in less wasted 
space and power.

Due to its shorter key and improved security, elliptic curve 
cryptosystem is well-liked and used in wireless sensor networks. According 
to [16] develop k for scalar multiplication kP, which accelerates the scalar 
multiplication technique, using the triple-based chain foundation of 2,3,7. 
Using Co Z in the Septuple Elliptic Curve (CZ SEC) formula results in a 
save of 8.3%. The approach is resistant to side channel assaults because of 
the inherent resilience of the triple-based chain.

The pros and cons of using Huff curves in isogeny-based encryption 
are discussed in [17]. To retrieve the curve coefficient from a particular 
Huff curve point for SIDH, the author provide a novel formula by using 
Edwards curves to get the image curve coefficient and Huff curves to 
apply the Square-root Vélu (SV) formula. Although the outcomes of Huff-
SIDH and Montgomery-SIDH are equivalent, Huff-CSIDH is 6 percentage 
points faster.

According to [18] suggest a Block-Based Elliptic Curve (BBEC) public 
key encryption is used as the initial encryption phase in the strategy to 
tackle the symmetric key distribution and management issue and conclude 
that the suggested strategy is quicker and safer than other alternatives. The 
features include resistance to statistical, differential, and noise assaults, 
a wide key space, altering pixel values depending on the key, and low 
correlation.

According to [19], a reseacher provides a hybrid method to exchange 
secret keys and cloak communications between a sender and reciever by 
introducing a complex chaotic 2D map with strong positive Lyapunov 
Exponents (LE) and combining the chaotic pseudo-orbits of the proposed 
map with elliptic curves in public key cryptography which results 
resilience against attacks.

Work carried out by [20] a  hardware implementation of modular 
multiplication over five NIST-recommended prime fields for lightweight 
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ECC is provided. Conducting interleaved modular multiplication takes 
less time if you use the Modified Radix-2 Interleaved Method (MRIM). 
Implementations on Virtex-6, Virtex-5, and Virtex-4 FPGAs demonstrate 
that the proposed design significantly outperforms past techniques of 
modular multiplication in terms of hardware resource usage and area-
delay product.

The ECC-based Ant Colony Optimisation Adhoc was recommended 
by research by [21]. When messages are distributed across the Internet 
of Vehicles (IoV), the On-demand Distance Vector (ACO-AODV) routing 
protocol helps drivers avoid questionable vehicles. An ACO-AODV-based 
secure route selection that stays clear of hostile vehicles and is based on 
the goal of communications. A trust level calculated from status message 
exchanges underlies the Malicious Vehicle (MV) detection technique. 
Their process is comprised of these three parts. Experiments demonstrate 
that the proposed approach outperforms state-of-the-art methods.

According to [22], The authors of this article propose a novel 
authentication approach by using Burrows-Abadi-Needham (BAN) logic, 
the suggested method’s mutual authentication in order to ensure the 
secrecy of communications and increase their effectiveness. The proposed 
approach uses just point-additive ECC for communication signature and 
verification. Their suggested solution has less computational cost than 
prior ones as it does not use ECC-based point multiplication.

The author [23], discusses digital data encryption and makes use 
of an underlying substitution-permutation network by using a pair of 
Bijective Maps (BiM) form the basis of the method. This approach uses 
elliptic curves to provide safe containers for cryptographic data. The 
most perplexing image data has been replaced with created replacement 
boxes to eliminate any ambiguity. The suggested method uses little CPU 
resources and could be able to encrypt images in real time.

As per [24], Researchers look into group extensions of a popular 
key exchange protocol, the elliptic curve variation of the Diffie-Hellman 
protocol, using the NIST-standardized elliptic curve and Four Q curve. 
Automotive-grade ARM and Infineon processors are used to build and test 
protocols. Researchers employ CAN and CAN-FD as their communication 
platform in this cutting-edge study. When dealing with elliptic curves, 
processing time matters more than bandwidth.

The researchers created [25] Certificateless Elliptic Curve Aggregate 
Signcryption (CL-ECASC) for the IoT to increase authentication efficiency, 
safeguard private data from prying eyes, and do away with time-
consuming processes like certificate maintenance and key escrow. On 
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elliptic curves, CL-ECASC offers protection against computational Diffie-
Hellman difficulties and discrete logarithm problems which results into 
quicker calculation efficiency and cheaper transmission costs.

According to [26], In this paper, researchers rediscover the Montgomery 
reduction for NIST primes and offer a new modular reduction strategy by 
providing an effective ECC coprocessor over NIST prime fields using this 
novel modular reduction mechanism and other optimization methods. 
In compared to earlier investigations, the recommended coprocessor is 
relatively quick, with a 194.7 k gate count and a multiplicative time of 
0.055 milliseconds for elliptic curve points.

Using the Symmetric Cryptosystem of the Elliptic Curve (SCEC), 
encrypted integers may withstand up to 40% of damage, according to [27]. 
SCEC uses chaos to build a nonlinear 88 S-box to fight against linear attacks 
by adding a random permutation step before encryption for security. 
Occlusion noise, Gaussian noise, additive noise, and multiplicative noise 
were all applied to encrypted images for assessment. The testing outcomes 
show the superior calibre of SCEC’s cryptographic features but provide 
extra noise protection for encrypted images.

The author [28], in this paper provides an RFID authentication 
technique that is based on the hyperelliptic curve Signcryption (RFID-AS). 
The RFID-AS offers protection against system flaws and assaults and 
validated the security of RFID-AS using the Automated Validation of 
Internet Security Protocols and Applications (AVISPA) and Real-Or-
Random (ROR) paradigm. The efficiency of their method’s compute 
overhead is 70%, its communication overhead is 42.7 percent, and its 
storage overhead is 57.3 percent.

According to [29] research, to deploy a large field-size ECC is more 
challenging. The authors of this paper provide a novel PM strategy for 
enhancing signal throughput and resource productivity. The results 
demonstrate the large field-size ECC processor’s suitability for use in a 
variety of high-security activities.

According to [30], the authors have developed DPF-ECC, a broad 
framework for speeding ECC algorithms across the prime field by 
using DPF processing capability, to solve the drawbacks of integer-
based approaches. Researchers created the well-known ECC schemes 
Curve25519/448 and Edwards25519/448, which are used in TLS 1.3, SSH, 
and other protocols, to assess the proposed DPF-ECC framework in reality. 
The DPF-ECC framework is a strong contender for ECC implementation 
in practical reality since it just requires the widely used IEEE 754 floating 
point standard.
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The Researchers [31] provide a cryptographic-based ECC-enabled 
RFID mutual authentication method for IoV. The proposed protocol 
consists of three steps: setup, tagging, and the server. The suggested 
protocol consider costs of compute, communication, and storage and 
provides high performance metrics . To dramatically strengthen network 
security for the IoV, a Blockchain-based RFID-enabled IoV security 
architecture has been developed.

In order to decrease the processing time required for scalar 
multiplication, kP, a high-performance S-ECIES crypto processor is 
proposed in [32]. A Montgomery Ladder Scalar Multiplier (MLSM) was 
built in the crypto processor using Gaussian normal bases and random 
curves over GF (2163) and GF (3163), (2233). For GF (2 163) and GF (2 233), 
decryption takes 8.10 and 11.9 seconds, but encryption takes 20.70 and 
30.90 seconds.

Work carried out by [33] claimed that, a Wireless Body Area 
Network (WBAN) system called Technology for Medical Information 
Systems (TMIS) may help with remote healthcare delivery and entails 
the open exchange of private patient data. The author suggest merging 
biometric and ECC mutual authentication by using a three-factor mutual 
authentication system for TMIS that is based on ECC. Compared to other 
protocols of a similar kind now in use, theirs is more secure and has 
reduced communication costs.

The researchers [34] provide a deep learning-based technique for high-
capacity image steganography, to make the secret image more difficult 
to decipher, by using DCT and then encrypted with ECC. The results of 
the experiments demonstrate that the technique can successfully assign 
each pixel, resulting in a steganographic capacity of 1. The steganography 
image’s PSNR and SSIM values, 40 dB and 0.96 dB, are much greater than 
the baseline.

Researchers [35] provides a conditional, low-overhead authentication 
mechanism for Vehicular Ad hoc Networks (VANET) that protects 
privacy. The proposed approach, which is based on ECC, substitutes an 
initial public parameter and key into each RSU for the on-border unit TPD. 
The effectiveness of the suggested technique has been assessed, and the 
results demonstrate that it is more efficient than traditional ways in terms 
of calculation and communication time and cost.

Reduces computational complexity and improves hardware 
implementations are two benefits of Binary Ring -LWE (BRLWE) [36]. 
In this study, two effective designs for Inverted Binary Ring -LWE (INV 
BRLWE)-based encryption are proposed, with a particular focus on the 
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operation of AB+C over the polynomial ring Zq/(xn+1). Experimental 
findings demonstrate that the provided topologies greatly reduce area-
delay product by 71.23 percent when compared to traditional techniques. 
Both solutions are suited for use in low-weight software since they are 
both time and space economical.

The article develops a safe ECDSA [37] , which may be impervious to 
the weak randomness attack used by ECDSA against Bitcoin and may be 
integrated into blockchain-based digital currency trading platforms, that 
eliminates the need for the inverse procedure of signature and verification. 
ECDSA is 51% slower than the other existing techniques.

According to study [38], the ECC point multiplication algorithm 
is provides a high-performance design for ECC over Curve448 uses a 
Karatsuba formula for an asymmetric digit multiplier that works well with 
asymmetric DSP primitives.It decreases the number of necessary DSPs 
while preserving performance by using pipelining and parallelization.
In terms of Area Time, the suggested plan is 63% more efficient. The 
study ends with a number of side-channel defenses, such as continuous 
randomization, base-point randomization, and scalar blindness.

According to [39] research, a Flying Ad-hoc Network (FANET) 
consists of Unmanned Aerial Vehicles (UAVs) responsible for multi-hop 
ad-hoc communication. The authors of this work provide instructions for 
building a CL-KESC that uses Hyperelliptic Curve Encryption (HECC) 
and the key size is 80 bits as opposed to an elliptic curve’s 160 bits. The 
suggested solution was shown to be more secure and to perform better 
overall in performance studies comparing it to current options.

According to [40], Researchers provide a technique for encrypting 
chaotic images that accelerates the production of chaotic sequences by 
taking use of pixel-level parallelism over points on an elliptic curve are 
used to produce a chaotic sequence with discrete structure. The suggested 
solution performs better than EC-based image encryption methods in 
terms of efficiency. Through tests on a quad-core CPU, the suggested 
strategy has been demonstrated to increase the efficiency of parallelization, 
producing a 3.93 speedup.

In order to address the issues with the Evolved Packet System 
Authentication and Key Agreement Protocol (EPS-AKA) that plague 
LTE networks, the author proposes [41] a Group Security Authentication 
and Key Agreement Protocol Built by ECDHKE (GSAKA-ECDHKE). To 
generate and disperse secret EC keys for encrypting and securing routing 
authentication parameters, GSAKA-ECDHKE makes use of ECDHKE 
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and a hash function. The proposed technique requires less time for 
communication.

When calculating point addition and doubling on an elliptic curve, 
the unified point addition rule prevents information leakage through a 
side channel, as stated in [42]. The paradigm of Binary Huff Curves (BHC) 
provides a consistent point-addition elliptic curve framework. With 
this new unified BHC method, researchers have improved side-channel 
security by adding new unified point addition methods with higher clock 
frequencies and throughput.

The literature presents several security strategies for IoT, some of 
which are multi-factor authentication systems. This paper provides the 
first independent evaluation of Kumari et al. ESEAP [43] system’s security.
To further strengthen security, researchers propose the RESEAP protocol 
in the second phase.When compared to ESEAP, RESEAP is far more secure 
and effective.

The use of Chaotic Maps (CM) for multiple-image encryption was 
proposed by experts [44]. The outcomes of the experiments demonstrate 
the effectiveness, security, and speed of the proposed method. The 
proposed method is more reliable and productive than alternatives.

Accoding to study, Researchers [45] developed a safe ECC (SECC) 
based authentication technique for Internet-of-Drones (IoD) over FANET. 
The efficiency and effectiveness of the proposed security mechanism is 
shown by a comparison with state-of-the-art methodologies, demonstrating 
that the work presented in this paper is suitable for application in the IoD.

This study [46] fills a knowledge vacuum by introducing parking 
recommendation systems based on LDP and ECC. Researchers proposed 
HMAC as an alternative to ECC for providing privacy and security in online 
interactions. Their research demonstrates that their proposed method 
requires very little more space for storage, calculation, or transmission.

In some approaches, the public key of the utility supplier is used to 
encrypt data on energy use, which the utility supplier can then decrypt 
if it obtains the encrypted data. A Modular Elliptic-Based (MECC) 
multidimensional data aggregation method was recommended by 
researchers for the smart grid [47]. A different key is given to the metre if 
the electrical company is unable to decrypt the meter’s readings. Meters 
may now provide multiple types of data simultaneously due to the 
proposed method’s scalability.

A researchers [48] proposed a system for secure and fast authentication 
for cloud-assisted SMS using ECC for Common Services and Entities 
Framework (CSEF). The ECC and hash function used by CSEF allow for 
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secure two-way authentication between healthcare providers and the 
cloud. The CSEF is more effective in both computing and communication 
than its competitors.

According to [49] studies, in order to protect the IoT, researchers 
develop the idea of One-Time Passwords (OTPs) and provide an 
OTP generating technique that utilizes ECC and isogeny. The author 
evaluate their method against two others, one based on a hash message 
authentication code and another on the passage of time. Proof of the safety 
and effectiveness of their method is shown by its performance outcomes.

Work carried out by [50] focuses on four main metrics: mistake rate, 
throughput, categorization accuracy, and security. As a result, it is clear 
that researchers have proposed a wide range of ECC models, each of 
which differs in terms of its internal operating characteristics. To choose 
the best ECC models for particular security deployments, the next section 
compares the models’ encryption and decryption delays, computational 
complexity, deployment cost, security level, and scalability levels.

According to [51] , in order to maintain confidentiality and 
authentication of data for military use, the idea of ECC and Identity Based 
Public Key Cryptography, this author suggests a certificate less asymmetric 
key based cryptographic technique. By doing away with the necessity for a 
digital signature or certificate, the suggested solution improves efficiency 
in terms of decreasing the time required for encryption and decryption.

For the military heterogeneous wireless sensor network (MHTWSN), 
a researcher [52] suggested a unique secure multipath routing protocol 
(NSRP) to ensure secure data transfer. To identify trusted neighbour 
nodes in the MHTWSN and create secure multiple paths for dependable 
data transmission, NSRP uses ECC. The protocol offers a reliable key 
management system that improves security and network performance. 
Compared to previous key management systems, NSRP has reduced 
communication overhead, memory requirements, and energy 
consumption.

To lessen the complexity at the client side, a researcher [54] introduces 
a lightweight authentication protocol solution for WBAN based on ECC. 
Researchers have enhanced mutual authentication, session key security, 
forward security, and computational and storage costs with this new, 
unified approach.Security study has shown that the real protocol is secure 
under the Dolev-Yao attack scenario using game-based evidence and 
AVISPA. 
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Results analysis and comparison

To help readers choose the best models for their application-
specific use cases, the reviewed models are compared in terms of various 
empirical characteristics, such as encryption and decryption delays 
(EDD), computational complexity (CC), cost of deployment (CD), security 
level (Se), and scalability (Sc) levels. The measurements’ values were 
transformed into fuzzy performance level ranges of Very High (VH), High 
(H), Medium (M), and Low (L). The performance of the reviewed models 
is summarised in table 1 using this method as follows:

Based on this performance evaluation, it can be observed that 
BBEC [18], LE ECC [19], BiM ECC [23], and QECC [24] showcase low 
computational complexity levels. Thus, they can be used for application 
use cases that require low complexity operations. It can also be observed 
that BP ECC [5], SV ECC [17], BiM ECC [23], and HECC [28] showcase 
lower deployment cost, thereby making them highly useful for low-cost 
network deployment use cases.

It was also observed that CRH [11], SETUP [9], SV ECC [17], LE 
ECC [19], BiM ECC [23], and SCEC [27] showcase lower encryption & 
decryption delays, thus making them useful for high-speed network 
application scenarios. In terms of security levels, Kobltiz ECC [7], CRH 
[11], MRIM ECC [20], BAN ECC [22], BiM ECC [23], QECC [24], RLWE 
ECC [36], and GS AKA ECDH KE [41] showcase better performance, thus 
can be used for high-security application deployments. While, in terms 
of scalability levels, CRH [11], ACM [13], BiM ECC [23], NIST ECC [26], 
SCEC [27], ECDLP [37], and CSEF ECC [48] are capable of achieving better 
performance, thus can be used for large-scale deployments. These metrics 
were combined to form an ECC Performance Metric (EPM), which was 
evaluated via equation 1,

1 1 1
5 (2)Se Sc

CC CD EDD
EPM += + + + …...(1)

Based on this evaluation, it can be observed that BiM ECC [23], CRH 
[11], QECC [24], SCEC [27], BP ECC [5], SV ECC [17], LE ECC [19], RLWE 
ECC [36], HECC [28], Kobltiz ECC [7], and ECDLP [37] showcase lower 
complexity, lower cost, lower delay, with high security and high scalability, 
thereby making them useful for a wide variety of real-time use cases
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Table 1
Performance analysis of different ECC Models

Sr. No. ECC Model CC CD EDD Se Sc Sr. No. ECC Model CC CD EDD Se Sc
1 ECDLP [1] H M H H M 23 MLSM ECC [32] VH M H H L

2 ECPT [2] H M H H M 24 DCT ECC [34] H H VH H H

3 RK FND [3] VH H VH H H 25 RLWE ECC [36] M H H VH H

4 CDE [4] H H VH H L 26 ECDLP [37] H M VH H VH

5 BP ECC [5] M L H H H 27 MLS ECC [38] H M H H H

6 HM ECC [6] M H H H H 28 CL PKC [39] M H VH H M

7 KobltizECC [7] H M VH VH H 29 GSAKA ECDH 
KE [41]

H H VH VH H

8 KEC [8] H VH H H M 30 BHC ECC [42] H H VH H H

9 SETUP [9] H H M H H 31 RES EAP [43] M H H H M

10 ADFTECC [10] H H H M H 32 CM ECC [44] H M VH H H

11 CRH [11] M M L VH VH 33 SECC [45] H H VH H H

12 ACM [13] H H H H VH 34 LDP ECC [46] M H VH H M

13 EdC [14] H H H H H 35 MECC [47] H M VH H H

14 SPA ECC [15] M VH H H M 36 CSEF ECC [48] H H H H VH

15 CZ SEC [16] H M H H L 37 LEC DS [50] M H VH H H

16 SV ECC [17] H L M H H 38 QECC [24] L H H VH H

17 BBEC [18] L H H H M 39 CLEC ASC [25] H H H H H

18 LE ECC [19] L H M H H 40 NIST ECC [26] H H H H VH

19 MRIMECC [20] M H VH VH M 41 SCEC [27] H M M H VH

20 ACOECC [21] H M VH H H 42 HECC [28] H L H H H

21 BANECC [22] H H VH VH H 43 MPM ECC [29] H M H H M

22 BiMECC [23] L L M VH VH 44 DPF ECC [30] H H VH H H

3.  Conclusion and Future scope

This study analyses and contrasts a wide range of ECC models with 
regard to the internal working characteristics of the models under a number 
of different conditions. This paper provides a comparison of various ECC 
models in terms of their encryption and decryption delays, computational 
complexity, cost of deployment, level of security, and scalability levels 
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to assist in the selection of optimal ECC models for various security 
deployments. The result yields that BBEC, LE ECC, BiM ECC, and QECC 
all exhibit low levels of computational complexity and thus are suitable for 
usage in application use cases that call for processes of modest complexity. 
Due to their low costs of deployment, BP ECC, SV ECC, BiM ECC, and 
HECC are well-suited for use cases that include the development of low-
cost networks. Also, it was found that CRH, SETUP, SV ECC, LE ECC, BiM 
ECC, and SCEC had shorter times required for encryption and decryption, 
which makes them suitable for usage in situations involving high-speed 
network application scenarios. Performance-wise, Kobltiz ECC, CRH, 
MRIM ECC, BAN ECC, BiM ECC, QECC, RLWE ECC, and GS AKA ECDH 
KE are superior to Kobltiz ECC, MRIM ECC, BAN ECC, and BiM ECC and 
thus they find place in high-security application deployments. Based on 
the comparison, it is realized that BiM ECC, CRH, QECC, SCEC, BP ECC, 
SV ECC, LE ECC, RLWE ECC, HECC, Kobltiz ECC, and ECDLP showcase 
lower complexity, lower cost, and lower delay, along with high security and 
high scalability, which makes them useful for a wide variety of real-time 
use cases. In future, these models will need to be evaluated on a variety 
of application scenarios, and can be expanded with the use of machine 
learning optimizations for different ECC curves. This performance can 
also be optimized by using pattern-learning deep nets, which will help 
in selecting the ideal parameter section for deployment use cases that are 
context-specific under different application sets.
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