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Abstract

With the advancements in technology, blockchain systems have seen widespread use
and rapid growth in the field of data security and verification. Blockchain is used in a variety
of applications, including financial transactions, healthcare, insurance, Internet of Things,
education, and many more, with the promise of increased skills and resilience. This smart
distributed peer-to-peer design drew interest from a variety of businesses and communities
outside the financial sphere. The major focus of the proposed work is on security challenges
and limitations of Ethereum-based smart contracts. Ethereum smart contract is vulnerable
to reentrancy security attack. The proposed work analyze reentrancy attacks and assess
countermeasures to dissuade vulnerabilities on the network.
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1. Introduction

Blockchain is a distributed ledger that uses cryptographic techniques
for encryption of information and creates and validates data structures
with algorithms. Data is stored in blocks and are connected in such a
way that new blocks can be added and cannot be deleted. This new
technology is started by Satoshi Nakamoto in 2009 when he created the
first cryptocurrency bitcoin which is peer to peer open ledger [1]. Bitcoin
successor Ethereum is a platform that supports external accounts and
smart contracts also.

Cryptocurrencies are vulnerable to security attacks and these
technologies are prone to security challenges [9][10][11]. One such attack is
Reentrancy attack. Reentrancy attacks are a result of a contract performing
an action before updating the corresponding state value; an example of
this would be withdrawing ether from a bank before updating the user’s
account value. If the user has enough ether to withdraw the ether from the
users account and then update the user’s balance.

The purpose of this research was to identify effective strategies for
dealing with the exploit identified in Smart Contracts built with Solidity.
Based on the proposed system, it can be concluded that an effective way to
prevent reentrancy attacks with the fix is demonstrated.

The paper is organized as follows. In section 2, we construct
background of the work. Section 3 discusses a motivation that study
different types of reentrancy attacks and existing defense mechanisms.
Section 4 provides the system architecture of the proposed work and
section 5 demonstrate the implementation details about fixing reentrancy
attack. Finally, in section 5 we draw conclusions.

2. Background
A. Ethereum

Ethereum [2] is one of the popular blockchain platforms which can
create algorithms written in general purpose programming languages
allowing to develop simple applications ranging from wallet applications
to complex financial applications. The programs are called smart contracts
and transactions to Ethereum by the users can design smart contracts, call
functions of contracts and/or transfer ethers.
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B. Solidity

Smart contracts are coded in high level programming language
solidity [3] and compiled to Ethereum Virtual Machine (EVM) byte code.
First line of solidity code defines solidity version.

C. Reentrancy attack

Reentrancy attack in solidity [4] occurs when funds are withdrawn
repeatedly from a smart contract and transferred to unauthorized smart
contract till the funds get exhausted.

A reentrancy attack creates a recursive process that transfers funds
between two smart contracts, the vulnerable contract and the malicious
contract [5]. Figure 1 shows the attack scenario. Here are the steps of a
re-entrancy attack:

1. Thebad actor makes a call on the vulnerable contract, “X,” to transfer
funds to the malicious contract, “Y.”

2. Contract X determines whether the attacker has the necessary funds,
then proceeds to transfer the funds to contract Y.

3. Once contract Y receives the funds, it executes a callback function
which calls back into contract X before the balance is updated.

4. This recursive process continues until all funds have been exhausted
and transferred.

2. Recursive call:
contract Y calls
back into X before

Contract X its balance is Contract Y
updated

checkbalance()

sendfunds() fallback

function()

updatebalance()

1. Send funds

Figure 1

Reentrancy attack scenario

D. Main Wallet Smart Contract

pragma solidity 0.4.25; contract CashStore

{
int bal;
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address public admin; constructor() public

{
bal = 100;
admin = msg.sender;

}

function getAdmin() public view returns (address) { return admin;

}
modifier onlyAdmin() { require(msg.sender == admin);_;

}

function getBalance() view public returns(int)

{

return bal;

}

function withdraw(int amt) public onlyAdmin

{
bal = bal - amt;

}

function deposit(int amt) public onlyAdmin

{

bal = bal + amt;

b

3. Motivation

Reentrancy attacks are one of the common threats in Ethereum
blockchain, which are associated with the Solidity programming language.
The attacks occur when an adversary leverages an external call of a smart
contract by forcing the contract to execute additional code by utilizing a
fallback function to call back to itself.

There are two types of reentrancy attacks [5] single-function and
cross-function attack. A single-function attack occurs when the adversary
attempts to recursively call the vulnerable function. A cross-function attack
occurs when the target function state is shared with another function that
the adversary desires to exploit.

Current Defensive Methods

There are different methods used to protect smart contracts from
reentrancy vulnerability. These proactive methods, which are utilized
before the deployment of the smart contracts [7][12], are vulnerability-
detection tools for Ethereum smart contracts [8], security based on
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programming languages, and security based on the development of smart
contracts [6].

4. System Architecture

The wallet application as shown in Figure 2 maintains information
about your crypto balance while also allowing to conduct transactions via
the Smart Contract and its security implementations from Attacks that
have been mentioned.

The language which we are using is solidity and we have to mention
the version number before we start writing the smart contract. We have to
mention the name of the contract so in this case, we will be naming our
contract “bank “. In the contract bank class, we make our functions in this
case being deposit, withdraw and balance of type uint. Every function has
an access specifier of public. We will also be using the view modifier for
the balance function as it is just fetching a value. After completing the
contract, we compiled it and is followed by its deployment. The smart
contract is then connected to a test network by selecting the Injected web3
option for the environment. And now the contract can be deployed on the
test network (ganache or ropsten). A suitable front-end UI is made and
then connected to contract so that it becomes easier for the end user to
conduct their desired tasks.

Wallet Application

withdraw()/deposit() [--------------smomomee

getBalance() [~ Reentrancy

Figure 2

Architecture Diagram

5. Implementation
A. Reentrancy Target Smart Contract

While running the code will have a recursive loop that keeps going
through and it never actually takes ether from the sender’s balance because
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this bank address stop balance is not the sender’s address balance it is the
balance of the smart contract. It is like a bank has a whole bunch of users
there’s a large amount that is the bank address balance however the users
balance is only a small portion of that so what will happen is we go in and
we keep recursively taking out ether until the bank is completely empty
and now calling user has all the ether in the bank not just the ether they
originally contributed. The reason that this works in this recursive loop is
that because never actually get to the statement where we withdraw our
amount from our balance every single time, we check that our withdraw
amount is less than our balance it’s always true so we're actually just
taking ether from the hole and not ether from yourself until we finally run
out of ether.

pragma solidity ~0.4.2; contract Target {
mapping (address => uint) private balances; address public owner;

constructor() public { owner = msg.sender;

J
function deposit() public payable {

require((balances[msg.sender] + msg.value) >= balances[msg.sender]);
balances[msg.sender] += msg.value;

}

function withdraw(uint withdraw Amount) public {
require(withdrawAmount <= balances[msg.sender]); require(msg.
sender.call.value(withdraw Amount)()); balances[msg.sender] -=
withdraw Amount;

iy

B. Reentrancy Attack Smart Contract

One is a vulnerable smart contract and the second one interacts with
that smart contract so that we can exploit it and take all the money from
the contract. In the smart contract that we're going to exploit, we have a
deposit and a withdraw function. The deposit function allows us to get
money into the smart contract in the form of ether. We have also contract
naming which in other programming languages are like classes and also
has a couple of variables. In order to interact with this contract, we have
another smart contract.
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In this smart contract we have created an interface to the target. We
have done that by copying the function definitions. First thing is to put
the pragma on top, this is something that needs to be at the top of every
solidity contract, and it says what version we’re using. We have made the
target interface since we'’re interfacing with the target and then we have
pasted the function definitions from the target which includes the deposit
function which allows us to interact with the deposit function and the
withdraw function too.

We deploy the contracts to a local JavaScript VM. Once we deploy it we
will get a target address we should copy into the target address placeholder
since that will be the address we need to target the smart contract. We will
set up the bank address and then we’ll use our target interface to call that
bank address and we will set it to the address of the contract that we just
deployed which would usually be an address on the blockchain. We set
up the deposit function so that we can deposit ether inside of our deposit
function. We're going to use our bank address interface we created and
we're going to use the deposit function from the interface we're going to
use the value of the amount that we have mentioned in the code which
is the one ether. We then created a function that will get the balance that
we just deposited to the account named getTargetbalance and we're going
to make sure that that returns our value and that it’s a public function.
Then we return a unit value of our ether so we'll say return and we’ll say
our address, our address is going to be the bank address and then we
use balance to get the balance of the contract and then from there we can
deploy.

Then we are adding some extra functions, first function is the attack
function, all this does is use the bank interface and withdraw the amount
the amount is the one ether, the next function will automatically be called
when somebody’s sending money to us so we don’t even need a name
for this function we're going to mark it payable so we can accept money
and then we're going to say if the bank addresses balance is less than the
amount where that we're asking for which is 1 ether then we're going to
call the withdraw function again and this is going to create our recursive
loop. First, we save it and then redeploy, and we’ll see our new retrieve
stolen funds so what we do is we're going to deposit our amount through
its recursive loop ran this attack and while never being updated to our
balance we’re able to steal everybody else’s money.

pragma solidity 20.4.2; contract targetInterface{
function deposit() public payable;
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function withdraw(uint withdraw Amount) public;

}

contract simpleReentrancyAttack{ targetInterface bankAddress =
targetInterface(0xd9145CCE52D386£254917e481eB44€9943F39138); uint
amount = 1 ether;

function deposit() public payable { bankAddress.deposit.value(amount)

0;
}

function getTargetBalance() public view returns (uint){ return
address(bankAddress).balance;

)
function attack() public payable { bankAddress.withdraw(amount);

}
functionretrieveStolenFunds() public{msg.sender.transfer(address(this).
balance);

}

function () external payable {

if  (address(bankAddress).balance >= amount){ bankAddress.
withdraw(amount);

}

}

}

C. Reentrancy Fix Smart Contract

The first thing we will do is create a new file. In this smart contract
file, we're going to create two functions, the first function is going to
return the tx.origin address and the second function is going to return
the msg.sender address of whoever calls this contract that way we can
illustrate the differences and we’ll understand why we can create a man
in the middle attack on the blockchain using a malicious smart contract
rather than confuse the matter with a more complicated example.

We'll create a contract and in here we're going to create two functions
so the first function is going to be return tx address it’s going to be public
and it will return an address then we'll create an address variable and it
will return the tx.origin so now what we're going to do is just copy paste
this because the other functions can be basically the same thing except that
it'’s going to return a msg.sender and since we're already familiar with
msg.sender that the message.sender is a person who actually called this
contract now what we need to do is create a smart contract that calls these
functions so we can see the difference between msg.sender and tx.origin
in reality this would be our malicious contract that we're fishing a user
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with but in our case it’s just going to be two simple functions that call
these functions to show the difference so we create a new file and we’ll
go through the code anyway so we have an interface that we set up kind
of like with our reentrancy attack where all we do is we copy paste the
function definitions from hello and we'll replace public with external so
now we have our target interface and we can use that target interface to
link it up with the address in the blockchain then we add the address and
then we will call it hellointerface = target interface( of the address).

You could create a malicious smart contract that convinces a user to
take an action and when they actually take that action it passes through to
the contract that maybe they only have authorization on, for example, with
the authorization you had to kill function like maybe we wanted to kill
that contract but we didn’t have authorization to do it so we could create
a contract to convince a user to make a transaction through our smart
contract that then passes on their credentials into the other contract to kill
it if the check was using tx.origin instead of msg.sender so that’s where the
vulnerability lies. The vulnerability lies right on this line, the line where
we're actually using msg.sender or tx.origin. So if we do something like
owner equals tx.origin we now have a vulnerability because it’s actually
checking the wrong thing it’s not checking who called it checking the
original account regardless if it was passed through.

pragma solidity ~0.4.2; contract Target {

mapping (address => uint) private balances; address public owner;
bool internal locked; modifier noReentrant() {

require(!locked, “No re-entrancy”); locked = true;

l_ocked = false;

}

constructor() public {

owner = msg.sender;

}

function deposit() public payable {

require((balances[msg.sender] + msg.value) >= balances[msg.sender]);
balances[msg.sender] += msg.value;

}

function withdraw(uint withdrawAmount) public noReentrant {
require(withdrawAmount <= balances[msg.sender]); require(msg.
sender.call.value(withdraw Amount)()); balances[msg.sender] -=
withdraw Amount;

}

}
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6. Performance Analysis

To measure efficiency of security and performance in fixing the
reentrancy attack, we performed test case execution in Hyperledger caliper,
which is used for blockchain performance marking. The performance
metrics chosen are throughput and latency. The test is conducted by
varying the request rate. The throughput graph and latency graph as
shown in Figure 3 and 4, the transaction number is plotted in X axis and
transaction per second in y axis.
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Figure 3 Figure 4
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7. Conclusion

Proposed system identifies effective strategies for dealing with the
reentrancy identified in Smart Contracts built with Solidity. Despite
the negative connotations, exploits like these are important for the
improvement for Smart Contract and Solidity development in general.
Performance analysis is done for the fix of reentrancy attack by the metrics
throughput and latency. Future exploration into contract modification
techniques could be useful to finding further susceptibilities like these.
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