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Abstract

In elliptic curve cryptography (ECC for short), point multiplication (or scalar
multiplication) is the dominant operation. It is a very important matter to improve the
efficiency of point multiplication for practical use. In ECC, recoding methods of the scalars
play an important role in the performance of the algorithm used. One such example is the
width-w non-adjacent form (w-NAF). Bosma (2001) proved that the Hamming weight of the
NAF (2-NAF) is minimal, and Muir and Stinson (2005) proved that the Hamming weight
of the w-NAF is minimal. As other examples, the generalized non-adjacent form (GNAF)
and the 7 -adic non-adjacent form (7 -NAF) are known. Clark and Liang (1973) proved that
the Hamming weight of the GNAF is minimal by constructing an injective map. A similar
strategy was adopted by Hakuta, Sato, and Takagi (2010) to prove the minimality of the
Hamming weight of the 7 -NAF. In this paper, we shall give an alternative proof of the
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minimality of the Hamming weight of the 3-NAF (w-NAF with w = 3). We also discuss that
our alternative proof may not work in the case w > 4.
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1. Introduction

Elliptic curve cryptography (ECC for short) was proposed in 1985
independently by Koblitz [10] and Miller [13]. ECC provides faster
computation speed with a shorter key length. Several cryptographic
protocols based on elliptic curves have been proposed (cf. [12]), and
there are many discussions on ECC implementation (cf. [6]). For a given
point P on an elliptic curve E and a positive integer d, the computation
of [d]JP=P+---+P €E (d times) is called point multiplication (or scalar
multiplication), and point multiplication is the dominant operation
in ECC. It is a very important matter to improve the efficiency of point
multiplication for practical use. In ECC, recoding methods of the scalars
play an important role in the performance of the algorithm used. For
example, the width-w non-adjacent form (w-NAF) is one of the most
efficient algorithms of computing point multiplication. The width-2 non-
adjacent form is also called the non-adjacent form (NAF). Reitwiesner
showed that the Hamming weight of the NAF (2-NAF) is minimal [16].
This result was also shown by Bosma [4]. Muir and Stinson proved that the
Hamming weight of the w-NAF is minimal among all 2-adic expansions
with respect to the digit set of the w-NAF [15]. The generalized non-
adjacent form (GNAF) and the 7 -adic non-adjacent form (z -NAF) are
also recoding methods of the scalars. Clark and Liang in [5] proved that
the Hamming weight of the GNAF is minimal by constructing an injective
map. The minimality of the Hamming weight of the z -NAF for Koblitz
curves [11], [17] was proved by Avanzi, Heuberger, and Prodinger in [1]
and [2], and by Hakuta, Sato, and Takagi in [7]. Similar discussions for
hyperelliptic Koblitz curves can be found in [8]. In particular, a similar
strategy was adopted by Hakuta, Sato, and Takagi in [7] to prove the
minimality of the Hamming weight of the 7 -NAF.

In this paper, we shall give an alternative proof of the minimality
of the Hamming weight of the 3-NAF (w-NAF with w = 3) in [15]. Our
new proof might be useful to understand whether the minimality of the
Hamming weight of other NAF-like expansions (cf. [3], [14]) holds or not.
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We also discuss that our alternative proof may not work in the case w > 4
(Remark 2 in Section 5).

2. Notation and mathematical preliminaries

Throughout the paper, we use the following notations. We use the
symbols N:={0,1,2,...}, N _:=N\{0}=({1,2,...}, and Z to represent
the natural numbers, the positive integers, and the rational integer ring,
respectively. For x €Z, we denote by | x| the standard absolute value of x.

Let ¢,¢'eN_, and let w be a positive integer satisfying w >2.
Recall that a non-adjacent form (NAF) of a €N  is an expression
NAF(a)=(b,_,,...,b,),, where a=% b2, b {0,£1}, b_ #0, and
bb. =0 for 0<i</-2. Set

i i+l
D™ :=1{0,+1,£3,...,+2" " - 1)}

for each w > 2. For arbitrary ¢ eN, nD™, we denote —c by ¢ and we

sometimes denote an element of D™ \ {0} = {£1,£3,...,+(2""' -1)} by "¥.
For a finite set S, we denote the cardinality of S by #S. We briefly
review the definition of the width-w non-adjacent form (w-NAF) and its
properties.

Definition 1 ([9, Definition 3.32]) : A width-w non-adjacent form (w-NAF)
of @ eN_ is an expression

(b, ,.--,by),,

where a=Yb2, b eD™, b, #0, and at most one of any w
consecutive digits is nonzero. The length of the w-NAF of a €N _ is /.

For a given a eN_, the w-NAF of a can be efficiently computed
using [9, Algorithm 3.35]. The next theorem (Theorem 1) states important
properties of w-NAF, and the theorem shows desired properties for any
cryptographic implementation of ECC.

Theorem 1 ([9, Theorem 3.33]) : Let a €N _. Then the followings hold:
(i) a has a unique w-NAF denoted NAF (a).
(ii) NAF,(a)=NAF(a).

(iii) The length of NAF, (a) is at most one more than the length of the binary
representation of a.

(iv) The average density of nonzero digits among all width-w NAFs of length ¢
is approximately 1/ (w +1).
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We define a 2-adic expansion with digit set D™ by the following
definition.

Definition 2 : A 2-adic expansion with digit set D of a €N, is an
expression

(€, 1r2-1Cy)ys

where a=Yc2, ¢, eD™ for each i (i=0,1,...,/-1). We call this
expression D™ -2-adic expansion of o« eN,. For a eN_, we denote
the Hamming weight of D™ -2-adic expansion a=3,c2 by
wi((c Cy),) =#{ief{0,1,...,0-1}|c, # 0}

In general, for a positive integer o €N, there exists several D'

A
w)

-2-adic expansions of a e€N_. Remark that NAF, (a) is a D™ -2-adic
expansion of & €N _ . The following example is the 3-NAF (width-3 NAF)
and D' -2-adic expansions of a =111321.

Example 1: The 3-NAF of a =111321 is
NAEF (a)=(b .b,),=(,0,0,3,0,0,1,0,0,3,0,0,3,0,0,1),,

157"

and

,...,c"),

($,1,0,1,1,0,0,1,0,1,1,0,1,1,0,0,1),,
(0526) AR rC(()Z) )2 (1r 0/ 31 0/ 0/ T/ 0/ §1 0/ 1/ 0/ 3/ O/ Or O/ 3I T)z ’
?,...,¢%), =(,0,00,0,3,3,03,0,1,0,3,0,0,0,3,1),,

177

are D™ -2-adic expansions of a =111321.

The next theorem (Theorem 2) states the minimality of the Hamming
weight of the width-w non-adjacent form (w-NAF) among all 2-adic

(w)

expansions with respect to the digit set D', namely, no other D™ 2-

adic expansion has fewer Hamming weight than that of the w-NAF.

Theorem 2 ([15, Theorem 3.3]) : Let a eN_. We assume that
NAF (a)=(, ,,...,b,), (b, eD"™)  and (CyreenCy), (g eD™) s
any D™ -2-adic expansion. Set S, :={i €{0,1,...,-1}|b, #0} and
T,:={ie{0,1,...,0'=1}|c, #0}. Then, we have #S, <#7T_, or equivalently
we have wt(NAF (o)) <wt((c, ,,...,¢,),)-
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Remark 1: Bosma proved that for any integer @ eN_ the NAF (2-NAF) of
a €N, has minimal Hamming weight [4, Proposition 2]. This result is a
special case (w =2) of Theorem 2 ([15, Theorem 3.3]).

It is well-known that the point multiplication algorithm using w-NAF
([9, Algorithm 3.36]) is faster than the point multiplication algorithm
using binary method ([9, Algorithm 3.26] or [9, Algorithm 3.27]). Thus,
in ECC, recoding methods of the scalars play an important role in the
performance of the algorithm used. In the following, we focus on Theorem
2 ([15, Theorem 3.3]) for w = 3.

3. Technical lemmas

In this section, we show some technical lemmas which will be needed
in our alternative proof (Section 4) of the minimality of the Hamming
weight of the 3-NAF among all 2-adic expansions with respect to the digit
set DY

Throughout the section, we assume the followings. Let a eN_. We
assumethat NAF (a)=(b, ,...,b,), (b, eD™) and (€, yreeery), (c, eD™)
is any D' -2-adic expansion. If ¢>¢' then put ¢, =c,  =--=c, =0.
Otherwise, put b, =b, , =---=b,, , = 0. Furthermore, replace max{/, '} by
¢ if necessary.

We begin with recursive formulas to convert any D -2-adic
expansion into the w-NAF. The following lemma is useful to obtain such
recursive formulas.

Lemmal:Let [eN_. If ¥/3a,2' =0 and a, e D™, then we have a, =0 for
eachi (0<i</-1).

Proof : We put «,:=3%, 42 =0. Since a,=a,+(X;42) and
2|0, we have 2|a,. By a, D", we must have a,=0. We next put
a,:=%;54,2 =0. By the same argument as above, it satisfies a, =0.
Similar to the case of 4, and a,, we also have a, =0,...,a, , =0. Therefore
a,=0 foralli (0<i</-1). O

Since each coefficient b,—c, of a 2-adic expansion (b, ,-c, ,
...,by—c,), satisfies —2(2°"' -1)<b —c, <2(2“"' -1), it is not necessary
that the 2-adic expansion (b, , ¢, ,,...,b, —¢,), isa D'’ -2-adic expansion.
However, by using the following carry rules from right to left (i.e. from
the least significant digit to the most significant digit), we can convert

the 2-adic expansion (b, , —c, ,,...,b,—¢c,), into the w-NAF (a,, ,...,a,),
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(a, e D™) for some (" eN_. Furthermore, by replacing max{/, ("} by ¢
if necessary, one obtains the the following recursive formulas:

a,=(b, —c)+y  +7, (3.1)

foreachi(0<i</¢-1), where ", =0,

@ =)+ /202, i (0, -c)+y), 20, (32)
LA, — ) +y7 )/ 20%2, otherwise, '
foreachi(0<i</¢-1),and
yi=r./2 (3.3)

for each i (0<i<¢-1). By applying Equation (3.1), Equation (3.2), and
Lemma 1 to (4, ,...,a,), (a, eD™), it follows that a, e D' for each i
(0 <i</-1). Then we seeimmediately that 4, =0 foreach i (0<i</-1).
Finally, we obtain

(b,—c)+y, ,+7,=0 (3.4)

forall i (0<i</-1).

We prove Lemma 2 on the range of y; for w = 3. Lemma 2 is the most
important and technical part of our alternative proof in Section 4.

Lemma 2 : Suppose that w=3. Foreach i (0<i<{(—-1), wehave |y |<4 and
l7,1<8.

Proof : Let us assume the contrary and seek a contradiction. Suppose that
there exists i >0 such that |y;|>4, and i, be the minimal such i>0
satisfying |y, | >4, namely,

i, =min{i €{0,1,...,0=1}| |y] | > 4}.

We shall find a lower bound of |cl.0 |. Since | ;/,.’; |>4 and
|7/1.0|=2><|7/,_’;|>8, we have |y’ |<4 and |y, |<8 for all i<i,. By
Equation (3.4), it holds that |7i0 |=|ci0 —b,.U _7;71 | < |ci0 |+|bl.D |+|)/i’;71 .
By the choice of i, and by |y; |<4, b, ,c, €D ={0,1,3}, we have

0 "l
|;/1.0 | Slci0 |+|bl.n |+|;/1.’;71 |<3+3+4=10.
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This yields that 4<| 7 |[<5. Thus, one obtains that
| ;/l.'; |=5 and | 7, |=10. By Equatlon (34), let us remark that
c,=b+y  +y, Substltutmg i in the above equation into i, yields

|c | = |b +}/, 217 |. Then, again by the choice of i, we obtain
IC |—||7 I—Ib +71 Sy =1y o 1=1b, 11210 4—|bl-0| Hence,
|ci0|26—|bi0|.

There are two cases to consider, b, # 3 and b, =+3.
0 0

Casel. b, #+3.
The 1nequahty O<|b | <1 implies |c |> 6—|b |>6-1=5, which
contradicts c, eDY,

Case 2. b, =43.
In thls case, we have |c, [>6-|b, [26-3=3. Then by c, eDY,
we must have ¢ = +3 We recall that | 7. |=10. By Equation (3 4), it is

easy to see that _, =*4. More prec1se1y, by Equation (3.4), we have
(b <, ,;/1 7, )= (3 3 4,-10) or (-3,3,—4,10). Since substituting i in
Equatlon (3. 4) into i,-1 yields |cof |—|b1071+7;72+7,‘071 |, we obtain

le, Iz ||;/1 1|—|bZ 1+7/1* LIl. From the definition of the w-NAF
(D?afmltlon 1), we must have b, , =0. Thus, by 7/ =14 (or equivalently

7, . =7F8), we have |C1 L1z ”7’1 L= |bl ]+7, > ||> 4, which contradicts
¢, ,eDY.
This concludes the proof of Lemma 2. O
Set

S, =i €{0,1,...,0~1}]b, %0},

and
7T, :={ie{0,1,...,0-1}|c, #0}.

By [15, Theorem 3.3], there exists an injective map ¢ _:S — 7 for each
a eN_. We remark that guarantees the existence of an injective map
¢,:S, — T , but does not give any explicit construction of an injective
map from S, to 7.

On the other hand, the generalized non-adjacent form (GNAF) and ¢
-NAF on Koblitz curves have the minimality of the Hamming weight [4],
[5], [7]. In the proofs of the minimality of the Hamming weight of GNAF
and 7 -NAF, the authors construct injective maps ¢_ as defined above,
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respectively. A quite similar consideration can be found in [4]. Then by
a similar discussion as in [4], [5], [7], we shall construct an injective map
¢,:S, —>7T, foreach a eN..

n[5],[7],if i>0 and

() (+)
e 717

then it is defined that ¢ _(i):=i. In our construction of an injective map
p,:S, —T,if i>0 and

ANNEY

le) ™)

then it is natural to define ¢ (i) :=i. Thus, in order to construct an injective
map ¢_:S, — 7 _, weneed only consider the case where i >0 and

(b)) ()

)=o)

In the following of this section, we discuss about the case where i >0
and

(b)) ()

)=o)

The main result of this section is to prove the next theorem (Theorem
3).

Theorem 3 : Suppose that i >0 and
TANNEY

)=o)

Then one of the following three conditions holds:
(i) i>1 and
(b, b)) (* 0)
e e.)7lo o)

(ii) i>2 and
(b, b, b, (* 0 0)

Lc ¢, CHJ=LO 0 *J'
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(iii) and
(bi i-1 Y2 Vs bi_4\ _ (* 0 0 = 0\\
LCl i-1 i-2 i-3 C1_4J LO O 0 *)
Proof : It follows immediately from Lemma 5 below. O

We next show Lemma 3 which will be used to prove Theorem 3.

Lemma3:Ifi>3 and

(b, b, b,) (* 0 0
ch. C,., €., _LO 0 OJ’
then we have
(b ) (%)

e )7L

Proof : We first show b,_, #0 by contradiction. Suppose that b, , =0.
By Equation (3.4), we have |y, |=|c,=b -y, |=|c,—(b,+y,)|. This
yields the inequality |y;,|2llc,|-|b,+y,||. From Lemma 2 and
Equation (3.3), we must have y,=0,%2,+4,#6,48. Since b, =+1 or
3 from b, #0, we obtain the inequality 1<|b, +y,|<11, and hence
Iy, 12llc,|=1b,+7,1121. By |y;,121 and Equation (3.3), we have
l7.,122. Since |y, |2llc,,1-1b_, +7,,11=22 from Equation (3.4), it
satisfies that |y, ,| >4 from Equation (3.3). By a similar way as above,
we obtain |y [>]lc,,|=|b,_,+7,,1|=4, namely, |y, ,|>=8. Then since
b ,=0 and 0<|c,,|<3, we must have |y, ,|2llc, ,[-Ib_,+7, .25,
which contradicts Lemma 2.

Next, we prove that ¢, , #0 by contradiction. Assume that ¢, , =0.
Then by a similar discussion as in the case of b, ,, we can show that
¢, , #0. Thus, we have b, , #0 and c, , # 0. This concludes the proof of
Lemma 3. O

Lemma4:Ifi>3 and
(b, b, b, b\ [x 0 0 *

Lci i1 Cig CifsJ:LO 00 *J,

then we have i >5 and
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Proof : By b, , #0 and the definition of the w-NAF (Definition 1), we have
b ,=0and b, =0.

We first show ¢, , #0 by contradiction. Suppose that ¢, , =0.
By a similar way as in Lemma 3, we have |y, 22, |y, ,[|>4,
and |y, ,|=28. The assumption that 1<|b ,|<3 and 1<|c,,[|<3
yields the inequality |y ,[2llc,,I-1b_,+7,,1[22. Then, we
obtain |y, 124 from Equation (3.3). Since b, _,=0, we have
ly s 1=lle, ,1=1b_,+y, , II=10=[0+y,, [I=|r, , 1= 4 by the assumption
¢, ,=0 and Equation (3.4), and hence |y, .|28. From b, =0 and
0<lc, . |<3, it holds that |[y; |2|lc, . |-|b_.+y, 1I=5  which
contradicts Lemma 2. Thus, we must have b, , =0 and ¢, , #0.

As the statement is true for i >4 from the above discussion, we only
prove the case for i =5 here. Let us assume i =4 and seek a contradiction.
Since b, , =0, ¢, ,#0, and i=4, wehave b, , =b,=0 and ¢, , =c, #0.
Then from b, =0, the positive integer >;71b,2" (b, e DY) is even, and from
¢, #0, the positive integer ¥/ 5c,2' (c, eDY) is odd. This contradicts
the equation ¥, /b,2' =%, c,2". Therefore, it satisfies that i>5. This
concludes the proof of Lemma 4. O

The following result (Lemma 5) follows easily from Lemma 3 and
Lemma 4.

Lemma5:If i 22 and

then we have i >5 and

Proof : Clearly one has
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by Lemma 3. Similarly we have

(5., (0
le..) 7l
by Lemma 4. Thus, we have i > 5. O

4. Alternative proof of minimality

This section provides our alternative proof of the minimality of the
Hamming weight of the 3-NAF among all 2-adic expansions with respect
to the digit set D using lemmas in Section 3.

Alternative proof of [15, Theorem 3.3] for w = 3.

Supposethat w =3. Let @ €N, and NAF,(a)=(b, ,,...,b,), (b, eD?).
Weremarkthattheintegers b, b,,...,b, | areuniquely determinedby o €N,
and by [9, Theorem 3.33(i)]. Let (c, ,,...,¢c,), (c, e DY) be any D® -2-adic
expansion of a. If /> /" thenput ¢, =c, , =---=c,  =0. Otherwise, put
b,=b, =--=b,  =0.Furthermore, replace max{/, ('} by ¢ if necessary.
In other words, we assume that the length of NAF (a)=(b, ,,...,b,),
(b, e D) and the D -2-adic expansion (c ¢,), (c, eDY) are equal
to each other. Set

(-17°"

(-1

S, :=li el0,1,...,0=1}]b, %0},

and
7T, :={ie{0,1,...,0=1}]c, # 0}

We prove [15, Theorem 3.3] for w =23 by constructing an injective
map ¢_:S — 7T foreach a eN, . For 0<j<i, we call the matrix of the
form

a block. Then by Theorem 3, there exist meN,
i,i i el01,.... =1}, j.,jserj,, €10,1,...,0-1} sothat

07°17°*7 "m-1

W Z2Jo>L 2> >0, 2], 0,

and for each k (0 < k <m—1), each block
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has one of the following four forms:

(i) i20 and

(i) i>1 and
(b, b\ (* 0)

e, o )lo +)
(iii) i > 2 and

(b, b, b,) (* 0 0)

Lc C,., €. J_LO 0 *J'

(iv) i=5 and
b b, b, b, b, (+ 0 0 % 0)
N N U I
Foreach i,j eN satisfying i > j, we define A, ; as follows:

—(b c,,b b],,cj)eD(3)><D(3)><~--><D(3)

2(i—j+1) times

i- 1’ -1/

Furthermore, we put

for each i. We now define the map ¢ :S, = 7 as follows:
0,: S, — T

i > if A, =(%),
i > i-1, if A =(%0,0,%),
i > i-2, ifA,=(%0,000%),

i > i-4, if A, ,=(*0,00007%*%*0%*).
By Theorem 3, the map ¢, :S — 7, is injective. Thus, for any

a €N_, the Hamming weight of the 3-NAF is minimal among all 2-adic
expansions with respect to the digit set D®. This concludes the proof. O

Example 2 : Suppose that w = 3. We demonstrate our alternative proof on
the three D -2-adic expansions of & =111321 in Example 1. We define
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7Y ={jel0,1,...,16}| M eD?, " %0} =10,3,4,6,7,9,12,13,15,16},
a ] ] ]
79 ={jel0,1,...,16}|c? eD?,c?® % 0}=10,1,5,7,9,11,14,16},
a ] ; J
7;:3) ={j e{O,l,...,17}|c;3) eD(”,cf) #0}={0,1,5,7,9,11,12,17}.
For a =111321, we have

S, =1i<{0,1,...,15}|b, e DV ,b, 0} ={0,3,6,9,12,15}.

By our alternative proof, one can construct the injective maps
gog) :S, —>'Z;(i) (i=1,2,3) as follows:

ol 8, - I
0O » 0
3 b 3
6 > 6
9 b 9,
12 > 12,
15 —» 15,
o8, - I
0 » O
3 - 1,
6 > 5
9 » 9,
12 —» 11,
15 — 14,
and
o0 8, > T,
0 —» O,
3 B 1,
6 — 5
9 b 9,
12 > 12,
15 — 11.
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5. A concluding remark

In this paper, we gave an alternative proof of the minimality of the
Hamming weight of the 3-NAF (w-NAF with w = 3) in [15]. Our new proof
might be useful to understand whether the minimality of the Hamming
weight of other NAF-like expansions (cf. [3], [14]) holds or not. Further
investigation is required.

Finally, we conclude the paper by mentioning why our alternative
proof in Section 4 may not work in the case w >4 in Remark 2.

Remark 2 : In Section 3, we use Lemma 2 to prove Lemma 3, Lemma 4,
and Lemma 5. The most technical part in our alternative proof is Theorem
3 which is based on Lemma 3, Lemma 4, and Lemma 5. Therefore, Lemma
2 is the most important result to construct our injective map ¢_:S — 7
for each @ eN_ and any D® -2-adic expansion of a. To our knowledge,
it remains an open question whether Lemma 2 holds for w > 4. We explain
the reason why it may be difficult to prove Lemma 2 for w > 4.
We assume that the inequality

7 1<2

(orequivalently, | 7, [<2“) holds foreachi(0 <i</¢-1) and foreach w > 4.
We would like to show the above inequality using the same strategy as in
the proof of Lemma 2 for w > 4 by deriving a contradiction. Set

i, =minfi €{0,1,..., 0 =1}| |y; | > 2w 1y,

Then we have |[y; |>2"  and ly, [=2x|y; [>2° In
addition, we also have |y/|< 2" and | 7, 1<2¥ for i<i,. Since
7, I=lc, —b, _7;;_1 |<lc, 1+1b, |+|;/l.’;_l | and |7/l,’;_1 |<2“!, one can see
that

ly, 1< le, [+1b 1+1y; |
0 0 0 0
Q=D+ =1+ (2 (5.1)
3x2v7" -2,

IA

On the other hand, by |y, |>2", Equation (3.2), and Equation (3.3),
we have ’

Iy, 1227 +2. (5.2)

Therefore, combining Equation (5.1) and Equation (5.2) yields
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2°+2<|y, [£3x2"" -2 (5.3)

If w=3, thenby 2° +2=10 and 3x2°"' -2=10, weobtain |y, |=10
from Equation (5.3) (see the proof of Lemma 2). However, the number of
possible values of |y, | grows exponentially with w. For example, the
equation |y, |=18,200,22 holds for the case w=4, and the equation
ly, =34, 36,038, 40,42,44,46 holds for the case w=5. From the above
obgervation, our alternative proof in Section 4 may not work in the case
w > 4. It might exist a systematic way to take care of the special case
w=4 (y, |=18,20,22), but this is not clear. Further investigation will
be requireé to give an alternative proof of the minimality of the Hamming
weight of the w-NAF for w > 4 along with a similar result for Lemma 2.
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