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Abstract
One of the challenging problems in number theory is to compute efficiently 

multiplicative order of integers modulo a prime. This problem was listed under open 
problems in the number theoretic complexity II proposed by Leonard M. Adleman and Kevin 
S.McCurley in 1994. This paper offers a polynomial-time quantum algorithm for computing 
the order k = min { | , 1(mod )},xx x a p∈ ≡  if p∈  Primes and gcd(a,p) = 1, where , ,a p∈  

and it requires 2 (1)
2((log ) )Op +  quantum operations.
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1.  Introduction
One of the most interesting and challenging problems in number 

theory is to compute multiplicative order of integers modulo a prime. 
In 1994 [1], Leonard M. Adleman and Kevin S.McCurley proposed the 
following problem as one of the open problems in number theory:“Let 
p be prime and let *

pa∈  be an integer. Then, compute the order k = min
{ | , 1(mod )},xx x a p∈ ≡  if p∈  Primes and gcd(a, p) = 1, where ,a p∈  is 
hard”. Analogy to this problem is “Compute the order k = min { | ,x x∈

1(mod )},xa n≡ with gcd(a, n) = 1, where a∈  and n∈  Composites is hard” 
too. These are considered NP-problems. If one can efficiently compute 
multiplicative order of an integer modulo a composite, we can efficiently 
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factorize an RSA composite and then break the RSA cryptosystem [30]. 
This idea works as follows: Let n be an RSA composite. If order of an integer 

na∈  is an even, say k, then 1(mod ).ka n≡  Since 2 2( 1)( 1) 1(mod ),
k k

a a n+ − ≡

2gcd( 1, )
k

a n− gives a non-trivial factor of n; and one can then easily break the 
RSA cryptosystem using a non-trivial factor of n. This idea was proposed 
by Peter Shor in 1994 [3] offering a polynomial-time quantum algorithm 
for the integer factorization problem and the discrete logarithmic problem 
using the order finding approach. The aim of this paper is to offer a 
polynomial time quantum algorithm for the unsolved open problem 
presented in [C20 of 1].

Quantum computing is one of the modern scientific fields that can be 
used to investigate computational power and some properties of quantum 
mechanical principles. One of the significant properties of quantum 
computing is that its computational power is exponentially faster than a 
conventional computer. So, one can use a quantum computer to solve the 
computational hard problems such as the integer factorization problem 
and the discrete logarithmic problem using quantum algorithms, that 
a conventional computer can not solve. In the early 1980’s, quantum 
computer was suggested by Yuri Manin [9], Richard Feynman [10,11], and 
Paul Benioff [12]. Later, David Deutsch defined the universal quantum 
Turing machine [13] in 1985. The first quantum algorithm was developed 
by Deutsch and Jozsa [14] and then by Simon [15]. Furthermore, the 
development of quantum complexity was done by Berstein and Vazirani 
[16]. Peter Shor discovered an efficient quantum algorithm for factorizing 
a large integer and solving the discrete logarithmic problem using the 
quantum Fourier transformation for Simon’s algorithm [3]. Furthermore, 
there were many algorithms [17-25] proposed based on Shor’s algorithm. 
In this paper, we offer a polynomial time quantum algorithm for computing 
multiplicative order of an integer modulo a prime by revisiting Shor’s 
algorithm.

This paper is organized as follows: In Section 2, we recall basic 
principles. In Section 3, we present quantum computation and its Fourier 
transformation. In Section 4, we present our algorithm for computing 
multiplicative order of an integer modulo a prime and its computational 
complexity. Finally, we discuss conclusion remarks in Section 5.
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2.  Basic Principles

In this Section, we recall some background related to number 
theoretic principles and theorems from [2,4]. We begin this section by 
recalling definition of group order. 

Definition 1:  If G is a multiplicative group, then its cardinality is the 
order of the group, and it is denoted by ( ).O G

For example, the cardinality of *
nG =  {1, 2, ..., 1},n= −  where ,n∈  

is ( ) 1.O G n= −

Definition 2:  If an element ,a G∈  then the cyclic subgroup generated by a 
is the subgroup { : }ka a k< >= ∈  of the group G. The order of an element 
a G∈  is the order of cyclic subgroup <a>.

We now define the multiplicative order of an element a in the cyclic 
group * .n

Definition 3:  If * ,na∈  where ,n∈  the multiplicative order of a(mod n) 
to be ord ( )n a min{ :k= ∈ 1(mod )}.ka n≡

For example, let 15 {1, 2, 3,= 4, 5,6,7,8, 9,10,11,12, 13,14}.  Then, 

the order of 7(mod15)  is 4, since 47 1(mod15).≡

Theorem 4:  (Fermat’s Little Theorem) If p is prime and gcd(a, p) = 1, then 
1 1(mod ).pa p− ≡

This is a special case of the following Euler’s theorem. 

Theorem 5:  (Euler’s Theorem) Le n be a positive integer. Then ( ) 1(mod )na nϕ ≡  
for any positive integer a such that gcd(a, n) = 1.

If n is a prime, then ( ) 1.n nϕ = −  It is clear that the Fermat’s Little 
Theorem tells us that ordp(a) is at most p –1. 

Remark 6:  If ord ( )| 1,p a p−  then 1 1(mod )pa p− ≡  as well. 

Theorem 7:  (Lagrange Theorem) Let G be a finite group and let H be a subgroup 
of G. Then O(H) divides O(G). 

There is a direct application of the Lagrange theorem to the Fermat’s 
Little theorem. 

Theorem 8:  For p is prime, the order of an element *
pa∈  divides ( ).pϕ
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Proof:  By Euler’s theorem, we know that ( ) 1(mod )pa pϕ ≡  for prime p. We 
assume that 1(mod ),ka p≡  where k > 0. By Euclidean algorithm, there 
exists unique ,q r∈  such that ( ) ,k q p rϕ= +  where 0 ( ).r pϕ≤ <

It follows that ( )1 q p rka a ϕ +≡ ≡ ( )( )p q ra aϕ≡ (mod ).ra p≡  This is 
contradiction unless r = 0. So, it follows that ( )| .p kϕ  This concludes the 
theorem. 

Theorem 9:  (Fundamental Theorem of Orders) Let *
p  be a multiplicative group 

and let *
pa∈  has order k. Then 1(mod )ka p≡  if and only if ordp(a) divides k. 

For example, let *
195 .∈  Since 95 1(mod19),≡  we have 9|18.

Theorem 10:  Let p be prime and let * .pa∈  If 1(mod )ma p≡  and 1(mod ),na p≡  
then gcd( , ) 1(mod ).m na p≡

Remark 11:  Note that gcd(am – 1, an – 1) = agcd(m,n) – 1. 

Lemma 12:  Let p be an odd prime. Then, the probability that ordp(a) = k is odd 
for a uniformly chosen *

pa∈  is at most 1
2

.  

Proof:  Let * {1, 2, ...., 1}p p= −  be a multiplicative group modulo prime 

p. Note that *
p  is a cyclic group. By Fermat’s little theorem, we know 

that 1 1(mod )pa p− ≡  for every integer * .pa∈  Since *
p  is a cyclic group, 

there is an element a which generates all elements of * .p  Let k = ordp(a). 
Then, 1(mod ),ka p≡  which means that p divides ak – 1. Since a is chosen 
uniformly at random, the probability of the order k is to be odd at most 1

2
.

This concludes the lemma. 

Algorithm 1:  Conventional algorithm for computing order of an integer 
modulo a prime

Input:  Prime p∈  and an integer 1 < a < p

Runtime:  2
2 2

1
2

((log (log )p p
  −     

  arithmetic operations
Procedure:

1.	 Compute 
1

2 :
p

a
−

2.	 if 
1

2 1(mod ),
p

a p
−

≡ − then
3.	 Declare ordp(a) is p – 1; return a as a witness.
4.	 else
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5.	 for i from 1 to p – 1
6.	 Compute (mod )ib a p←

7.	 while b = 1, declare ordp(a) is k
8.	 end if

Output : ordp(a). 
The conventional algorithm requires 2

2 2
1

2
((log (log )p p
  −     

  

arithmetic operations to find multiplicative order of an integer modulo a 
prime in a worst-case scenario.

Quantum computation
In this Section, we recall some of the basic principles and properties 

of quantum computation from [5]. A quantum analogue of a conventional 
computer operations on qubits involves a quantum state. A quantum state 
is described as a basis vector in a Hilbert space. A state of a qubit in the 
Hilbert space is described as follows:

| |0 |1 , (1)ψ α β〉 = 〉 + 〉

where ,α β ∈  are amplitudes such that 2 2| | | | 1,α β+ =  and 1
0

|0  
  
 

〉 =  and 
0
1

|1  
  
 

〉 =  are basis vectors of the Hilbert space.

A state of n qubits system is described in 2n dimensional vector space, 
represented as follows:

2 1

0

| | , (2)
n

i i
i

xψ α
−

=

〉 = 〉∑

where the amplitudes are complex numbers such that 
2 1

2

0
| | 1

n

i
i

α
−

=
∑ =  and 

each | ix 〉  is a basis vector of the Hilbert space. In quantum computing, 
qubits in a register may be observed by measuring the quantum system. 
If the measurements are made by the machine with respect to the basis, 
the probability of seeing the basis state | ix 〉  is 2| | .iα  The result of such 
a measurement is to collapse the quantum system, and then the system 
function to a distinct state.

In quantum computation, quantum gates on a qubit are represented 
by unitary matrices. One of the most important quantum gates, the 
Hadamard gate H is represented by

1 1 1
1 12

. (3)H  
  − 

=
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Other such quantum gates are the Pauli matrices, 
0 1
1 0

, (4)X  
  
 

=

0
0

, (5)i
i

Y  −
  
 

=

1 0
0 1

, (6)Z  
  − 

=

and the controlled phase gate 
1 0

2
0 2

. (7)n
n
i

e
R π

 
 
 
 
 

=

Quantum Fourier Transformation
Quantum Fourier Transformation (QFT) was invented by Don 

Coppersmith [7] and is a linear transformation on qubits. This is the 
quantum analogue of the Discrete Fourier Transformation (DFT). We note 
that the QFT is a generalization of the Hadamard transformation in higher 
dimensions. The implementation of the QFT requires only ( log )O n n  
operations on n - qubits [8]. The QFT was used in many applications 
such as Shor’s quantum algorithm [3], quantum hidden shift problem 
algorithm [26] and quantum phase estimation algorithm [27-29]. We now 
briefly discuss how it works. Consider an n - dimensional system with |x〉  
from the computational basis {|0 ,|1 ,|2 ,〉 〉 〉 ...,|2 1 }.n − 〉  On this system, we 
define the QFT as follows:

22 1
2

0

1

2
| | . (8)

n ixk
n

n
k

QFT x e k
π−

=

〉 = 〉∑
The QFT allows us to transfer an integer |x〉  in the relative phase of 

uniform superposition consisting of all the states |k〉  in the computational 
basis, each with the same amplitude 1

2
.

n

The Inverse Quantum Fourier Transformation (IQFT) is defined as 
follows for the above | :QFT x〉

22 1
2

0

1

2
| | . (9)

n ixk
n

n
x

IQFT k e x
π− −

=

〉 = 〉∑

We note that 
1| ( | ) | . (10)IQFT k QFT QFT x x−〉 = 〉 = 〉
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Quantum algorithm
In this Section, we present a quantum algorithm that can compute 

multiplicative order of an integer a in * .p  In general, we need to choose an 

integer *
pa∈  such that gcd(a, p) = 1 and then compute ( 1)/2 (mod )

ipa r p− ≡  

for i = 1,2,…,2i–1. If r = –1, then the order of a modulo p is 1
( 1)
2

.−
−
i

p  However, 

it is hard to compute order of a in *
p  for large p in this approach as one 

needs to factorize (p – 1). For instance, for prime p = 40973 and a = 7, we 
have Op(a) = 10243, and (p – 1) = 22 × 10243. This shows that Op(a) is one of 
the factors of (p – 1). We note that Op(a)|(p – 1) by the Lagrange’s theorem. 
In this scenario, we can use Shor’s quantum algorithm for computing 

order of an integer a modulo p efficiently. We first compute 
1

2 .
p

a
−

 If 
1

2 1(mod ),
p

a p
−

≡ −  then we declare that the order of a(mod p) is (p – 1), 
otherwise we use Shor’s algorithm to find the order k of an integer a in *

p  
such that 1(mod ).ka p≡ Note that we do not require to compute gcd(a, p), 
since p is prime.

Quantum algorithm for computing order of an integer modulo a 
prime

Input:  Prime ,p∈  and an integer 1 < a < p
Runtime:  2 (1)

2((log ) )Op +  operations
Procedure:

1.	 Compute 
1

2 :
p

a
−

2.	 if 
1

2 1(mod ),
p

a p
−

≡ − then
3.	 Declare ordp(a) is p – 1; return a as a witness.

4.	 else if 
1

2 1(mod ),
p

a p
−

≡ − then
5.	 Quantum order finding. Compute ordp(a): 
6.	 if 1(mod )ka p≡ using quantum order finding algorithm, then
7.	 Declare ordp(a) is k; return a as a quantum certificate of ordp(a).
8.	 end if
9.	 end if

Output:  ordp(a). 
Here we present quantum part of the algorithm by revisiting Shor’s 

quantum algorithm [3]. The following steps are used to compute order 
of an integer a in * ,p  that is k such that 1(mod )ka p≡  on a quantum 
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computer. For the algorithm, the machine has two quantum registers: 
source (input) register and target (output) register, both hold integers in 
the form of binary representation. We now describe how the algorithm 
works:

Step 1:	 Given a prime number p∈  such that 2 ,p q p≤ ≤  where q = 2n.
Step 2:	� In this step both the source and target registers are initialized in 

the state |0 |0 .〉 〉

Step 3:	� We put the source register in the uniform superposition of states 
representing integer x(mod p), load the target register with all 
zeros. This leaves the machine in the following state:

1

1
0

1| | |0 . (11)
q

xq
x

−

=

Ψ 〉 = 〉 〉∑

		�  Note that this keeps each qubit of source register into the 
superposition 1

2
(|0 |1 )〉 + 〉

Step 4:	� Choose a random (1, )a p∈  such that gcd(a, p) = 1. Since p is 
prime, it always holds gcd(a, p) = 1. So, we do not require to 
compute gcd(a, p).

Step 5:	� Next, we compute ax(mod p) in the target register by applying a 
gate Ua. This leaves the machine in the following state: 

0

2
1

1| | | (mod ) . (12)
x

x

qq
x a p

=

−

Ψ 〉 = 〉 〉∑

Step 6:	� Apply the quantum Fourier transformation on the source 
register that maps |x〉  to the following state:

1

0

1 2exp | . (13)
q

z

ixz
qq

zπ
−

=

 
  
 

〉∑

		  This leaves the machine of (12) in the following state:
1 0

3
0 1

1 2| exp | | (mod . (14)
q z

x

x q

ixz
q q

z a pπ
− =

= −

 
  
 

Ψ 〉 = 〉 〉∑∑

Step 7:	� To detect periodicity in ax, we observe both |z〉  in the source 
register and | (mod )xa p 〉  in the target register of the machine and 
measure both the arguments of this superposition for obtaining 
the values of |z〉  in the first argument and some | (modra p〉  as 
the response for the target register (0 < r < k).
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Step 8:	� To extract the required value of k, we apply the concept of 
probability distribution as follows:

�		�  Given the pure state 3| ,Ψ 〉  the probability of different results 
for this measurement are given by the probability distribution.

1
2

0; (mod )

( 1)/
2

0
( 1)/

2

0

1 2

1

1 2 { }

Prob( , (mod )) | exp |

| exp(2 ( ) / )|

| exp | , (15)

x r

q
r

x a a p

q r k

B
q r k

B

ixz
q q

q

iy kz
q q

z a p

i yk r z q

π

π

π

−

= ≡

 − − 

=
 − − 

=

 
  
 

 
  
 

=

= +

=

∑

∑

∑

		�  where { }kz  means (mod ).kz p  This can be expressed as 2
k− ≤

2
{ } .kkz ≤  This implies that 2

k kz− ≤
2
ktq− ≤  for some t. So, 

Prob( , rz a (mod ))p 2
1

3
.

k
>  We then have 1

2
| | .z t

q k q
− ≤  Since z

q
 is 

known, k can be obtained by the continuous function expansion 
of .z

q

Step 9:	� The algorithm outputs the required value of k and stops running 
it.

Continued Fractions
In step 8 of the algorithm 2, we use continuous fractions to approximate 

a real number using finite number of integers. The following definition 
and example can help us to understand better the concept of continued 
fractions. 

Definition:  A real number α  can be approximated by set of positive 

integers c0, c1,…., cn as 0
1

2

1
,1

1
1...

n
n n

n

c
c

c

CF c β
γ+

+
+

= + = where nβ  and nγ  are 
integers.

For example, 22
7

3.14,π = =  14 1 1 22
100 2100 77
14 14

3.14 3 3 3 .
+

= + = + = + ≈  

Computational complexity
The proposed algorithm has two parts of computation: (a) conventional 

computation and (b) quantum computation. One can efficiently compute 
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1
2

p

a
−

 by standard square and multiplication approach which take 
2

2 2
1

2
log (log )p p

   −         
  bit operations on a conventional computer, 

and quantum part of the algorithm for computing 1(mod )ka p≡  takes 
2 (1)

2((log ) )Op +  qubit operations alike [6]. Therefore, the computational 
complexity for computing multiplicative order of an integer modulo a 
prime requires 2 (1)

2((log ) )Op +  qubit operations in a worst-case scenario.

Conclusion
In this paper, we have presented a quantum algorithm for computing 

multiplicative order of an integer a modulo a prime p. This is a polynomial-
time quantum algorithm and it requires 2 (1)

2((log ) )Op +  qubit operations 
on a quantum computer. It is noteworthy that the proposed quantum 
algorithm is much more efficient than the conventional algorithm for 
computing multiplicative order of an integer modulo a prime. 
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