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Abstract

This paper presents a new secure hash function structure inspired by the sponge
construction for hash functions. It is designed to avoid the length of the extension attack,
multi-collisions attack, and other vulnerabilities that have been found for many of the hash
functions based on the older Merkle Damgérd construction. The proposed hash function
generates a variable-size hash code. It uses three nonlinear functions that generate chaotic
maps: Zaslavsky 2D maps, logistic maps, and Henon maps. Other operations include XOR,
rotation, multiplication, and addition. The proposed scheme has a high sensitivity to the
initial conditions and message, strong and stable diffusion and confusion capabilities, as well
as flexibility in terms of hash size and number of rounds.

Subject Classification: 94A62, 94A60, 68P25, 11K45, 81P94, 37D45.
Keywords: Cryptography, Hash, Chaos, SHA-3, Sponge.

1. Introduction

Hash algorithms play an essential role in cryptography and network
security applications. They are mainly used in the context of digital
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signatures with its basic properties. Its aim is to verify the authenticity
of the information. Initially hash functions were designed to facilitate
database management [49] rather than manipulating data of variable
and large size. These data are associated with a fixed size data for
which comparisons are quicker to make [35]. This size generally varies
between 128 and 512 bits. Most traditional hash algorithms such as MD4
[1], haval-127 [4], RIPEMD [3] and MD?5 [2], were successfully attacked
by X. Wang in 2004 [5] and SHA-1 [6] by Marc Stevens [7], encouraging
researchers to build an efficient hash algorithm.

Recently, the chaos system has become the main concern of
researchers which is known to be more sensitive to control parameters,
initial conditions and confusion and diffusion properties, uniform data
distribution, and random-like behavior [70].

The reproduction of chaos systems seems difficult; this property has
encouraged researchers to use chaos in crypto-systems [51, 52, 53, 54, 55],
random number generators [57, 58, 59] and hash functions [44, 60,61, 62,
63]. Ahmad et al. [17] proposed a hash function based on six chaotic maps
as compression functions. Liu et al. [61] designed a keyed hash function
based on hyper chaotic maps with time-varying parameters to process
messages. Teh et al. [62] presented a hash function using chaotic systems
with fixed point representation. The design use the Merkle-Damgard
construction [30] and Feistel structure. Although there has been a countless
of new designs throughout the years. The lack of security verification is
one of the reasons that hash functions based on chaos maps are not used
for real life applications [60, 64]. A hash function should be designed
with ease of analysis in consideration, to facilitate cryptanalysis and more
secure to resists to known hash functions attacks. But this is not the case of
hash functions based on chaos-maps that have been proposed. The most
recent chaos-based hash functions are designed with ad hoc structure
such as [17, 48, 61], or based on Merkle-Damgérd construction [62, 65],
which cannot resist to length extension attacks or multi-collision attacks.

This paper introduces a new hash function inspired by sponge
construction and based on multiple chaotic maps. It is designed to avoid
the length of the extension attack and multi-collisions attack. A one-
dimension attractor and two different attractors of two dimensions are
used; the logistics map was chosen as the one-dimension attractor and the
Henon and Zaslavsky attractor as the two-dimension attractor. Zaslavsky,
Henon and logistic maps have been studied and used in cryptography
by several researchers [47, 48, 17, 69] to create a pseudo-random number
generator (PNRG) in the permutation phase. The sensitivity to control
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parameters makes these chaotic maps very useful for the cryptographic
hash function which requires a pseudo-randomness,

The reminder of the paper is organized as follows: Section 2 presents
the hash construction; Section 3 describes the generality of chaos maps,
while Section 4 explains the proposed hash function; Section 5 and 6
present the experimental and theoretical analysis of the proposed hash
function; a comparison based on collision resistance and statistical is
performed with most recent hash functions in Section 7; finally, Section 8
concludes the paper.

2. Hash construction

A hash function can be composed of two distinct mechanisms.
The first mechanism is a transformation that allows to process fixed
size data. This transformation is very often a compression function or a
permutation. The second mechanism, called a hash construction or domain
extension algorithm, is a construction that links the results of the internal
transformation to each other. A good domain extension algorithm should
ideally preserve the cryptographic properties of the internal function [36,
71].

2.1 Sponge construction

The sponge construction is attributed to Bertoni [17]. It is an iterated
construct capable of producing arbitrary size outputs. Unlike the Merkle-
Damgard construction, which is based on a compression function, the
sponge construction relies on a fixed-size transformation, i.e. permutation
f, operating on b-bit words. In practice, all known instances of this construct
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Figure 1

Sponge construction.
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are based on a permutation. The procedure takes place in two successive
stages (Figure 1):

* The absorbing step.
* The squeezing step

Figure 1 shows the sponge construction, where r is the bit rate and c
is the capacity. Both are initially set to zero.

The sponge construction has been used as a domain extension
algorithm for several newly introduced hash functions. Among them is
the new SHA-3 standard.

3. Generality of chaos maps

The dynamic behavior of nonlinear systems has generated
considerable practical interest. Chaos can be generated by a nonlinear
dynamic system rather than by a simple structure. A simple recurrence
equation can produce a rather complex and rich chaotic dynamics [37].

Chaotic signals have several distinct features, such as: Pseudo-random
and unpredictable in the long run, deterministic and high sensitivity to
initial conditions and system parameters. [72]

This section introduces the chaotic maps applied in the proposed
scheme.

3.1 Zaslavsky map

Zaslavsky map is a two-dimensional chaotic map created by
Zaslavsky [11]. It is a dynamical system that exhibits chaotic behavior and
is function defined as:

x,., = {x,(A+puy }+eou .cos(2zx, )](mod 1) (1)
Y, = € (y,+&.cos(2zx,)) ()
where, ¢,v, 4 and v are the controlling parameters with u = 1-e , the

p
point (x ,y,) is system variable and x,, y, are the initial values. The

Figure 2c shows the Zaslavsky chaotic attractor, while the figure 2a and
figure 2b shown the plot of data x and y.

The sequence which generated from Zaslavsky chaotic map has good
uniform distribution and can be very useful for cryptography applications.
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Figure 2
(a) Plot of x, (b) Plot of y, (c) Zaslavsky chaotic attractor.

3.2 Logistic map

The logistic map is one of the most widely used maps in cryptographic
applications. Itis a 1D chaotic map familiarized by Robert May in 1976 [12].
The histogram of the generated sequences is not uniform. Its recurrence
equation is given by:

x,., = rx,(1-x)) 3)

n+l

where x, €[0,1] represents the system state-variable and r €[3.6,4]
represents the system parameters. Figure 3a and Figure 3b shows the
bifurcation and the plot of data x of logistic map with parameter r.

In recent years, several researchers have criticized logistic maps in
cryptography applications that are described in [40], but in this work, they
are used differently. Section 4 presents their utilization.
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(a) Bifurcation of 1-D logistic map, (b) Plot of x
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(a) Plot of x, (b) Plot of y, (c) Henon map attractor.
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3.3 Henon map

The Henon map is a 2D chaotic map created by Michel Henon [13],
it is a discrete-time dynamical system. The Henon map takes a point
(x,,y,) (Figure 4), and it is mathematically defined as:

x = 1-axl+y, (4)

n+

]/n+1 = bxn (5)

where, a and b are control parameters witha > 0, b > 0 and x,, y, represents
the system state-variable.

4. Scheme of the proposed Hash function
4.1 Construction

The proposed hash function is based on a new construction and is
inspired by the sponge construction to avoid the length of extension attack,
multi-collisions attack and other vulnerabilities of the Merkle-Damgard
construction. The aim is to increase the internal state of length L of the
hash function and to generate the output of length /. The absorbing phase
takes sequences with length L as input and generates two sequences of
bits; the first sequence with length L and the second with length h.

Figure 5 presents the construction of the proposed hash function
inspired by sponge construction, where:

E0 is the initial vector ‘00....0" of length h (E0 can be used as a secret
key for keyed hash function), fis the absorbing phase and g is the chaotic-
map functions (Zaslavsky and logistic maps).
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The construction of the proposed hash.
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The final hash can be obtained by using the addition function between
E0 and all the output of f with length 5.

4.2 Hash function

The proposed hash function is used to compute a message digest of
length k= 128,256 or 512 bits for a message or data file with block of length
L =512, 1024 and 2048 bits respectively, provided as input. The following
steps were performed to calculate the digest of the message.

A. Padding: One bit “1” was appended to the message, then “0” bits
were appended so that the size(in bits) of the padded message becomes
congruent to 384 modulo 512 (z bit). Then, a 64-bit was added to the result,
where 64-bits represented the size of the message m before the bits were
added. Finally, 64-bits were added in the first message, where 64-bits
represented the number of blocks after padding (multiple of 512) in binary.

The resulting message (after padding) had a length that is an exact
multiple of 512 bits. (Figure 6 shows the padding of the input message m)

It is important to note that for a block of length 1024 and 2048 bits,
the same steps were followed in blocks of length 512 bits by changing 384
modulo 512 with 768 modulo 1024 and 1536 modulo 2048 bits respectively.
Then 128 bits and 256 bits were added at the end and beginning of message
for L=1024 and 2048 bits respectively. This process prevents collision
between the latest block of different message and produces a protected
hash value from the length of extension attack

B. Zaslavsky map: The second step was to transform the message
block (in binary) to ASCII (decimal) then to generate new sequence by
using Zaslavsky map. To this end, a multiplication between x, (1), y, (1), M
and inverted M (the first bytes becomes latest and latest bytes become first
and so on) was needed at every round. Algorithm 1 describes this process.

Algorithm 1:
e input:x, (0),y,(0), &9, 4,0
* Output:x, (n),y, (n)

64 bits Z bits 64 bits
number of block .
(bits) message m 10....0 |length of m
Figure 6

Padding of input message m.
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e forn=1,23,.,N

o x,(n+1)=([{x, (n) v(1+ py_ ()}+evu .cos(2zx (n))] (mod 1)].M(n))
mod 256

o y.(n+l) = ([e"(y.(n)+&.cos(27x_(n)))]. M(N —n + 1)) mod 256

e end

where, N is L/8 ,M is the message block in decimal (64,128 or 256 bytes)
and x,, y, is generated by Zaslavsky map. The reason to use M and inverted
M (N-n+1), is to obtain high sensitivity to any change in the first and last
bit of message M, so the result will be completely changed.

Next, the new sequence M’ was calculated as follow:

M’ = x_(n) XOR y_(n) (6)

Figure 7 presents the process of Zaslavsky map.

It is noteworthy that the last value of x,(n) and y, (n) will become the
initial value in Zaslavsky-map for the next block of message and so on. to
make the process more sensitive to any change.

C. Logistic map: The third step represented the transformation of
sequence M’ into binary code (512, 1024 or 2048 bits) and the permutation
between every bit using logistic map, Algorithm 2 illustrate this process.

Algorithm 2:
e input:x, (0),r
*  Output: x, (n)
e forn=1,2,3,.,L

*z (0) Zaslavsky
Ma

P

Figure 7

The process of Zaslavsky map.
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e x, (n+1)=(rx, (1-x,) . 10") mod (L-n)
e BLOC, =M’ (x, (n +1))
e Mx,(n+1)=[]

e end

The aim was to create new matrix named BLOC with length L, using
M’ and x,, where x, is generated by logistic map. The number of bits in M’
decreased in every round until up to zero and increased in BLOC until
up to L. In addition, mod (L-n) was added by the number of bits in every
round, to avoid duplication of the x,(n) value. Therefore, the last value of
x,(n) became the initial value in logistic-map for the next block of message
and so on.

- The fourth step consisted in combining BLOC with the state b using
an exclusive OR (XOR), where: r is the bit rate with the same length of
BLOC, c is the capacity with length 128, 256 or 512 bitsand b=r | | c. The
result is divided into four equal parts A, B, C, D of length h=160, 320 or
640 bits each.

E. Henon map: The fifth step aimed to calculate the sequences Xi, Yi,
Xi2, Yi2 and the variable X" and Y’ using Henon map with the sequence A
and D (from the four equal parts A, B, C, and D ). All the sequences and
variable were calculated based on Algorithm 3 and 4.

Algorithm 3
e input:A,=0A
e Output: A,
e forn=1,23, ., g

e A,=A,XORA(n)

e end

Algorithm 3 concatenated the sequence A with the variable A, as
newA of length hlen, where hlen = g+ 1.

Algorithm 4
e input:x,(0),y,(0),a,b
e Output:x,y,
e forn=1,2,3,., hlen
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* x,(n+1)=(1-ax} +y,(n) newA (n)) mod 256
e y,(n+1)=(b.x,(n) +newA (hlen — 1) mod 256

e end

Algorithm 4 set the new sequence x, and y,, as Xi and Yi respectively
with n={1, 2, ... hlen — 1}, then it set x,, as X’ with n = {hlen}.

The steps to calculate the sequence Xi2, Yi2 and the variable Y’ from
D were the same with A, using Algorithm 3 and 4 and replacing A with D.

F. In the sixth step, some operations were performed using addition
function with Xi, Yi, B and C and left rotation with X’ and Y’ to obtain new
parts A, B, C, Das demonstrated in Algorithm 5.

Algorithm 5
e input: Xi,Yi,B,C,Xi2,Yi2, XY’
e output: ABCD
o forl=1:1
e templ= (ROTL (Xi +B, X)) mod 2"
e temp2= (templ + Xi2) mod 2"
e temp3= (ROTL(Yi2 + C,Y")) mod 2"
e temp4= (temp3 + Yi) mod 2"
e D=(C+Yi2) mod 2"

¢ C=temp2

e A= (Xi+ B)mod 2"
* B=temp4

e end

where, 1’ is the number of round (it can be changed by the user and the
fourth parts A, B, C and D will be updated depend on the number of
rounds r’). In this step, A, B, C, and D were transformed into decimal value.

G. Squeezing phase: The final step contained the squeezing part,
where Z was calculated using the addition function between EO (initial
vector) and the result of A, B, C and D (Figure 8) as follow:

Z = (E0 + A+B+C +D) mod 2" (7)
where, k is the length of final hash (Hash) and EO0 is the initial vector ‘00...0"
of length h.

The final hash output with length kis a part of Z, where H’s value is
the first k bits of Z.
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Squeezing function of the proposed scheme (for one block).

Itis important to note that if there are more than two block of message,
the final hash in block one become the E0 in block two and the four final
part (A,B,C,D) of block one Xored with the first part (A,B,C,D) in block
two and so on. to make all message blocks related with each other, these
ensure that every bit of the hash is related to all the bits of the original
message (Figure 9)

Figure 9 shows the final schematic diagram of the proposed hash
function.

5. Experimental analysis
5.1 Performance

This subsection presents several tests that were carried out to
determine the performance of the proposed scheme. The performance
was evaluated against the scan suite that includes hash distribution,

| Message 1 | ______ »> | Message K ‘
v_§ ]

| Zaslavskii map 2-D | —————— > | Zaslavskil map 2-D |
v § |

| Logistic map 1-D | ——————— »> | Logistic map 1-D ‘

r-— - - - 7 7 BLOC

|

|

| | |

| o

1

4 Yi i rround

phase

Figure 9

Schematic diagram of proposed scheme.
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message sensitivity, and flexibility. In addition, a comparison with some
recent hash function based on chaos-map was produces. The proposed
hash function was implemented in Matlab on Intel Core i5-3200M CPU 2.6
GHz with 4 GB RAM and Windows 7 OS. The values of initial conditions
and control parameters were: x0=0.14,y0=0.15, a= 1.4, v=4 and r=3.9.

5.1.1 Distribution analysis

The distribution analysis of the hash value is important property
of hashing scheme; therefore, a message was generated with random
characters, then transformed to decimal values plotted in Figure 10a.
The hash values of the algorithm are uniformly diffused over the range
of hash values (Figure 10b). This ensured that the hash distribution was
sufficiently uniform to hide information and provide an effective security
measure.

5.1.2 Sensitivity analysis in message and initial conditions

This subsection presents the sensitivity analysis of the proposed hash
algorithm with little changes in original message and initial conditions.
The simulation for sensitivity was performed as follow:

a. Condition 1: Plaintext is: « The article introduced a new hash
function inspired by sponge construction»

Condition 2: Replace the first character of the plaintext “T* by “t*
Condition 3: Replace the last character of the plain text “n” by “N”
Condition 4: change x0=0.009 to 0.0091.

Condition 5: change y0=0.003 to 0.00301.

o o0 T
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Figure 11

Hash value of the proposed scheme with different conditions.

The corresponding 128-bit hash values in hexadecimal format are the

following:

1.

2
3.
4.
5

Condition1:DD235FD06D8C31FEBC074B5AA83A8AD6
Condition 2: 4971194E1172D0312DB1D606A1BC4D97
Condition 3: 7BODE40C93883F5A31971ADA9324D157
Condition 4: FD9F2B0B62F854C78EBF7C4B288D2538
Condition 5: B772C57411F1AC5DDC56 A8 A303956BF0

Figure 11 presents all the hash value of the proposed scheme with

different conditions.
Based on the simulation results, it can be observed that a small

change in message, initial condition and control parameter can change

the entire hash value, therefore, the proposed scheme is highly sensitive.

Therefore, the proposed hash algorithm is sensitive to any little change in

initial parameters.
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Figure 12
Spread of changed bits number.

5.2 Security
5.2.1 Statistical analysis of diffusion and confusion

Due to hash security, in 1949, Shannon developed two features named
confusion and diffusion [14] to measure the performance of hashing
algorithms and hide the message redundancy. Any slight changes in
original message should have 50% changing probability for each bit of
hash value. To perform a statistical analysis of confusion and diffusion,
first, the hash value of original message must be calculated, then 1 bit of
original message changed and the hash value calculated. Next, the two
hash values are compared to obtain the number of changed bits. This step
will be repeated N times, where N=256, 512, 1024 and 10000. (Figure 12).

The evaluation of confusion and diffusion capabilities is considered
by the following measures:

Minimum changed bit number:

B, = min(B}Y) (8)

Maximum changed bit number:

B, = max(B}Y) ©)

max

Mean changed bit number:

- » B,
F-Yl o o)
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Table 1
Statistical result for N = 256, 512, 1024 and 10,000 of the proposed scheme.

Parameter 256 512 1024 10000 Mean
B,.. 51 51 46 42 47.50
B,. 79 79 85 85 82
B 64.109 63.823 63.807 64.019 63.948
P% 50.085 49.893 50.010 50.015 49.997
AB 5.641 5.413 5.634 5.622 5.57
AP 4.407 4.224 4.3937 4.392 4.35

Mean changed probability:

P = ixlOO% (11)
128
Standard variance of the changed bit number:
1 N =
AB = \/N_lxzi](Bi—B) (12)
Standard variance of probability:
B,

ap = s (B ) 00w (13)

N-1 = L128 J

The desired value of B should be L/2. the desired distribution of hash
function should be that little change in original message cause 50% change
of hash value. AB and AP show the stability of diffusion and confusion
properties. The hash algorithm is more stable if these two values are close
to 0. Based on the results of Table 1, it can be observed that the mean
changed bit number B and the mean changed probability P of proposed
algorithm are nearly the ideal values. All values of AB and AP are highly
small, which signifies that confusion and diffusion capabilities of the
proposed hash algorithm are stable and strong.

5.2.2 Resistance to collision attack

Collision resistance is one of properties of cryptographic hash
functions; a cryptographic hash function H is a collision resistant if it is
difficult to find two entries that give the same hash value. However, it is
not easy to provide a mathematical proof for the collision resistance of the
proposed hash function. The following test was performed to evaluate the
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Table 2
Absolute differences of two hash values for N = 512, 2048 and 10000.

Min Max Mean Mean/n
N=512 673 2195 1434 84.592
N=2048 673 2261 1467 85.647
N=10000 509 2379 1444 85.462

collision resistance as mentioned in [45] and [46]. The collision resistance
of the proposed hash function was examined as follows:

First, the hash value of original message was obtained and stored
in ASCII code; then, the original message of one-bit modification was
applied and a new hash value was obtained. At this point, it is possible to
obtain positions where they have the same character by comparing these
two-hash value. The absolute is calculated as follows:

d =" [te)-He) (14)

where, ¢, and e/ are the ASCII characters of the first and second hash
respectively, d is the absolute difference and t is the function that changing
the ASCII code into corresponding decimal system value. Table 2
summarizes the results. The last column was obtained by dividing the
mean of d by n, where n=1/8 and [ is the length of the hash value.

Based on the results of Table 2, it can be observed that the mean per
character for the proposed hash function are 85.59, 85.64 and 85.46 for
N=512, 2048 and 10000 respectively, and closed to the ideal value of 85.33
[24].

6. Theoretical analysis

6.1 Flexibility

The proposed hash function can solve many problems in hash function
algorithms including hash value size, padding and resistance to many
existing attacks such as those presented above. The proposed scheme can
generate hash value of size 128,256 and 512 bits. The number of rounds is
not fixed and can be changed by user, to improve the execution time.

6.2 Resistance to birthday attack

Birthday attack is a typical attack to break hash function where the
attacker needs 2"/? items to have a 50% chance of collision [38]. If we have
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a hash value of length 64 bits, the attacker only need 2* sattempts, to have
50% chance of collision.

As a result, the hash value length should be increased above 128
bits. The proposed scheme can be generated to 128, 256 and 512 bits. As a
result, the proposed scheme is robust against a birthday attack.

6.3 Resistance to the length extension and multi collisions attacks
6.3.1 The length extension attack

The most traditional hash functions that are based on Merkle-
Damgard construction and other designs cannot resist these attacks, where
a message M is divided into n blocks, and H is the hash of M. Another
message M’ with n+k blocks, where M and M’ have the same n block
M1=M1’, M2=M2’,.., Pad=Mn’), the hash value H(M) is the intermediate
hash value after n blocks when computing H(M’) (Figure 13) , it can create
a problem in practice [31] [34].

H(M) = H(M") after n block (15)

One solution was proposed to avoid these attacks by using padding
in the first and last block, where, first padding Pad2 is the length of
message in bits, the second Padl is the number of blocks in bits (after
adding Pad?) and Padl || MO = ML1. Its mean that M and M" have not
the same n block (M1 = M1/, M2 = M2’,.., Pad2 = Mn’), and the result H is
completely changed after n block.(Figure 14)

HM) = H(M’) (16)
blockl block2 block3 blockn blockn-k
512 bits 512 bits 512 bits 512 bits Sl:bltvl
Ml | M2 | M3 |---| Pad I
|
‘ l | M
|
.| F I
g Bl e [l Bl D?”;
Ml | M2' | M3 |--- Ma' | Pad
M

; el 7 |
~ F If-" IF |'!’7|F -—.,L_—- F | 4| F |——u
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Figure 13

Length extension attack.
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blockl block2 block 3 blockn blockn+k
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HO [0 | IKTe ' He'

Figure 14

The proposed solution to resist the length extension attack.

6.3.2 Multi collisions attacks

Another problem in Merkle-Damgard construction is the multi-
collisions attack. For example, in an iterated hash function, multi-collisions
can be constructed more efficiently using internal collisions. First, a pair of
messages m0, m0’ is searched, which gives an internal collision starting from
the IV. Then a pair of messages m1, m1'is searched, which gives an internal
collision starting from the state x0 after having processed m0. If this operation
is repeated k times, k internal collisions are obtained, and 2* messages can be
built by choosing one or the other messages at each step (Figure 15).

The security of the hash function can be reduced to the security of
the compression function, but that does not mean that an attack on the
compression function gives an attack on the hash function. In particular,
if the internal state is sufficiently large compared to the output size n, it
is possible to have a hash function that is resistant to multi-collision or
pre-image attacks even if it is easy to find collisions or pre-images when we
control the chaining variable [41]. The proposed hash function designed to

myp g Mo

! ’ i
My my msy

Figure 15

Multi-collisions attack.
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avoid the multi-collisions attack. the idea is to increase the internal state L
of the hash function using new sequence which generated by the function
g (completely different from Mi) and generate the output of length
L-bits using the absorbing phase f, after processing all the blocks, the
hash output of length h-bits is generated with the compression function.
Therefore, with two message Mn and Mn+k with same n block, it is very
difficult to have a multi-collision attack. These results demonstrate that
one of the proposed schemes is to resist to length extension attack and
multi-collision attack.

6.4 Cryptanalysis

Hash functions have good cryptographic properties if they are
resistant to pre-image and second-pre-image.

Brute force attack is fastest way to compute these attacks; it randomly
picks the values of message and tries every value until a collision occurs.,
The level of effort is proportional to 2", where n is hash size. The proposed
hash function can be generated 128, 256 or 512 bits, which means that the
level of effort is proportional to 2'*, 2° or 2°"* operations, considered very
high. In older designs, the entire message is used directly in the compression
function f, which will facilitate cryptanalysis attacks, but in the proposed
design, the message is passed from function g firstly to generate new
sequence where is completely different from M, then, the absorbing phase
f takes it as input and generate new one as output with the same size, and
finally the compression function generates Z and the final hash.

The proposed chaos-map based hash function use three nonlinear
chaotic-map. Zaslavsky maps used as a pseudo-random-number generator
to change data before the absorbing phase step. Logistic map used as a
permutation function between every bit, these steps are one way, and it’s
hard to back to original message M. Henon map is used as a transformation
function in the absorbing phase f, to make process more sensitive to any
little change, this makes it very difficult to have a collision in absorbing

6.5 Meet-in-the-middle attack (MITM)

In 2008, Aoki and Sasaki proposed the meet-in-the-middle attack
(MITM) [42]; it uses the message schedule that consists of permutations
of message words. It is successfully applied on SHA-1 [43], where the
authors have used the linear combination of message words.

The proposed scheme uses three nonlinear functions that generate
chaotic maps: Zaslavsky 2D maps, logistic maps, and Henon maps. In
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every round, the values x", ¥, M" and BLOC are derived from message
blocks. In addition, they are no fixed words or values which means that
the function is dependent on the message. Therefore, this attack cannot be
applied to the proposed hash function.

7. Comparative analysis

This subsection presents the comparison of the proposed scheme
with other recent hash functions based on chaos-maps, SHA-2 and SHA-
3. This comparative analysis includes the statistical analysis of diffusion
and confusion, collision resistance and speed analysis.

7.1 Comparison of statistical performance

The proposed hash function was compared with some recent hash
functions based on chaos-maps, Table 3 and 4 summarize the result of the
statistical performance comparison and it can be observed that our hash
function has a superior statistical analysis than some hash function such
as: Kanso’s ,Lin’s, Ahmad’s, Deng’s , Li’s, Guo’s ,SHA-2, Xiao’s , Zhang’s,
Yantao, Teh and SHA-3.

Table 3
Statistical performance comparison ( N = 2048 with 128-bit hash )

Algorithms B P% AB AP%
Kanso’s [15] 63.93 49.96 5.69 4.44
Lin’s [16] 63.84 49.87 5.76 4.50
Ahmad’s [17] 63.87 49.90 5.85 4.36
Deng’s [18] 63.48 49.89 5.88 4.59
Li’s [19] 63.89 49.91 5.64 441
Xiao’s [20] 64.09 50.01 5.48 4.28
Guo’s [22] 63.40 49.53 7.15 6.35
Zhang’s [23] 64.43 49.96 5.57 4.51
Teh [60] 64.02 50.01 5.64 4.40
Yantao [63] 63.94 49.96 5.61 4.38
Ren [67] CM 63.99 49.99 5.68 4.46
Ren [67] DA 63.89 4991 5.66 442
Ren [67] SA 63.49 49.95 5.67 443
Mihaela [68] 64.11 50.08 5.59 4.37

Proposed 64,12 50.05 5.16 422
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Table 4
Statistical performance comparison( N = 2048 with 256-bit hash )

Algorithms B P% AB AP%
SHA-2 127.85 50.01 7.90 3.25
Hongjun [61] 128.13 50.05 7.94 3.10
Yijun [66] 128.01 50.00 8.17 3.19
Mihaela [68] 128.98 50.38 8.08 3.15
SHA-3 128.56 50.04 8.12 3.18
Proposed 128.66 50.06 7.27 3.12

7.2 Collision resistance

Tables 5 and 6 summarize the results of the collision resistance
capability comparison of the proposed hash function. The value obtained
is very close to the ideal value (85.33) which means that the suggestion is
very resistant to collision attack.

Table 5
Absolute distance between two hash values (N = 2048 with 128-bit hash)

Algorithms Minimum Maximum Mean Mean/char
Kanso’s [15] 731 2230 1368 85.50
Ahmad’s [17] 537 2399 1364.7 85.29
Deng’s [18] 583 2206 1399.8 87.49
Li’s [19] 577 2089 1335 83.41
Xiao’s [20] 573 2224 1401.1 87.56
Yantao [63] 688 2019 1350 84.38
Teh [60] 584 2321 1366 N/A
Fan’s [21] 872 2524 1675 83.75
Mihaela [68] 537 2386 1367 N/A

Proposed 673 2261 1364.8 85.30
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Table 6
Absolute distance between two Hash values ( N = 2048 and 256-bit hash )

Algorithms Minimum Maximum Mean Mean/char

SHA-2 1619 3757 2688 84

Yijun [66] N/A N/A N/A 85.334

Hongjun [61] 1883 4051 2887 N/A

SHA-3 1628 3839 2733.5 85.42

Proposed 1627,36 3844 2735.68 85.49
7.3 Speed analysis

The proposed hash function was implemented in Matlab 2013. Figure
15 outlines the trade-off between the number of rounds and execution
time. It can be observed that whenever the number of rounds increases,
the execution time is higher.

In addition, a speed comparison with some popular hash functions is
provided in Table 7. The speed test results show that the proposed scheme
is better than those proposed by SHA-1, Chenaghlu’s, SHA-2 and SHA-3.
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Table 7

Speed performance comparison.

Algorithms Platform Speed in Mbps

SHA-1 Intel core i5-3200M CPU @ 2.6 GHzwith 4 600.9
GB RAM

Chenaghlu’s Intel corei3 CPU @ 4 GB RAM on Ubuntu 645.47

[39]

Hongjun [61] Pentium 4 CPU @ 2.50 GHz 2G RAM 132.0
Ubuntu

SHA-2 Intel core i5-3200M CPU @ 2.6 GHzwith 4 580.23
GB RAM

SHA-3 Intel core i5-3200M CPU @ 2.6 GHzwith 4 719.56
GB RAM

Proposed Intel core i5-3200M CPU @ 2.6 GHzwith 4 722.73
GB RAM

7.4 Discussion

The proposed hash function is inspired by the sponge construction
and based on the results it has a better performance than other hash
functions including SHA-2 (based on Merkle-Damgérd construction). The
proposed hash construction can avoid attacks such as length extension
attacks and multi-collision attacks.

In addition, this hash function uses three nonlinear functions that
generate chaotic maps including multiplication, addition, permutation to
obtain high complexity, with the possibility of reducing the number of
rounds to improve the execution time. Thus, it is difficult to derive the
original message from the hash.

The state of the zaslavsky map is directly related to every message
bit in message blocks. Then, the state of the logistic map is directly related
to zaslavsky map, Therefore, the state of henon map is related with the
sequence which generated by those chaotic-maps. these ensure that every
bit of the hash is related to all the bits of the original message.

Since the chaotic system operates on a real number field, the
cryptanalysis of chaos-based ciphers is more complex than the traditional
ones. The speed test results show that the proposed hash function is faster
than SHA-2 and SHA-3. Furthermore, it can be easily implemented and
used for digital signatures, data management and passwords hashing.



A NEW HASH FUNCTION INSPIRED BY SPONGE CONSTRUCTION 553

8. Conclusion

The article introduced a new hash function inspired by sponge
construction. It aims to avoid the length extension attacks, multi-collision
attacks and other vulnerabilities of Merkle Damgard construction. The
function is also based on multiple chaotic maps using Zaslavsky map 2D,
logistic map 1D and Henon map 2D.

The proposed scheme, given the high sensibility of any little change
to the original message, the large statistical diffusion and confusion
performance, the high collision resistance, can be considered as a key
hash function using the initial value x, , y, and the initial vector EQ as a
key. The number of rounds is not fixed and can be changed by the user to
improve the execution time. The proposed scheme aims to facilitate the
management of stored databases and passwords, easy implementation
and fast files processing.
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