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Abstract

The widespread use of block symmetric ciphers in modern information security
systems makes the task of increasing their efficiency urgent, as well as the task of synthesizing
high-quality cryptographic primitives used in modern block symmetric ciphers, primarily
S-boxes. In particular, the S-boxes must have good avalanche characteristics not only of
their component Boolean functions, but also of the component functions of many-valued
logic. In this paper, we propose a recursive method for the synthesis of large lengths S-boxes
that satisfy the strict avalanche criterion of component 4-functions. As a raw material for
the construction of such an S-boxes, small-length S-boxes are used that satisfy the strict
avalanche criterion of component 4-functions. In the constructed set of S-boxes that satisfy
the strict avalanche criterion of component 4-functions, we found those that simultaneously
satisfy the criterion of the maximum avalanche effect of component Boolean functions. The
avalanche characteristics of these S-boxes are of high quality both from the point of view
of their representation with help of Boolean functions, and from the point of view of their
representation using 4-functions. These S-boxes can be recommended for practical use to
modernize existing symmetric cryptographic algorithms, as well as to build new perspective

ciphers.
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Introduction

One of the most important components of modern information
security systems are the block symmetric ciphers, the task of which is
to ensure reliable cryptographic transformation of large amounts of
information in the fastest possible time [1]. Today there are many block
symmetric ciphers with a high level of cryptographic quality and, at
the same time, a high level of performance. Among these cryptographic
algorithms we can mention, for example, the Advanced Encryption
Standard (AES) cipher [2] or cellular automata based block cipher using
key-dependent S-boxes proposed in [3].

The basic approach by which the primitives of modern
cryptographic algorithms, primarily S-boxes, are constructed, assumes
their representation using component Boolean functions, to which a
set of cryptographic quality criteria is subsequently applied, implying
the following requirements: high algebraic degree of nonlinearity, high
nonlinearity distance, compliance with the strict avalanche criterion (SAC),
and uniform minimization of the elements of the correlation coefficient
matrix [4...6].

In accordance with the basicapproach, today quite a lot of methods for
the synthesis of S-boxes that satisfies the criteria of cryptographic quality
have been created, while methods for the synthesis of S-boxes with good
avalanche characteristics are of particular interest. In particular, there is
method for the synthesis of S-boxes satisfying the strict avalanche criterion
according to Kim'’s construction [7], which was modernized in [8], as well
as the method for the synthesis of S-boxes satisfying the criterion of the
maximum avalanche effect, which was proposed in [9], while the concept
of criterion of maximum avalanche effect was proposed in [10].

Nevertheless, the rapid development of cryptanalysis methods using
the mathematical apparatus of many-valued logic functions [11], as well
as promising methods of quantum cryptanalysis [12], considering the
peculiarities of the structure of the cryptographic algorithm with all its
possible representations, determines the need for further improvement of
cryptographic algorithms, as well as their components. In order to ensure
greater stability of cipher components when they are represented by
functions of many-valued logic, a number of criteria for the cryptographic
quality of functions of many-valued logic were introduced, in particular,
the error propagation criterion for functions of many-valued logic [13].

Thus, when designing modern S-boxes to create new ciphers or
improveexisting ones, itisimportant to considerall possiblerepresentations
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of them by functions of many-valued logic. In the literature, a method
is known today [13] that allow synthesis of S-boxes of length N =16
satisfying both the SAC of component Boolean functions and the SAC of
component 4-functions. Nevertheless, modern ciphers use S-boxes of large
lengths in their composition, in particular length N =256. Due to the fact
that today in the literature there are no methods for synthesizing S-boxes
of length N >16 that would have good avalanche characteristics both in
the sense of component Boolean functions and in the sense of component
functions of many-valued logic.

The purpose of this paper is to develop a recursive method for the
synthesis of S-boxes satisfying the strict avalanche criterion for component
4-functions, as well as the criterion of the maximum avalanche effect of
component Boolean functions.

Basic definitions

Consider some given S-box of length N =16, which for the research
of avalanche properties can be represented in the form of its component
Boolean functions

Q0137 14210 9 6 12 11 4 13 8 15 5
folO01 11000100 1010 11
S=lf,/001 1111010 100 0 1 0 (1
f,lOOO0O1 1 00011 0110 11
fs/0000 1 01 101 10111 0

Let us introduce the basic definitions we need. The research of a
Boolean function for compliance with a strict avalanche criterion is based
on the following definitions.

Definition 1:[4]. The directional derivative of a Boolean function f along
a vector u €V, is a Boolean function

D, f(x)=f(x)® f(x®u), 2)

where V, is the linear vector space of binary vectors of length k, @ is the
summation modulo 2.

Definition 2 : [4]. A Boolean function f satisfies the error propagation
criterion along a vector u €V, if its directional derivative along a vector u
is a balanced function, i.e.
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pif(x) = f(x®u)} =0.5. 3)

Definition 3 : [4]. A Boolean function f satisfies the error propagation
criterion of the degree k if it satisfies the error propagation criterion along
all vectors u of weight1 < wt(u) <k, i.e.

plf(x)= f(x®u)} =0.5, Vu eV,, 1<wt(u)<k. (4)

Definition 4 : [4]. A Boolean function f satisfies the strict avalanche
criterion if it satisfies the error propagation criterion of degree 1, i.e.

plf(x)=f(x®u)} =05, Vvu eV,, wtu)=1. (5)

The definition of a strictavalanche criterion is a fairly strict requirement
for Boolean functions used for cryptographic purposes. Therefore, instead
of defining a strict avalanche criterion, the definition of the criterion of the
maximum avalanche effect is often used.

Definition 5: [9]. A Boolean function satisfies the criterion of the maximum
avalanche effect if its derivatives in all directions of weight u eV, |wt(u) =1
have a weight equal to at least half of its length wt(D, f(x)) > N / 2, ie.

pif(x)= f(x®u)}20.5, Vvu eV, wt(u)=1. 6)

Using the above definitions, it is not difficult to establish that all
component Boolean functions of the S-box (1) satisfy the SAC, thus the
entire S-box (1) also satisfies the SAC in the sense of component Boolean
functions.

Nevertheless, asitis shownin [14, 15], S-box (1) can also be represented
in the form of its component 4-functions

Q|0137142109612114138155

S=lf,l01 33 222120 3010 3 1| (7
ful0001 302213 213231

The definitions obtained in [12] are used to calculate the avalanche
characteristics of the component 4-functions of the S-box (7). Here are the
main ones.

Definition 6 : [15]. The weight @ (1) of a g-valued vector is the number of
its nonzero components.
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Definition 7 : [15]. The derivative of a function f along a g-valued vector
u is the function

D, f()= f(x® 1)~ f(x)(moda), ®)

where @ means addition modulo 4.
q

Definition 8 : [15]. An g-valued logic function f satisfies the error
propagation criterion along a vector u €V, if its directional derivative
along the vector u is a balanced function, i.e. its values 0,1,...,4—1 occur

with equal probabilities: p(D, f(x)=i(modg)) = % foralli=0,1,...,4-1. In

other words, K =K' =...=K?", where K' is the number of sets of values
of variables on which the derivative takes on a value i.

Definition 9 : [15]. A g-valued logic function f satisfies the error
propagation criterion of the degree k if it satisfies the error propagation
criterion for all vectors u of weight 1< @ (u) <k.

Definition 10 : [15]. A g-valued logic function satisfies the strict avalanche
criterion if it satisfies the error propagation criterion of the degree 1.

Using the above definitions for estimation of the avalanche
characteristics of component 4-functions, it is easy to establish that the
S-box (1) represented as component 4-functions (7) satisfies the strict
avalanche criterion of component 4-functions.

Method for the synthesis of S-boxes with good avalanche characteris-
tics of component Boolean and quaternary functions

Nevertheless, despite the method of synthesis of S-boxes satisfying
the SAC of component 4-functions, as well as the method for synthesis
of S-boxes corresponding simultaneously to the SAC of component
Boolean functions and 4-functions [13], the practical application of these
S-boxes is difficult due to their insufficient length N =16, while in
modern cryptographic algorithms, S-boxes of length N =256 are used.
This circumstance determines the need to develop new methods for the
synthesis of S-boxes satisfying the SAC of component 4-functions and, at
the same time, have good avalanche characteristics of component Boolean
functions.

The performed research shows that it is promising to develop
a recurrent method for constructing S-boxes with good avalanche
characteristics of component Boolean and quaternary functions, which
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we represent in the form of steps, accompanying them with a specific
example.

Step 1: As a raw material for the developed method, a set of S-boxes of

length N =16 satisfying the SAC of 4-functions, which are constructed in

[13], is used. The cardinality of this setis | = 245760 of bijective S-boxes.
As an example, we will consider the S-box (1).

Step 2 : A function F, is specified as the high-order component 4-function
in the decomposition of the S-box into 4-functions.
In the case of the S-box (1), this component 4-function has the form

F. =[0001302213213231]. )

Step 3 : A set of 4 permutations is formed in accordance with the following
rule

p,=x®(jod), x=0,1,..,N-1, j=0,123, (10)

where d is one of the vectors of length k =log, N with 1 at one of its
positions, the vector x runs through the quaternary representations of
numbers from 0 to N -1, the sign 64—) means addition modulo 4, o is the
symbol of elementwise multiplication of the quaternary representation of
a number d by a value j.

In the case of our example k=log,16=2, we take the value
d=[0 1], respectively, the set of permutations has the form

p,=10 1.2 3 45 6 7 8 9 10 11 12 13 14 15]
p=[123 0567 4910 11 8 13 14 15 12]
p,=[2 3 016 7 45 10 11 8 9 14 15 12 13|
p,=[3 0127 456 11 8 9 10 15 12 13 14]

(11)

Note, that these permutations are a special case of m-shift permutations
[16].

Step 4 : Construct the function G, of length 4N according to the following
rule

G[E]={E®c | E@oc, | Epoc | Ep)oc), (2

where {c,c,,c,,c,} is a set of constants that must contain all values from
the set {0,1,2,3}. Acceptby default ¢, =0,¢c,=1,¢c,=2,c, =3.
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In our example, we get that the function G, will take the following
form

G, = [00013022132132311121133003223020232200120331131003331231
00210212]. (13)

Step 5 : We increase the length of the S-box to a value of 4N using the
following construction

Gy ={S | S(p) | Sp,) | S(p,)}- (14)

Step 6 : We construct a new bijective S-box of length 4N satisfying the
strict avalanche criterion of component 4-functions according to the
following rule

S, ={G,-4 +G,}  k=1log, N. (15)

In the case of our example, we get the following S-box of length
N =64
S, =10,1,3,23,62,2,42,41,22,60,43,20,61,40,63,21,
17,19,39,16,18,58,57,14,12,59, 36,38, 56,15,37,13,
35,55,32,33,10,9,30,34,11,52,54,28,31,53,29,8,7,48, (16)
49,51,25,46,50,26,4,6,44,27,5,45,24,47].

It is easy to verify that the component 4-functions of the S-box (16)
satisfies the conditions of Definition 10, and, accordingly, the S-box (16)
satisfies the SAC in the sense of component 4-functions. Contrariwise, the
resulting S-box has the following matrix of weights of the derivatives of
the component Boolean functions

e wt(D, ) | wkD,,) | wt(D,,) | wkD,,) | wt(D; ) | wD,,)
000001 32 40 32 24 32 40
000010 32 32 32 32 32 32
000100 | 32 32 32 32 32 32 |, (17)
001000 32 32 32 32 32 32
010000 32 40 32 24 32 24
100000 32 32 32 32 32 32
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thus, component Boolean functions of the S-box (16) does not satisfy SAC
of component Boolean functions.

Repeated application of the developed method to the S-box (16) of
length N =64 makes it possible to obtain on its basis a new S-box of
length N =256

S, =10,1,3,87,254,2,170,169, 86,252,171, 84,253,168, 255, 85,81,

83,167,80,82,250,249,14,12,251,164,166,248,15,165,13,163,247,
160,161,10,9,94,162,11,244,246,92,95,245,93,8,7,240, 241,243,

89,174,242,90,4,6,172,91,5,173,88,175,145,147,231,144,146, 58,
57,78,76,59,228,230,56,79,229,77,227,55,224,225,74,73,158,

226,75,52,54,156,159,53,157,72,71,48,49,51,153,238, 50,154, 68,
70,236,155,69,237,152,239,64,65,67,151,62,66,234,233,150, 60,
235,148,61,232,63,149,35,119,32,33,138,137,222,34,139,116,
118,220,223,117,221,136,135,112,113,115,217,46,114, 218,132,
134,44,219,133,45,216,47,128,129,131,215,126,130, 42, 41,214,

124, 43,212,125,40,127,213,209,211,39,208,210,122,121,142,140,
123,36, 38,120,143,37,141,199,176,177,179,25,110,178,26,196,
198,108,27,197,109,24,111,192,193,195,23,190,194,106,105, 22,

188,107,20,189,104,191,21,17,19,103,16,18, 186, 185,206, 204,187,
100,102,184,207,101,205,99,183,96,97,202,201, 30,98,203,180,

182,28,31,181,29,200],

(18)

which also satisfies the SAC of component 4-functions, and is characterized
by the following matrix of weights of the derivatives of component Boolean
functions

e, wt(D, ) | wkD,,) | wkD,,) | wkD,,) | wiD;,) | wtD,,) | wiD, ) | wD; )
00000001 | 128 160 128 96 128 160 128 128
00000010 | 128 128 128 128 128 128 128 128
00000100 | 128 128 128 128 128 128 128 128
00001000 | 128 128 128 128 128 128 128 128 |,
00010000 | 128 160 128 96 128 128 128 96
00100000 | 128 128 128 128 128 128 128 128
01000000 | 128 160 128 96 128 128 128 128
10000000 | 128 128 128 128 128 128 128 128

(19)
thus, component Boolean functions of the S-box (18) does not satisfy the
SAC of Boolean functions.
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The experiments show that based on the full set of S-boxes of
length N =16, that satisfy the strict avalanche criterion of component
4-functions, by applying the developed method, S-boxes of practically
valuable length N =256 can be obtained, which simultaneously satisfies
the SAC of component 4-functions and the criterion of the maximum
avalanche effect of Boolean functions. The amount of such S-boxes
strongly depends on the value of the selected parameters c,c,,c,,c,, as
well as on the selected direction vector d. For example, let the following
parameters be given: the length of the S-box N =256, the parameter
values ¢, =0,c, =1,c, =2,¢c, =3 at the first and second iteration of the
method application, as well as the values d =[0 1] at the first iteration
of the method application and d=[0 0 1] at the second iteration of
the method application. Then we obtain that from the set of | =245760
S-boxes of length N =256 obtained on the basis of the set of S-boxes of
length N =16 [13] and satisfying SAC of the component 4-functions,
exactly ], =3968 S-boxes simultaneously satisfies to the criterion of
the maximum avalanche effect of component Boolean functions. As an
example, we give one of these S-boxes of length N =256 built on the basis
of the S-box §=10,1,2,12,7,11,3,8,15,9,6,13,5,4,10,14]

S, =11,2,252,0,171,3,168,87,169,86,253,255,84,170,254,85,82,12,80,81, 83,
248,167,251,166,13,15,249,250,14,165,164,92,160,161,162,8,247,11,163,93,
95,9,246,94,245,244,10,240,241,242,172,7,91,243,88,175,89,6,173,5,4,90,
174,66,60,64,65,67,232,151,235,150,61,63,233,234,62,149,148,76,144,145,
146,56,231,59,147,77,79,57,230,78,229,228,58,224,225,226,156,55,75,227,
72,159,73,54,157,53,52,74,158,49, 50,236, 48,155, 51,152,71,153,70,237,239,
68,154,238,69,124,128,129,130, 40,215,43,131,125,127,41,214,126,213,212,
42,208,209,210,140,39,123,211,120,143,121,38,141,37,36,122,142,33, 34,220,
32,139,35,136,119,137,118,221,223,116,138,222,117,114,44,112,113,115,
216,135,219,134,45,47,217,218,46,133,132,192,193,194,188,23,107,195,104,
191,105,22,189,21,20,106,190,17,18,204,16,187,19,184,103,185,102, 205,207,
100,186,206,101,98,28,96,97,99,200,183,203,182,29, 31,201,202, 30,181,180,
108,176,177,178,24,199,27,179,109,111, 25,198,110,197,196, 26].

(20)

The component 4-functions of following S-box satisfies the SAC
as well as component Boolean functions satisfies the criterion of the
maximum avalanche effect, which can be shown with help of its matrix of
weights of the derivatives of component Boolean functions
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wt(D, ) | wD, ) | wkD,,) | wkD, ) | wkD;,) | wkD,,) | wtD, ) | wHDy,)

00000001 128 160 128 160 128 128 128 160

00000010 | 128 128 128 128 128 128 128 128

00000100 | 128 128 128 128 128 128 128 128

00001000 128 128 128 128 128 128 128 128
00010000 128 160 128 160 128 128 128 128
00100000 128 128 128 128 128 128 128 128
01000000 128 160 128 160 128 128 128 128
10000000 128 128 128 128 128 128 128 128
2D

This set of ] =3968 S-boxes which have good avalanche

characteristics both in the sense of component Boolean functions and in

the sense of component 4-functions, and thus can be recommended for

practical application.

Conclusion

We note the main results obtained in the paper:

1.

A recurrent method for the synthesis of S-boxes satisfying the strict
avalanche criterion of component 4-functions has been developed,
which allows obtaining S-boxes of any given length N =4*, in

particular, of practically valuable length N = 256.

Based on the known set of S-boxes of length N =16 and cardinality
] =245760, a set of S-boxes of length N =64 and a set of S-boxes of
length N =256 are obtained, the component 4-functions of which

satisfy the strict avalanche criterion.

In the constructed set of S-boxes of length N =256 which satisfies
the SAC of component 4-fucntions, the ] =3968 S-boxes which
simultaneously satisfies the criterion of the maximum avalanche
effect of component Boolean functions are found. In view of the
fact that these S-boxes have good avalanche characteristics both
in the sense of component Boolean functions and in the sense of
component 4-functions, they can be recommended for practical use
for modernizing existing cryptographic algorithms, as well as for

developing new ones.
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