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Abstract
In this paper, we propose a new McEliece public-key cryptosystem based on polar 

codes with non-permutation equivalent. Due to the fact that polar code is a decreasing 
monomial code, any permutation of columns of its generator matrix can be found. Thus, any 
McEliece cryptosystem based on only the permutation equivalent of the standard polar code 
seems to be insecure against some structural attacks. In contrast, our proposed scheme is able 
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to resist against these attacks and achieves good security level against the generic decoding 
attacks.
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1.  Introduction

It has been shown that the emergence of quantum computers 
threatens the cryptosystems based on numbers theory such as RSA [22], 
Diffi-Helman [7], and the cryptosystems based on elliptic curve discrete 
logarithm problem such as elliptic curve cryptography (ECC). Later, ECC 
has recognized more attention especially in the Internet of Things (IoT) 
domain and wireless sensor network (WSN) [13]. In [28] the authors 
pointed out the various important aspects in the implementation of ECC. 
Unfortunately, all these attempts can be broken in polynomial time when 
quantum computers appear, which led to find out another techniques that 
allow to resist against any quantum computer attacks. In 1978, McEliece 
proposed its first cryptosystem [17], which can resist against quantum 
computer attacks using error-correcting codes and exactly binary Goppa 
codes. The security of McEliece cryptosystem based on two assumptions, 
the difficulty of decoding a large linear code which turned out to be an 
NP-complete problem [5] and there is no polynomial-time algorithm can 
solve this problem, and the second assumption based on the problem 
of distinguishing the secret code from a random code. The McEliece 
cryptosystem was not broken so far.

Despite these advantages, the McEliece cryptosystem is unused in 
practice due to the large public key size which is the generator matrix of 
binary Goppa code, and thus several attempts have been discovered in 
order to minimize the public key size.

In 1986, H. Niederreiter [20] proposed the parity-check matrix of 
generalized Reed-Solomon code as a public key, but [26] proved that the 
Niederreiter’s cryptosystem is insecure. In 1994, V.M. Sidelnikov replaced 
the binary goppa codes by using binary Reed-Muller codes [25]. In 1996, 
H.Janwa and Moreno proposed a new variant of McEliece cryptosystem 
using algebraic-geometric codes [12]. In 2007, M. Baldi et al. succeeded to 
minimize the public key size using the quasi-cyclic property of the quasi-
cyclic low density parity check QC-LDPC code [2]. Unfortunately, most of 
these attempts turned out to be insecure, see [3, 9, 18].
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Two best-known attacks against any variant of the McEliece 
cryptosystem, the first one is a structural attack in which the adversary 
try to find the secret code structure from the public code, and the second 
one is a generic attack in which the adversary try to recover the plaintext 
from the cipher-text without the knowledge of the secret key. The most 
famous structural attack is the support splitting algorithm [23], and the 
most famous generic attack is Information Set Decoding, see [6, 8, 14, 15, 
27].

Due to the fact that polar codes have large hulls and large permutation 
group such as Goppa codes, they are also proposed as new code-based 
cryptography scheme [10, 11, 24]. Thus an adversary cannot solve 
the code equivalence problem using support splitting algorithm [23]. 
However, Bardet et al. introduced a powerful structural attack [4], they 
managed to solve the code equivalence problem by searching to the low-
weight codewords in the public code and determining the structure of 
the low-weight codewords in the private code. [16] Proposed an efficient 
cryptosystem using polar code in which this attack cannot be applicable 
by adding w column vectors to the end of the generator matrix of the 
private code, on the other hand, this weakens the transmission rate. 

The remainder of this paper is subdivided into five sections. In section 
two, we introduce the original McEliece cryptosystem. In section three, we 
introduce the polar code and its encoding and decoding algorithms. In 
section four, we introduce our approach. In section five, we analyse the 
security level of our cryptosystem, and a conclusion is given in last section.

McEliece’s cryptosystem

In [17], R. J. McEliece proposed a new public-key cryptosystem 
based on error correcting codes, he chose the binary Goppa codes which 
can correct t errors as candidate in its cryptosystem. Key generation, 
encryption and decryption operations are done as follows:

Keys generation

Generate the generator matrix G of the (n, k, t) Goppa code C, then 
generate two binary square matrix S and P of length k and n respectively, 
such that S is an invertible matrix and P is a permutation matrix.

•	 The public key ( ’   , )G SGP t=

•	 The secret key (S, G, P) 
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Encryption

To encrypt a secret message m of length k, the transmitter chooses 
a random binary error vector e of weight at most t and length n, then 
computes the cipher-text

c mG e′ = ′ +

Decryption

To decipher ,c ′  the receiver decodes the vector 1c P−′  to a correct 
codeword c using the t-decoding algorithm of the private code C.

•	�
1 1( ) ( ) ,c decA c P decA mSG eP mSG− − =′= = +  such that 1eP−  has weight 

at most t.
•	 �Then extract the information vector m mS′ =  from c and compute 

1 1m m S mSS− −= =′

Polar code

Polar codes are recent optimal codes invented in 2009 by Erdal 
Arikan [1] that can achieve the capacity of any binary input symmetric 
memoryless channel (B-DMC) like the binary erasure channel BEC and 
binary symmetric channel BSC. The polar code’s construction is based on 
channel polarization, where some sub-channels become noiseless which is 
devoted to transmit the information bits and the other become completely 
noisy which is devoted to transmit the frozen bits. The selection of the 
information bits and the frozen bits sets depends on the type of the 
channel { :   } W X Y→  and the transition probability { (  | ),   ,   },W y x x X y Y∈ ∈  
where   {0, 1}X =  is the input alphabet and Y is the output alphabet. Several 
methods are introduced to calculate the frozen bits set, among them [1, 
19].

We denote ( )   (  | 0) (  | 1)y YZ W W y W y∈= Σ  the Bhattacharyya 
parameter of the channel W which measures the channel’s reliability, 
where  ( ) [0, 1].Z W ∈  For BEC(ε) channel ( ) ,Z W ε=  and for BSC channel 

( )  2 ,Z W pq=  where p and q are the transition probabilities of the BSC 
channel. We denote (N, K, A, Ac), the polar code of length N and dimension 
K with the frozen bit set Ac, and information bit set A. And if we consider 
N sub-channel’s Bhattacharya parameters { ( ) , 1     }iZ W i N≤ ≤  where i 
represents the sub-channel’s index, then A contains the indices of the K 
sub-channels that have the lower Bhattacharya parameter values, and 
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Ac contains the indices of the N-K sub-channels that have the higher 
Bhattacharya parameter values.

If we consider the linear transform 1 0
1 1

n

T
⊗

 
 
  

=  which represents the 

nth Kronoker product of the matrix 1 0
1 1

, 
 
  

 then the generator matrix G of 

the [ , ]2nN K=  polar code is the sub-matrix K NG ×  of T consisting of the 
rows of T that indexed to A.

,1..{  : } (1)K N i NG G T i A×= = ∈

Encoding

To encode the binary information vector 0 1 1  [ ... ]K
Km m m m −=  to 

0 1 1   [ ... ],N
Nu u u u −=  we multiply mK by G.

•	    N Ku m G=

Decoding

In [1], Arikan published an efficient decoding algorithm of polar code 
entitled Successive Cancellation (SC) decoding, however [21, 29] managed 
to improve this algorithm.

Successive Cancellation (SC) Decoder

Using the log likelihood ratio (LLR), the SC decoder can obtain the 
transmitted information vector from the received corrupted vector rN. 
The log likelihood ratio for every received bit ri can be calculated from 
(equation 2).

 

( ) 1
( ) 1

( ) 1

( , | 0)
( , ) log (2)

( , | 1)

i N i
i N i i
N i N i

i

W r û u
L r û

W r û u

−
−

−

=
=

=

Hence, the SC decoder can estimate iû  for every   1, 2....i N=  as follow:

 

( ) 1

( ) 1

0,  for    and  ( , )  0
1,  for    and ( , )  0 (3)

0,  for    

i N i
N
i N i

i N
c

i A L r û
û i A L r û

i A

−

−

 ∈ ≥


= ∈ <
 ∈

However, [29] proved that output one bit-estimation for a given 
received bit can be an erroneous choice, and proposed to produce two 
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decisions for each bit ri not to be frozen. Then assigning for each decision 
a decision metric. The sum of these decision metrics builds a path metric 
PM that’s represent a belief of a particular codeword. In this stage, the 
SCL algorithm keeps the L most likely codewords that have the lower path 
metric. In the final stage, the SCL outputs one codeword which have the 
lower path metric from the L candidate codewords.

The proposed cryptosystem

Unlike to the original McEliece’s cryptosystem where the private 
and the public codes are permutation equivalent. In our proposal, the 
private and the public codes are not-permutation equivalent in which the 
permutation matrix P is replaced by an invertible sparse matrix Q of row 
and column weight j. However, in this case the private code must correct 

  ’t jt=  errors.

Keys generation

•	� Choose an [N, K, t] polar code C of length 2nN =  and dimension K 
and which can correct t errors, then generate its generator matrix G.

•	� Randomly, generate an invertible scrambling matrix S of length K 
over the binary field 2 .

•	� Randomly, generate a binary invertible sparse matrix Q of length 
N and row and column weight j, such that 1,j >  then generate its 
inverse 1Q−  which is a dense matrix.

	
	 The public key: 1 ,  t

j
G SGQ t−
  
  
  

= =′ ′

	 The secret key: S, G, Q

Encryption

If Bob wants to send a message m to Alice, first he obtains the public 
key G ′  of Alice from the public directory, then computes   ,c mG e′= +  
where e is a binary error vector of length N and weight t ′  and m is a 
binary vector of length K.

Decryption

When Alice receives the encrypted message c from Bob, she can 
decipher it as flows:
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•	 ,r cQ mSG eQ= = +  such that the weight of eQ is at most ’.jt
•	� Using the successive cancellation list decoding algorithm [29] of the 

private code, she obtains  .c mS′ =

•	
1  m c S−′=

Security analysis	

In this section we analyse the security of our proposed approach 
against the most known attacks, structural attacks and generic attacks. 
Our cryptosystem is able to resist against these attacks.

Structural attacks

Brute force attack 

The goal of brute force attack is to recover the secret key from 
the public key. Hence, this is infeasible when K and N are chosen to 
be large enough. Since the required number of operations to recover S 

is 
2 2

12 (1 2 ) 2K K i K
i= − >Π  and the number of candidate invertible sparse 

matrices Q of row and column weight j over 2  is 0 .N j
i

N i
j

−
=

 −
 
 

Π  If 1j =  then 

0 !N j
i

N i
j

N−
=

 −
 
 

Π =  which represents the number of the possible permutation 

matrix of length N. However in our proposal 1j >  and thus

0
!.N j

i

N i
N

j
−

=

 −
>  

∏

For the suggested parameters (4096, 1024), 
2 21024 1024 1024

12 (1 2 ) 2i
i= − >Π  

operations to find S, and 4096
0

4096 4096!j
i

i
j

−
=

 −
 
 

Π >  Operations to find Q.

Key recovery attack

Key recovery attack is one of the structural attacks, which aims to 
distinguish the private code from a random code. The most efficient 
structural attack against the McEliece’s cryptosystem is the support 
splitting algorithm (SSA) proposed by N. Sendrier in 2000 [23] which solve 
the permutation equivalence problem in polynomial time. Despite the 
strength of this algorithm, it cannot be effective in the case of polar code 
since the latter has a large permutation group and large hull. However, in 
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our proposal this is infeasible since the private code and the public code 
are not-permutation equivalent and the weight enumerator in both codes 
not to be the same. However, in [4] M. Bardet et al. succeeded to solve the 
permutation equivalence problem and break the cryptosystem proposed 
in [24] where the public code is a permuted version of the private code. 
The idea of this attack is based on the known structure of low weight 
codewords of polar code, which can be found easily since polar code 
is a decreasing monomial code, and by finding the minimum-weight 
codewords in the public code using the ISD attack like Stern [27] or Lion 
[15] algorithms. However, in our variant, multiplying the generator matrix 
G of the private code by Q–1 which is a dense matrix leads to hide the 
minimum-weight codewords in the public code that makes searching for 
them difficult when N is large enough. On the other hand, this is infeasible 
since Q–1 is not a permutation matrix.

Generic attacks

Message recovery attack

In this section, we represent the security analysis against message 
recovery attack. In this case, the attacker tries to reconstruct the plain-
text knowing just its own cipher-text. The most efficient message 
recovery attack was proposed in the first time by McEliece [17] against 
its cryptosystem. The goal of this attack is to pick a set of K bits from 
the cipher-text hope that is error-free. The common name of this attack is 
Information Set Decoding attack. Several implementations are proposed 
to improve the cost of this algorithm. Stern in [27] proposed a method that 
aims to find the small weight codeword in an arbitrary code. In the case 
of McEliece cryptosystem, the algorithm is applied to the extended code 

described by the generator matrix G
c

 
 
  

 where c is the cipher-text and this 

is equivalent to find the error vector e. We consider the Stern attack [27] 
to analyse the strength of our proposal. The total work factor of Stern’s 
algorithm required to find a binary vector of weight ’t  can be expressed 
by the formula (4), such that p and l are two integers, 0     , 0      .p t l n k≤ ≤ ≤ ≤ −′

2

2

2

/2
2 ( )

/2( ) ( ) 2
2 2/2

2

isd l

n k
p n k

t pkn k n kWF pl
pk n k l

p t p

      
−          − +   = + +         − − 

    −  ′

′

  	
(4)
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Tables 1 and 2 show the error correcting capability of polar code 
over BSC channel for rates 1/4, 1/3, 3/7, 1/2 , 2/3 using SCL algorithm, 
and the proposed parameters for 80 bit, 100 bit and 128 bit security levels 
respectively.

Conclusion

In this paper, we proposed a new McEliece public-key cryptosystem 
which based on non-permutation equivalent polar code. Since polar code 
is a family of a decreasing monomial codes any permutation equivalent 
of the standard polar code can be found due to a powerful structural 
attack, and any McEliece cryptosystem based on this problem is insecure. 
However, our proposed cryptosystem is able to resist against this attack 
and resist against the most known generic attacks.

Table 1
The error correcting capability of polar code over Binary Symmetric Channel 

using SCL algorithm with L = 16 

Rate (n, k) t

1/4 (4096, 1024) 590

1/3 (4096, 1365) 450

3/7 (4096, 1750) 284

1/2 (4096, 2048) 194

2/3 (4096, 2730) 80

Table 2
Proposed parameters for 80 bit, 100 bit and 128 bit security levels

Security level (n, k) (t’, j) key size (Kbytes)

80 bit (4096,2730) (40, 2) 455.22

100 bit (4096,2048) (97, 2) 512

128 bit (4096,1750) (142, 2) 501.15
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