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Abstract

This study examines two essential characteristics of permutations within algebraic
frameworks. The initial emphasis is on the full differential uniformity of permutations
within a finite commutative ring possessing unity. We generalize the permutation results
examined by Gupta, Mishra, and Gaur [10] in 2021 about Z_ to encompass broader finite
commutative rings. Expanding upon the research conducted by Canteaut, Duval, and
Leurent, [3] in 2015 about differential uniformity bounds for functions derived from Feistel
and Misty architectures, we introduce novel bounds for functions formulated using Lai-
Massey structures.
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1. Introduction

Over the years, researchers have studied permutations over an algebraic
structure. Proposing a robust cryptosystem is the major application of such
functions. Some of the stream ciphers that use permutations are RC4 [20] and its
variants, VPMC, VPMC-R [22], etc. Some block ciphers, like AES [8] and
PRESENT [2], use permutations over the finite field of the form FS and F%,
respectively. A permutation's non-linearity and differential uniformity are two
important cryptographic properties. Firstly, the concept of non-linearity was
introduced simply using a Boolean function, and later the concept was extended
to permutations [6, 7, 15].

Beth and Ding explored the non-linearity of Boolean functions within finite
fields [1]. Following this, Carlet and Ding broadened the scope of their
investigation to include finite Abelian groups [4]. A few years ago, Mishra and his
colleagues introduced non-linearity over the ring of integer modulo n, Z, [16].
Additionally, they also studied the non-linearity of k-cycle permutations [13] and
affine equivalence of permutations over Z, [12] respectively.

Gupta, Mishra, and Gaur [10, 17] recently investigated the differential
uniformity of permutations on Z,. They provided some results on permutations
over Z, that exhibit full differential uniformity, as well as some bounds on the
quantity of such permutations. In addition, they computed various bounds on the
non-linearity of permutations over Z, and established bounds for the maximum
possible non-linearity attainable by a permutation, as stated in [11].

Beyond permutation-based constructions, recent cryptographic research has
increasingly explored non-field algebraic structures, particularly rings, due to
their potential to offer enhanced security and richer algebraic complexity. Selikh
et al. [21] proposed an innovative cryptosystem founded over a non-commutative
ring structure, demonstrating that ring-based frameworks can provide strong
cryptographic primitives while introducing additional hardness assumptions
compared to classical field-based systems. Similarly, Gowdhaman et al. [9]
investigated constacyclic codes over the finite commutative ring Z,[a, b]/{a? —
a, b%, ab), highlighting the applicability of structured rings in coding theory and
cryptography. These works further emphasize the relevance of algebraic
constructions over rings and motivate the study of permutation characteristics
such as differential uniformity and non-linearity in broader algebraic domains.

In our paper, we have extended the concept of full differential uniformity of
permutation over Z, to finite commutative ring with unity and also able to give
an interconnection of differential uniformity and non-linearity of permutations
within finite commutative rings. Motivated by the work done by authors in [3, 14]
for giving lower bounds for the differential uniformity of function constructed
using Feistal and Misty structures, we also give some bounds for the differential
uniformity of function constructed using Lai-Massey structure.

Section 2 is devoted to showing the existence of some permutations
exhibiting full differential uniformity over a general finite unital commutative
ring. Some properties of full differential uniformity of permutation over Z, have
been extended to any finite unital commutative ring. In Section 3, we established
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an interconnection between the non-linearity and differential uniformity of a
permutation over ring R. Later, in Section 4, we provide a bound for the
differential uniformity of a function constructed with 3 rounds of Lai-Massey
structure. In the last, we conclude our work along with our future directions in
Section 5.

1.1 Preliminaries

Throughout this article, unless specified otherwise, R refers to the finite
commutative ring with unity. We will abbreviate the term commutative ring with
unity by CRU. R* signifies the collection of all unit elements within R.
Additionally, for any element t in R, |t|, represents the additive order of t in
the group (R, +). The symbol [.] is used to denote the ceiling function. For any
non-empty set Y, the symbol |Y| denotes the cardinality of Y. Let Sy denote the
set of all permutations on a finite non-empty set Y. It forms a group structure
(symmetric group on |Y| symbols) under composition of functions. The number
dy(h, k) = |Y| = |Eq(h, k)|, where Eq(h,k) = {y € Y|h(y) = k(y)} represents
Hamming distance between two permutations h and k on Y. This dy forms a
metric structure on Sy as stated in [18]. The collection of all affine permutations
on finite ring R is given by

A={g(x)=rx+s,Vx ER|r €ER",s €ER}.

The non-linearity of a permutation g on finite ring R [18] is denoted as

NL(g) and is defined as

NL(g) = mindy(g,1)
For r,s € R\{0}, we define §4(r,s) [1] as

6g(r,s) ={y €R|g(y +71) —g(¥) = s}.
The differential uniformity of the above permutation A(g) [1, 19] is given
as

Alg) = risrggggo}lc?g(r. S|

Note that 1 < A(g) < |R|. A permutation with A(g) = 2 is said to be an
almost perfect nonlinear (APN) permutation [1]. An n-bit S-box, T is a mapping
from F} » F}. The (u,v) differential of such functions is denoted as

Sr(u,v) ={x EFZT(x) B T(x D u) =v},
where u # 0,v € F}. The differential uniformity of such function is defined as
follows:

A(T) = max |8 (u,v)|.
u#0,vEFy

Note that for every 0 # u € F}, the solution of the equation T(x) @
T(x @ u) = v always exists in pairs. Thus, 2 < A(T) < 2™
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2. Characteristics of permutations exhibiting full differential uniformity

In this section, we examine properties associated with permutations
possessing full differential uniformity within a finite CRU. Note that in this
section, whenever we talk about the non-linearity of a permutation on the finite
ring R, we are considering the definition defined by the authors in [18]. Initially,
we explore the presence of such permutations in a broad context of finite CRU.
An immediate example of such permutation is the identity permutation on any
finite CRU. Our next result provide a broader range of such permutations.

Proposition 2.1: The differential uniformity of every affine permutation over a
finite CRU R is equal to the cardinality of R.

Proof: Let |R| = n, where R isa CRU, and f is an affine permutation. Thus,

f(y)=ay+b,
for some a € R* and b € R. Then for any b; # 0, we can choose a; = a~1b;
such that

[y €RIF (Y + ar) — f(x) = by} = n.
Hence A(f) = n.

Note that these are not the only permutations that possess full differential
uniformity, as shown by the following example.

Example 2.2: Let f = (2,4)(3,5) be a permutation in Zg. By exhaustive
search, we get A(f) =[6£(2,4)| = 6. Alternatively, since f satisfies the
conditions of [17, Theorem 1] and hence A(f) = 6. Itis easy to verify that f isa
non-affine permutation with two fixed points, and hence 2 < NL(f) < 4.

Some properties of permutations exhibiting full differential uniformity over
a finite CRU are given below.

Proposition 2.3: Let g be a permutation over a finite CRU R, such that
A(g) =n = |R| = |54(r,9)l,

then the following holds;

Lo rly =Isls.

2. If |r|; = |s|+ =n, then g is an affine permutation.

Proof:
1. Let |r|; = k < n, then there exist an additive subgroup K c R of addtive
group R such that

K ={0,r,2r,..,(k—1Dr}.
Since A(g) =n = [§,4(r,s)|, therefore the equation g(x +1) —g(x) =s
has exactly n solutions in R. This implies that
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9(r)—g(0) =s
g@2r)—g) =s

glkr) —g((k—=Dr) =s
Adding all the above equations, we get g(kr) — g(0) = ks. This implies
that, ks = 0. Suppose, if possible, |s|, = p < k, then adding the first p
equations gives us ps = g(pr) — g(0), which implies that pr =0, a
contradiction to the fact that |r|, = k. Hence, |s|, = k.
2. Let |r|ly =|s|y =n, then R ={0,7,2r,...,(n— 1)r}. Since A(g) =n,
this gives
g(r) —g(0) =
g@2r)—g()

gmr) —g((n—1Dr) =s.
Note that by adding first k equations for k < n, we get
ks = g(kr) — g(0).
Now, for any x,y € R
x=Lr and y = L,r,
where 0 < [;,l, <n—1. Then
gx+y) =g((li + 1))
= (L +1x)s +g(0)
=ls+ s+ g(0)
=9(x)+g(») —g()
and hence g is an affine permutation.

Corollary 2.4: Let f be a permutation in a CRU R and R contains exactly p
elements, where p is a prime. Then NL(f) = 0.

Proof: The proof is immediate by applying the last proposition and Lagrange's
theorem.

A natural lower bound on the quantity of permutations with full differential
uniformity over the ring R is |A| = |R||R"|, that is, |Fjg|| = |R||R"| where
|Fg| is the number of permutations with differential uniformity equal to |R].

Proposition 2.5: Let g be a permutation over a finite CRU R and [,r € R, then
18g(L, )| = 184(=L1,—1)|,
where —[ and —r denote the additive inverse of [ and r, respectively.
Proof: Define a function ¢:684(l,1) » 84(—1,—7) as ¢(y) =y +1. Let
y € 64(l,7), that is, y € R, and satisfy the equation
gy+hH-gy) =r,
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then

I —gy+h =~
gy+l-0D—-—gly+1)=-r, thatis, t=y+ 1€ §;(—L,—7r). Hence, this
function is a well-defined function. Clearly, this map is injective. For the
surjection, pick any t € §,(—[,—7r). Then y=t—1€ §4(I,7) such that
¢ (y) = t. This proves the bijection of ¢ and gives |5,(L,7)| = |64(—1, —1)I.

3. An interconnection between non-linearity and differential uniformity on
finite CRU R.

Firstly, an interconnection of non-linearity and differential uniformity of
permutation over the finite CRU R is given in this section. Later, we explored
some lower bounds of differential uniformity of 2n-bit function ¢ which is
constructed using three-round Lai-Massey structure with three internal n-bit
S-boxes Ty, Ty, and T;.

Theorem 3.1: Let g be a permutation on finite CRU R, where |R| = m = 2.
Then the following holds:
(@) If NL(g) = L, then A(g) = [w

m—%— /(m— 1D +il.
Proof:

(a) Let ML(g) =L =m—max;ey|Eq(g,I)|. So there exists a permutation
I € A suchthat I(x) =rx + s and |Eq(g,])| = m — L = k (say), where
r €ER* and s €ER.

Let

(b) If A(g) = D, then NL(g) =

E =Eq(g,1) ={d € R|g(d) =1(d)}
={d € R|g(d) =rd + s}.

Note that |E| = k. Let Z € E X E such that
Z={(a,b) EEXE|la+Db,}
Note that |Z| = k(k — 1). Now, we define a map y:Z — R\{0} as
Y(a,b) =a—b.

Clearly, this map is well defined as a # b. Also, there exists an element
A € R\{0} that has at least v preimages, where v = [];(: 11))

Consequently,
v < |{(dy,dz]) € Z|(dy, d3) = A}
= [{(d1, d>) € Z|d; — d, = A}
= |{d, € E|d, + A € E}|
= |{d, €ER|g(d,) =1rd, +s& g(d, + 1) =r(d, + 1) + 5}
< |{d; € R|g(d, + 4) — g(dz) = rA}| = |6(r, 7).
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Thus, v < |8(r,74)| < A(g), that is,

(m-L)(m—-L-1)
R 1
Let D be the differential uniformity of g, and L denotes the non-linearity

of permutation g. Then, by equation (1), D > [(m_L;(l—Z_L_l)] Since D is a

positive integer, therefore D > % On solving, we get,

L?-—(2m—-1)L+ (m-1)(m—D) <0. ®)]
Let S be the discriminant of the equation
L>?-—(2m—-1)L+ (m—-1)(m—D) =0. 3)

Then S =4D(m — 1) + 1. Clearly, S > 0. Let x; and x, be the distinct
roots of the equation (3) with x; < x,, (say). Then L> — (2m — 1)L + (m —
1)(m — D) = (L — x1)(L — x;). For equation (2) to hold, (L —x;)(L —x;) <

0. This implies that either x; < L < x, or x, < L < x;. The later case is not

. . 1
possible since x; <x, . Hence x; <L <x,. Note that x; =m— 3~

f(m— 1D +i and x, =m—%+ ’(m— 1D +%. Thus, L = x, gives us the

desired inequality. Hence, (b) is proved.

4. Some bounds of differential uniformity of functions constructed using
Lai-Massey Structure.

In this section, we explored some lower bounds of differential uniformity of
2n-bit function ¢ which is constructed using 3-round Lai-Massey structure with
three internal n-bit S-boxes Ty, T,, and T; as shown in Figure 1. We give some
bounds on differential uniformity for S-boxes, which are constructed by the
Lai-Massey structure. The input and output of the Lai-Massey structure is
associated by the following equations:

OL(A,B) = T;(T1 (A @ B) @ A).
OR(A,B) =T3(T1 (A © B) @ B),
where A and B are the left and right input variables, respectively, and OL(A4, B)

and OR(A, B) are the Lai-Massey structure's corresponding left and right output
variables, respectively.

B

Figure 1
Lai-Massey Structures
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Proposition 4.1: Let T;,T,, and T; denote three n-bit S-boxes, and let ¢
represent the 2n-bit function described by the associated three-round Lai-Massey
network, then

(i) If T3 is a permutation, then
(@) 16(0[lv,w||0)| = |67, (v, v)| X |7, (v, W)
(b) |6 ullu,wl|2)| = |87, (w, w)| X |61, (u, 2)|.
(i) If T, is a permutation, then [§4(ullv,0]|2)| = |67, (u D v,u)| X

|67, (u D v, 2)|.
Proof:
(i) (a) Let (A,B) € 64(0||v,w||0), then (A4,B) be the solution of the
equation (4)
¢((4,B) © (A, B D v) =wl|0 “

This is equivalent to satifsy the below equations simultaneously :
{OL(A, B)®OL(ABDv) =w
OR(A,B) B OR(4,BPv) =0
By solving the second equation and using the bijectivity of T, we get
H(ADB)DOT,(ADBDv) =v. ®)
Now, by expanding the initial equation, we get
T,(TWA®B) DA ®T,(TL(ADBOv) D A) =w
Substituting the value of T; (A @ B @ v) from equation (5), we get
TLMA®B) DABTLTADB) DAY =w
By putting A@ B =X and T;(X) @ A =Y. Since the function (4, B) -
(X,Y) isabijective function, the number of (4, B) to satisfy equation (4) is

equivalent to the number of (X,Y) that satisfies the pair of equations given
below

LS TL,YDv) =w.
Thus, we have
16 (011w, wl[0)] = |67, (v, v)] X |87, (v, ).
(b) The proof involves the same steps as in the proof of (a).
(i) Let T, be a permutation and let (4, B) € 64 (ul|v, 0]|2), thatis, (A4, B) be
the solution of the equation (6).
G(4,B) B d(ABw,B S v) = 0||z 6)

This is equivalent to saying that the pair (4, B) simultaneously satisfies the
pair of equations given below.

OL(A,B) ®OL(A®u,B®v) =0
{OR(A,B) D®ORADUBDv) =z
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By simplifying the first equation, we get
TA®B)OT,(ASBOudv) =u (7)
Similarly, by simplifying the second equation, we get
T,(T}(A®B)®B) O T;(Ti(ADB)®BDudv) ==

We use some notations for ease of representation as follows:
A@B=XandT\(ADPB)DB=Y.

By using these notations in the above equation, we get
X)L, (XBuPv)=u ®)
XS Dudv) =2 )

Since the function (4,B) = (X,Y) is a bijective function, the number of

(4,B) to satisfy equation (6) is equivalent to the number of (X,Y), which
simultaneously satisfies equations (8) and (9). Thus we have |64 (ul|v,0]|2)| =

|6T1(u Dv,u)| x |6T3(u D v, 2)|.

Theorem 4.2: Let T;,T,, and T; denote three n-bit S-boxes, and let ¢ be the
2n-bit function described by the associated three round Lai-Massey network. If
T; is bijective, then

A(d) = max(A(T2)Amin (T3), A(T3)Amin (T2))
this can also be rewritten as follows:

A@) 2 max (AT Amin(T))),

where Ay (T) = ming,omax,|dr(a, b)|.

Proof: Let A(T,) is achieved at (a, c), where a,c € F} be the input and output
differential for S-box T,. Since Tj is bijective, according to Proposition 4.1, we
have

A(T) = |8¢(alla, clld)| = |8r,(a,c)| X |6z, (a,d)| = A(T,) X |6r,(a, d)| (10)
We can choose d € F} in such a way that |6r,(a,d)| = maxpepz |01, (a,
b)|. Using equation (10) for the above value of d, we get
A@) = A(Ty) X max|5r, (a, b)
2
= A(TZ) X Amin(TS)-

Similarly, we can also show A(¢p) = A(T3) X Apin(T,). Hence, we get
our desired form.

A(d) = max(A(T2)Amin (T5), A(T3) Amin (T2))-

Corollary 4.3: Any bijective 8-bit function ¢ associated to a three-round
Lai-Massey network satisfies A(¢) = 8.
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Proof: Let ¢ be a bijective 8 -bit function associated to a three-round
Lai-Maassey structure. Hence, the internal functions T;,T,, and T; are
necessarily bijective 4-bit S-boxes. Now, by Theorem 4.2, we have
A(d) = max(A(T2)Amin (T3), A(T3) Amin (T2))
= A(TZ)Amin(T3)-
As there is no APN permutation in F3 [5] and A, (T,) = 2, this implies
that, A(¢p) = 4 X 2 = 8, that is, our desired result.

5. Conclusion

This work generalize certain results of permutations differential uniformity
over Z, to general finite commutative ring with unity. Besides these, we have
provided some bounds on the differential uniformity of functions constructed by
the Lai-Massey structure. In the future, we will investigate some other
cryptographic properties like non-linearity of permutations on the finite
R-module M.
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