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Abstract
The Internet of Things (IoT) has laid the foundation for smart cities by allowing devices 

to work in synergy through focused automation. Nonetheless, most procedures available 
today are missing a holistic model that allows for clear visualization of how users are 
interacting with, how services are being effectively rendered, and how these procedures are 
scalable. To remedy this oversight, our generalized IoT graph model traces the flow of and 
advances an IoT action from inception, in direct response to a user’s petition, to conclusion at 
a children’s leaf node. Our model centrally manages user interaction through a Directory, or 
a digital page, for requests, which travel via 3 interconnected graph-layers (Top, Middle, and 
Bottom) whose distinct functions and adapts to secure, scalable, personalized networks in 
smart city applications. The model engenders novel field of research, which we have named 
IoT Algebra, leading to formal services analysis, composition, and fine-tuning by researchers. 
We review its real-world application and precedent.
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1.  Introduction

The internet of things (IoT) has revolutionized the uses of common 
devices by connecting them to the internet. It enables objects to understand 
their environment, distribute and receive data, and act upon them, 
resulting in improved control in hospitals, transportation systems and 
cities management [1, 2]. For smart cities, It brings innumerable benefits 
for City services efficiencies and citizens betterment. Modeling IIoT 
systems with graphs have been proved to be of use in comprehending 
their architecture and operation [3].

Despite this progress, IoT applications still seem too fragmented. 
Most approaches tend to address solely on devices, or data, or services in 
isolation, but they do not account for the processes during a user demand 
[4]. A unified view that emphasizes the user, while enabling scalability 
and transparent analysis, must be implemented.

Every IoT action begins with a person making a request. That request 
might work perfectly, partially work, or fail based on what happens with 
the device. To make IoT systems better and easier to study, we need a clear 
way to track this entire process from start to finish.

This paper introduces a generalized IoT graph model that shows the 
complete journey of an IoT action. We use graph theory to represent users, 
their requests, how those requests move through the system, and where 
they get executed across three connected layers.

The major contribution of this work covers a layered IoT graph model 
representing end-to-end execution of IoT actions, a structured Page Book-
based user interaction mechanism with clear semantics, a formal graph-
theoretic definition of the IoT model, introduction of IoT Algebra as a 
potential theoretical foundation for future research, and a scalability-
oriented design suitable for large-scale smart city deployments. 

The remainder of this paper is organized as follows. Section 2 reviews 
related work. Section 3 presents the proposed IoT graph architecture and 
its components. Section 4 provides a formal definition and scalability 
discussion. Section 5 concludes the paper and outlines future research 
directions.

2. Literature Review

Recent research has explored various aspects of IoT systems for smart 
cities and home automation. Several studies describe IoT architectures for 
managing domestic devices with capabilities for security and energy 
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saving [5, 6]. Others put focus on a cost-effective, energy-conscious home 
automation assisted by cloud and mobile interface [7, 8]. There are some 
survey papers that reviewed the IoT computing on mobile phones, 
requirements for middleware and the overall IoT vision, including 
interoperability, privacy and cybersecurity issues [9, 10, 11].  Additional 
work has investigated IoT architectures in general and aspects of design 
process [12, 13]. Other papers provide an in-depth look on issues like 
applying graph modeling to IoT device lifecycle assessment and detecting 
vulnerabilities in traffic by neural networks [14, 15]. Graph-based 
approaches have shown promise for supporting dynamic expansion, fault 
isolation, and service coordination in urban IoT deployments [16]. 
Mathematical frameworks, particularly algebraic methods, are gaining 
attention for formal verification and optimization of IoT systems [17, 18]. 
Most existing frameworks are things-centric, data-centric, or service-
centric, but they typically describe IoT at a high architectural level without 
explicitly modeling how a user’s request flows from submission to 
execution on a device. Few models formally link individual users to their 
private execution points, which matters greatly in large smart cities with 
millions of users and devices. Our IoT graph model addresses these gaps 
by explicitly including user nodes, structured requests via Page Books, 
controlled communication paths, and private endpoints in one unified 
graph-based framework with isolation, security, and scalability built in, 
while also introducing IoT Algebra for systematic analysis and 
optimization.

3. Proposed Architecture of the IoT Graph

This section provides a description of the proposed IoT graph and its 
various layers along with the functioning of each of its components. This 
proposed gener-alized model can be adapted in any specific domain as 
per the requirement of the users.

3.1 Layers of IoT Graph

There are three Layers in our proposed model of IoT graph which are:
1.	 Front IoT Layer
2.	 Middle IoT Layer, and
3.	 Rear IoT Layer
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The IoT graph is designed in such a way that the Front Layer cannot 
directly communicate with the Rear Layer and conversely, but via Middle 
Layer only. It is only the Middle Layer which can communicate with both 
Front Layer and Rear Layer. These three layers are introduced and 
explained below in the context of the proposed IoT graph modeling.

3.2 Front IoT Layer

This is where users interact with the system. It’s set up like a star 
pattern with all user nodes connecting to a central point called CEO(Front) 
or CEO(F), which is basically a software controller that manages everything 
users do in this layer. Each user has their own node and sends service 
requests through something called a Page Book—think of it as a personal 
digital notebook on your phone or computer with ready-made forms for 
different services. Every user gets a unique five-character password 
(Source Code) to log in, and each service they want has its own five-
character Destination Code that only they and the CEO(Rear) know about 
(refer to Figure 1). This setup keeps everything secure and prevents 
different users’ requests from getting mixed up, even if they’re asking for 
the same type of service.

Figure 1
A graph showing the Front IoT Layer

3.3 Page Book of a User

The Page Book of a user consists of several pages. It is divided into 
two Chapters called by Chapter-1 and Chapter-2. The Chapter-1 consists 
of starting ten (can be adjusted) pages reserved for recording the valid list 
of services which can be sought by the concerned user. Chapter-2 consists 
of a large number of pages which are called by request pages. This page 
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book can be opened by the user in his mobile phone device or in a 
computer, laptop etc. Different users have different Page Books of their 
own, and there is no scope for sharing of pages with other users.

3.4 Chapter-1 and Registration of a User

Every user interested to use IoT facility is required to register himself 
with an IoT System entering an Identity and a personal source code 
(password) of him, and then by entering a list of valid services of him (for 
example, we register ourselves with some internet agent like Yahoo, Gmail, 
Rediff mail, etc., to avail email facility) along with destination code for 
each service. The CEO(F) has the responsibility to complete his registration. 
The CEO(F) will authenticate the user identity and password (secret 
Source Code) of the user and also the secret Destination Code of each 
service item of the list of that user.

3.5 Page Format in Chapter-1

A page in Chapter-1 works like a simple table with four columns. The 
columns are Service Number, Service Description, Valid Parameter Values, 
and Destination Code. When a user registers, they create blank forms for 
their requests that include variable parts shown with quotes. Each variable 
can only take certain values that the user decides ahead of time. These 
values might be numbers, words, or simple choices. Users can add new 
services, remove old ones, or change the wording anytime they want.

Table 1
A Page of a User in Chapter-1 after Registration

No. Service Item Valid Values Code

1 In my bungalow my car garage door is 
to be ’X’ at time ’T’ Oclock.

X [Opened, Closed], 
T [0, 24].

8e2T%

2 My geyser must be ’X’ at time ’T’. X [ON, OFF], T [0, 24]. W936$

3 Cooked rice must be ready in my 
kitchen room at ’T’ Oclock.

T [0, 24]. 9841@

4 My coffee must be ready at ’T’ 
Oclock”

T [0, 24]. 8$5#+

5 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .

6 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .
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3.6 Chapter-2 of the User

Consider a user, say User-1. In Page Book of User-1, there are several 
pages, but each page is only for one service to be sought by the User-1 
from the IoT system. The list of valid services to be sought by User-1 is 
always known to User-1 because these are incorporated at the time of 
registration with option for modifications (insertion, deletion, editing, 
etc.).

3.7 Page Format of Chapter-2

Each of the above registered services sought by User-1 can be 
submitted using one page only of his Page Book. Two services cannot be 
requested using one single page. The format of pages is as below:

Page (Chapter-2)

1.	 Secret Source Code of the user = ——-
2.	 Secret Destination Code of the service = ——-
3.	 Request Serial Number = —————– (press enter)
4.	 Give inputs of each parameter: X = , T = , Y = , Z = .
5.	 Text Message, if any to be communicated at the leaf node:

On pressing ’Enter’ after inputting at No. 3 in a page, the corresponding 
phrase from the Valid List (of Chapter-1) appears immediately here, and 
then inputs of parameters and text messages are to be typed. Text message 
will be communicated to the leaf node corresponding to the destination 
code of the request once this request is submitted to the IoT System.

3.8 Illustrative Example

Let’s say User-1 has the source code %G5$% and wants coffee ready 
at home by 5 pm, but he’s currently at his office in the morning. He opens 
his mobile app and fills out a page from Chapter-2. He enters his source 
code, selects service number 4 from his registered list (Table 1), which 
automatically shows “My coffee must be ready at ’T’ O clock”, and then he 
just types T = 17 for 5 pm. That’s it—the request is submitted. Later, if he 
wants his garage opened at 4:30 pm, he opens another page, selects service 
1, enters X = opened and T = 16.30, and submits. Even if two different 
users happen to request the exact same service, their unique source codes 
keep everything separate and prevent any mix-ups in the system.
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3.9 Middle IoT Layer

The Middle Layer acts as a transmission bridge between Front and 
Rear parts. Information transferred between them, for example CEO(F) 
information flow to CEO(Rear), and other way round happen via this 
layer (Figure 2). This layer behaves like what happen on normal internet 
website browsing and emails.

Figure 2
Graph of the Middle Layer

3.10 Rear IoT Layer

This is the area of actual IoT actions. The Rear Layer is built as a circle 
where CEO(Rear) is at the centre and connected to Manager nodes on the 
circle, and each Manager node connects to a batch of leaf nodes-the place 
where the services is running-on/off or a door to be opened-on. Each user 
has a private leaf node which are not shared; therefore, the system is safe, 
flexible and user could add or delete device freely (refer to Figure 3). 

When something goes wrong at a leaf node, the Manager tells 
CEO(R), which reports back through the Middle Layer to CEO(Front), and 
finally the user gets notified. The secret codes keep everything secure, and 
all connections work both ways so leaf nodes can interact smartly with 
their Managers.

Figure 3
Graph of Rear IoT Layer
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4. Proposed IoT Graph

Integrating the graphs of all the three layers we get the following 
graph (see Figure 4) for overall execution of an IoT action. This integrated 
graph is a general model of an IoT graph.

Figure 4
IoT Graph: A general structure

Every request of a user can be submitted from its own page book 
from any geographical location and the result of each request of him will 
happen at his leaves only. The Internet of things requires huge scalability 
in the network space to handle the surge of leaf nodes. Thus, in an IoT 
graph, the Front Layer uses star topology and the Rear Layer uses cycle 
topology [1].
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4.1 Formal Mathematical Definition of the Proposed IoT Graph

Our IoT system is represented as a directed, labeled graph structure. 
We model it mathematically as a layered graph where the IoT graph GIoT = 
(V, E) contains vertices V representing nodes and edges E showing 
communication links between nodes. The vertices split into three separate 
groups for the three layers: V = VF ∪VM ∪VR, where VF holds Front Layer 
nodes including users and CEO(Front), VM holds Middle Layer 
communication nodes, and VR holds Rear Layer nodes including 
CEO(Rear), Managers, and Leaf nodes. These three groups do not overlap. 
The Front Layer works as a star graph where user nodes u1, u2, . . . , un and 
CEO(F) connect bidirectionally. Each user has a unique Source Code and 
services with Destination Codes. The Middle Layer handles message 
transfer between CEO(F) and CEO(R) without doing the actual work. The 
Rear Layer uses a cycle-based structure where CEO(R) connects to Manager 
nodes, and Managers connect to leaf nodes that execute the final actions. 
Direct communication between Front and Rear layers is not allowed, all 
messages must go through the Middle Layer following the path from user 
to CEO(F) to CEO(R) to Manager to leaf node. This keeps the system 
modular, secure, and scalable.

4.2 IoT Algebra and Operations

We now present IoT Algebra, a set of formal mechanisms to compute 
on IoT graph in an organized manner. It provides three fundamental 
operations: Service Composition(togethering services into larger 
workflows), Projection extracting out particular user for detailed study), 
and Reduction simplifying the graph by cutting down duplicate portions). 
All of these above operations satisfies several desired properties-if such 
operation ever produce valid IoT graph, enable services to execute 
independently, conceal user information-provide algebraic tools to label 
systems correctly, systematically archieving service administration and 
analyzing enormous IoT and IIoT systems.

4.3 Applicability of the Proposed IoT Graph Model

This IoT graph provides a clear representation of real smart city 
applications in a comprehensive way. It enables user/beneficiary 
interaction, communication paths, and execution endpoints as required in 
recently proposed IoT research [4]. Illustration - Smart Home Automation, 
Smart City Infrastructure, Simulation and Validation.
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Overall, it provides an extensible approach of an extensible model to 
smart city IoT deployments.

5. Conclusion and Future Work

This paper proposed a generalized IoT graph model that can model 
the entire life cycle of user-involved IoT actions in a smart city in three 
interconnected layers as the Front, Middle, and Rear layers. Explicit 
modeling of users, services and endpoints as graph constructs overcomes 
a significant shortcoming of the current IoT architecture, which suffers 
from lack of formal execution modeling [4]. The formal mathematical 
formalism that we introduced has significant analytical applications and 
presents the IoT Algebra, a novel theoretical framework for reasoning 
about service composition, optimization, and scalability. Future work 
includes formal verification of IoT Algebra properties, methods to 
automate service composition, and scaling up the model for IIoT, where 
reliability and real-time control are factors. Our proposed architecture is a 
solid theoretical and architectural foundation for designing smart city IoT 
systems.
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