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Abstract: In the current study we introduce an improved identity-based 

cryptographic (IBC) scheme that aims at addressing the weaknesses of existing 
frameworks. In further extension of the approach of Meshram et al., who 
formulated an IBC method based on integer-factorization problems and 
generalized discrete-logarithm without reference to bilinear pairings, this paper 
determines and removes the stalemate of their construction. Though the scheme 
proposed by Meshram et al. offers protection of data and adversarial resistance, 
the confidentiality of the encryption mechanism is still on a condition of secret 
data available in the key authentication center, which is the resource that cannot 
be accessed by the end users. To overcome this drawback, we present an 
enhanced subtree-based cryptographic protocol of secure group communication 
which uses partial discrete logarithms in finite fields. This plan not only removes 
the problem of the deadlock but also provides security improvement to the 
solution of Pang et al. whose work was undermined by the lack of full security 
analysis. The scheme proposed incorporates a strong key-distribution design and 
is more robust to any attack that might occur and thus enhances the security and 
trustworthiness of identity-based cryptographic schemes. 
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1. Introduction 
In contemporary society, computer technologies and the use of the internet 

have become integral components of daily routines. The introduction of the 
Internet of Things (IoT) has played a major role in changing not just individual 
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life patterns but also the working processes since it has made the establishment of 
a well-linked interconnection between devices an easy task. Technological 
advancement, however, has brought about privacy and security concern of data 
especially with the nature of vulnerability of open and public networks which 
transfer sensitive information. The confidentiality of such data must be a top 
priority, and it will require the deployment of secure communication protocols. At 
the heart of this protocol lies the exchanges of secret keys of the sessions between 
entities, before encrypted communication. With the growth of users and devices 
in an exponential manner, the problem of distributing these keys effectively and 
safely has proven to be more complicated and requires innovative solutions. 

The public-key cryptosystem has emerged as an effective solution to the 
problem of session key distribution in open network systems. Its robustness lies in 
facilitating verification of interlocutors' public keys, consequently engendering 
confidence in system-wide communications. A formal model of this 
authentication operation is the Public-Key Infrastructure (PKI) [36], but its mass 
use is hampered by the huge overhead of maintenance and administration of 
infrastructure. Nevertheless, PKI continues to be central to the process of secure 
communication, which underscores the need to have scalable and manageable 
key-distribution mechanisms. 

Shamir [3] first proposed the Identity-Based Cryptosystem (IBC) in 1984 
(see Fig. 1). In this framework, a user's personal identity details, for example, an 
email address serves as the public key for accessing the corresponding private 
key. By leveraging the public key as a directly verifiable form of user identity, the 
innovation effectively reduces authentication overhead [2]. This, in turn, 
facilitates more straightforward non-interactive session setups among the parties 
in communication. Although the approach by Shamir [3] proved to be useful in 
identity-based signatures schemes in their practical implementation, later 
developments have broadened its usage. It is important to mention that Boneh and 
Boyen [27] used the Weil pairing property to build a working Identity-Based 
Encryption (IBE) technique which was a breakthrough towards implementation. 
Nevertheless, their method of bilinear pairing makes it computationally 
inefficient with devices that have limited processing ability and therefore 
demonstrates the continuing difficulty of optimizing cryptographic schemes to 
run on resource-constrained devices. 

Meshram, Meshram, and Zhang [21] suggested the improved version of 
Identity-based Cryptosystem (IBC) [16], [8], [15], [35], [5] based on the security 
based on the Integer factorization problem (IFP) and the Generalized Discrete 
logarithm problem (GDLP). In contrast to previous schemes, their 
implementation is noteworthy in the sense that they do not have bilinear pairings 
since they commonly can be very costly in terms of computation. The method is 
powerful in meeting the fundamental security goals because it ensures the privacy 
of data and the non-eavesdropping of the encrypted messages and the private keys 
of the user. The peculiarity of their system is that it is impossible to decrypt only 
with your own key but also with the help of a confidential part of the private 
information in the Key Authentication Centre (KAC), that is not known to users. 
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This means that though a user may have a private key, he/she is unable to decrypt 
ciphertexts without cooperating with KAC. Even though this two-way control 
system applies greater security in that it protects the data as well as the private 
keys, it has a deadlock issue, which poses a significant challenge when it comes to 
its practical implementation. 

 

 
 

Figure 1 
Identity-based Cryptographic Procedure 

 
Pang, Li, and Wang [31] critically reviewed the scheme presented by 

Meshram et al. and found out that it has major flaws, with the most critical being 
that it has a deadlock issue. They found that the encryption operation of the 
approach used by Meshram et al. is based on the private information of the KAC 
that is not supposed to be exposed to users. This dependency therefore affects the 
ability of the users to perform encryption as intended thus compromising the 
usability of the system. Pang, Li, and Wang [31] suggested a better mechanism of 
eliminating the deadlock problem. However, although their work is heading 
towards the right direction, it does not have analytical rigor and formal security 
proof, which is necessary to warrant the soundness of the proposed solution. 

The recent development in identity based cryptographic protocols has 
brought a wide extension of the protocols to the new computing environment. 
Meshram et al. [19] are significant contributors to this field because they showed 
groundwork in protocols of online/offline ID-based short signature (IBSS) that 
uses partial discrete logarithms in wireless sensor networks. Since this, they have 
gone further to construct transformation models of public-key cryptography and 
IBSS processes which employ long chaotic maps. Furthermore, Meshram and 
Meshram [17] and [10] suggested an effective IBE method, which integrates 
subtree framework and pairing exercises specific to the cloud computing systems 
to enable fuzzy user information sharing. To supplement them, Ramadan et al. 
[32] discussed IBE algorithms based on the RSA hypothesis and provided 
equality test mechanisms. Additional works by Meshram et al. [12] are the 
cryptosystems and short signature schemes transformation models which are 
applied to cryptosystems using chaotic maps deployed in cloud structures with the 
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ability to share fuzzy data. Continuing this field of research, Farjana et al. [33] 
proposed a new identity-based encryption algorithm aimed at providing safe 
information transmission to authenticated users, an algorithm that was proven 
with the help of its implementation in the fog computing environment. 

Our contribution: Within the subtree, the cryptographic mechanism offers a 
novel algorithm built on the partial discrete logarithm (PDL) problem. It does so 
by making use of the unique properties of discrete exponentials in the 
multiplicative group of finite fields. A stronger key distribution mechanism is also 
introduced to augment the cryptographic system. The projected method tends to 
offer a more protected and effective IBC scheme compared to the models already 
existing including the one suggested by Pang, Li, and Wang [31], utilizing the 
hardness assumptions of PDL problem [20], [14], and [9]. 

Organization: The rest of the paper proceeds as follows: Section 2 reviews 
Meshram et al.’s IBC approach in detail, while Section 3 discusses the improved 
IBC proposed by Pang et al. In Section 4, the proposed secure subtree-based 
cryptosystem is presented and elaborated upon. Section 5 offers formal security 
proofs and a detailed analysis of the proposed technique. A comparative 
performance study, including evaluations of the existing IBC schemes, is 
presented in Section 6. Finally, Section 7 concludes the paper and suggests 
several directions for future research. 

2. Background and Material 
The security of our technique depends on the difficulty of solving the PDL 

problem in the group in which subtree-based cryptography is developed. We 
quickly go over the definitions [1], [19], [24], [34], and the notations used in the 
manuscript.  

2.1 The Partial Discrete Logarithm (PDL) 
We assume that        is a secure prime modulus. This indicates that 

   and    are primes such that        
     and        

    , where   
  

and    
  are also primes. Secure prime number arrangements of length   are 

denoted by     . The cyclic group of quadratic residues modulo    was 
       . The formula is         (  )

       
      

       
 , where 

        
   

 . In this group, the component's maximum order is      
 , and all 

the components of order   have the form         . 

Definition 1: (PDL): The Partial Discrete Logarithm (PDL) problem, as defined 
by Paillier [34], captures the difficulty of recovering a hidden exponent. 
Specifically, let   denote an element of maximal order in the group  , and 
suppose it satisfies the condition                     , which forces the 
parameter    . Given such a   together with               (where   is 
an unknown integer between   and the order of  ), the PDL problem is the task of 
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finding          . This issue is anticipated to be challenging, particularly in the 
absence of modulus factorization, as indicated by the accompanying suspicion. 

Assumption 1 (PDL over     
 ): A negligible function        is one that, 

for any probabilistic polynomial-time (PPT) algorithm A, satisfies the condition 
of vanishing faster than any inverse polynomial for all sufficiently large security 
parameters  . 

  [                            (  )              

 [         ]             ]          

2.2 Notation  
This novel IBC scheme leverages the PDL problem to enable fuzzy user data 

sharing while preserving protection requirements. Notation is as follows: [      ] 
denotes the integer interval                   , and [ ] means [   ]. For any 
identity   , let                   be its participant identity set, and let      
             be its location records within the model's tree structure [25], [26], 
[37]. The expected recipients form a subtree which is characterized by a tree 
based, identity encryption scheme [11]. The identity vectors as well as the 
location of these receivers get included in the encryption scheme   in this 
hierarchical structure. Any valid   must include the root node thus representing 
the structural form of authority of the Private Key Generator (PKG) [13]. The 
suggested framework is likely to succeed in terms of enabling fuzzy entity data 
sharing, yet meeting the necessary protection standards, but it faces an issue of 
efficiency in terms of multi-receiver. The users are assumed to be interconnected 
in a tree-like structure, as depicted in Figure 2. When a message is sent by a data 
owner to a subset of receivers, who are members of a subtree, the identity set and 
positional indices associated will be represented by               and 
            , respectively. The higher-node set is stated as the set of superior 
nodes as:                                which represents the agreement 
of the user that the data owner wishes to express. 

 
 

Figure 2 
An example of subtree-based cryptographic structure 



6� I. BAHKALI

  

3. Review on Meshram et al. ID-based Cryptosystem (IBC) 
Meshram, Meshram, and Zhang [21] proposed an IBC consisting of four 

interconnected sub-algorithms: Setup, Extraction, Encryption, and Decryption. 
Among these, the Setup algorithm is executed by the Key Authentication Center 
(KAC) and is responsible for generating both the public and private keys for the 
entire system. Prospective users initiate registration by submitting an application 
to the KAC, which then performs an extraction algorithm to generate unique 
private keys for users verified as legitimate. Before sending messages, users must 
authenticate their identities. If a user wishes to securely transmit a message, they 
utilize an Encryption algorithm to convert the plaintext into ciphertext. On the 
recipient’s side, the decryption algorithm is employed to recover the original 
message, which requires possession of the receiver’s private key [18], [22], [32]. 
This general structure aligns with the designs of most IBC schemes documented 
in literature. 

Setup. KAC has taken the actions listed below: 
1) Choose prime numbers randomly,    and   , such that       . 

Calculate the Euler-phi function                   given bit 
number      . 

2) Choose two arbitrary integers,    and   , such that                   
and              such that               . 

3) Create a   dimensional vector  ⃗                  over       , with s. 
t.                      , and      (        )          

4) Estimate   dimensional vector  ⃗⃗                  , where 
                        

5) The private key in the KAC is the pair   ⃗     and the public one is 
(      ⃗⃗)  A fundamental requirement of the scheme is that every entity 
receives a copy of the public key, while each entity's private key must be 
kept strictly confidential. 

Extraction. The KAC performs the above procedures in order to come up with 
the private key which is related to entity  . The identity of each entity is 
represented by a  -dimensional binary vector, defined as follows: 

         ,                           {   }         . 
1) Calculate the entity i’s expanded   ,      , as: 

                    =     ,                              
{   }         .  

2) The secret key    for entity   is determined by computing the inner product 
of the vector  ⃗ with the identifier     , expressed as follows: 

     ⃗                 = ∑               (    )  
The     notation represents the public key of entity  . 
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Encryption: In the present study, we consider a theoretical scenario in which 
entity 2 wishes to transmit a message   to entity 1. To protect the secrecy of the 
message, entity 2 uses the encryption protocol that is relevant to the message   by 
applying the following encryption protocol to the message  . 
1) The expanded identifier of entity  , represented as      , is computed as 

follows:  
     (   ) (     )= (   ,                    )      

*   +  (     ). 
2) Calculating  
      ∏      (     )      
   ∏ (   )   (     )      

     ∑               ( ( ))(     ) 
      (     ) 

Utilizing    alongside publicly available information   ⃗⃗⃗  associated with the 
KAC, we proceed with the following steps: 

3) Calculate      
  (     )  

4) Calculate the ciphertext      (     ). 

Decryption: To retrieve the message, the ciphertext, sent by entity 1 has gone 
through the above steps to retrieve the message,  : 
1) Calculate     (     )  
2) Using their own secret key   , the entity can recover the message   as 

follows: 
     (     )      

  (     ) 
  (    )    (     ) 
   (  )  (     ) 
  (     )  

4. Review of Pang et al. ID-based Cryptosystem (IBC) 
Pang, Li, and Wang [31] suggested an identity based cryptographic (IBC) 

based on the generalized discrete logarithm problem (GDLP) and the 
integer-factorization problem (IFP). They have a methodology arranged into four 
separate sub-algorithms, which include Setup, Extraction, Encryption and 
Decryption. 

Setup: The setup algorithm presented mentioned here is like the one outlined in 
Section 2, particularly with respect to computing the  -dimensional vector  ⃗ . 
Nevertheless, the salient deviations of the current formulation have been 
identified, and they are elaborated in the discussion below. 

 ⃗  (              )  where       (     )(     )  



8� I. BAHKALI

  

Extraction: The extraction algorithm used had significant similarities with that 
described in Section 2.  

Encryption: Given that entity 2 wants to send a message   to entity 1. This is 
how entity 2 encrypts  : 
1) To find the expanded    of entity  , which is called      , use the following 

formula is used:  
      (   ) (     ) = 

 (   ,                    )      *   +  (     ). 
2) Estimated  
    ∏      (     )      
   ∏ (   )   (     )      
     ∑              ( ( ))(     ) 
      (     ) 

Using the parameter   and the publicly available information vector   ⃗⃗⃗  from 
the KACs), we proceed with the following computational step:  

3) Estimated ciphertext     (     ). 

Decryption: To extract the plaintext message   in the encrypted text, entity 1 
needs to do the following operation: 
1) Utilize the private key    to retrieve   as     (     ). 

The accuracy of the scheme is established as follows: 
Due to   ∏      (     )      

 ∏ (   )   (     )
     

 

   ∑               ( ( ))(     ) 
    (     ) 

We have  
       (    )    (     )    (  )  (     )    (     )   

Pang, Li, and Wang [31] recognized two different deadlock issues, which 
were reported in Meshram, Meshram, and Zhang [21] and solved them by 
changing the IBC technique by using GDLP and IFP [20, 14, 9, 17, 19, 22]. Even 
though they also investigated the security implications of the approach, the 
authors have not provided formal security proof. Nevertheless, the manuscript 
based on cryptographic measures require strict security examination and formal 
demonstration with the corresponding argument. 

5. The proposed Subtree-based Cryptosystem (SBC) 
The proposed Subtree-Based Cryptosystem (SBC) integrated the PDL 

problem. This cryptographic framework is broken down logically into four core 
components: Setup, Extraction, Encryption, and Decryption. Each of these 
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algorithm’s functions as a critical component within the overall framework, and 
their operational procedures are elaborated as follows: 

Setup. KAC took the following actions: 
1)  Let        be a secure prime modulus, meaning that    and    are 

primes of the form             and             , where      and 
    are also primes. Further, let   be a multiplicative group of maximal order 
generated by   , and suppose that   is contained within the set of invertible 
elements of the ring     

 . 

2)  Create a   dimensional vector  ⃗⃗⃗  (             ) over     
 , with s. 

t.                 and                        
3)  Next, we compute the   dimensional vector  ⃗⃗  (              ) , 

where 
     

                   
4) The KAC employs   ⃗⃗⃗  as its private key and (       ⃗⃗) as its public key. 

Each entity must receive a copy of the public key, whereas the private key 
must remain confidential. 

Extraction. To determine entity  's private key, the KAC performs the previously 
mentioned procedures. The identity of an entity is defined by a ƙ-dimensional 
binary vector, which is provided by 
           ,                                      ƙ  . 
1). Calculate the entity i’s expanded   ,      , as: 

      =     ,                                 .  
2).  Determine the secret keys of entity  ,   , by taking the inner product of  ⃗⃗⃗ 

and       given by: 

       ⃗⃗⃗               = ∑                     
The notation      denotes the public key associated with entity  . 

Encryption: Consider the scenario in which entity 2 intends to transmit a 
message   to entity 1. To ensure confidentiality, entity 2 encrypts message   
by applying the relevant encryption procedure as described below:  
1)  The expanded identifier of entity  , represented by      , is computed as 

follows:  
      =     ,                                 .  

2)  Calculating  
      ∏                    

   ∏    
                    

   
∑               (  )         
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Utilizing    alongside publicly available information   ⃗⃗⃗⃗⃗associated with the 
KAC, we proceed with the following steps:  

Let   (with             ) denote the message to be transmitted by 
entity 2. Entity 2 first selects a random integer   satisfying            
   , and then computes the ciphertext     as follows: 

          
               

                  

Decryption: Entity 1 has completed the above-mentioned steps to extract   out 
of the ciphertext: 
                ,                         
using the secret key   . By computing, the message of entity 2 can be recovered 
by entity 1 using equations (18) and (22). 
                                                       

6. Security Investigation and Discussion 
The computation strength of the projected SBC procedure is grounded on the 

intractability of certain index problem, namely, the PDL problem [20], [14], [9], 
and [19], in the multiplicative cyclic group defining an index, namely, the cyclic 
multiplicative group of integer elements, that is, in the group of integers, namely, 
the group of numbers, called the finite field, defined over finite field numbers. It is 
pertinent to mention that, as per the Coppersmith attack model, a collusion of at 
least       number of entities, being equal to or greater than, in this case, to  , 
may present a threat to the security of the system through a derivation of the secret 
information of KAC. This vulnerability underscores the necessity of designing 
robust mechanisms to prevent such collisions and preserve the integrity of the 
cryptosystem. 

5.1 Collusion Between Selected Entities 
5.1.1 KAC’s secret Information:  

The presented subtree-based cryptosystem includes algorithms based on 
partial discrete logarithms [14], [15], [21], and [22], and is specifically designed 
to accommodate up to   different entities. Under this framework, we take a group 
of cooperating entities, denoted by   and   is greater than the frequency of 
interaction   and each entity is numbered by an integer   which is an integer 
between 1 and  . These organizations can conspire to re-discover the hidden 
value of the Key-Authorization Cryptosystem (KAC) which is represented as   . 
                           (1) 

Consequently, this can be expressed as a system of linear congruences, as 
follows: 
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           (2) 

                (3) 
In case matrix B as defined in Equation (3) has   linearly independent row 

vectors over     
     , cooperating     parties can uniquely infer the secret 

information    associated with the KAC. Nevertheless, the pivotal work by 
Nakamura et al. [30] and Coppersmith [29] has shown that even when 
matrix   lacks   linearly independent row vectors over     

 , entities   (    
 ) may still reconstruct an alternative version of the secret, denoted    , thus 
potentially revealing the confidential information of the KAC. These observations 
have highlighted the existence of some delicate weaknesses to the underlying 
algebraic construction and require a careful examination of the properties of 
matrices when determining the safety of such cryptosystems. 

5.1.2 Generation of Each User's Secret Key: 
As demonstrated in subsection 5.1, entities indexed up to       are 

incapable of obtaining the center's secret info through any form of attack. On the 
other hand, in the event a collusion is formed with ŋ or more, they can compute 
   before it is computed by the centre    . Considering this, we now examine the 
security of each entity's secret key    against collusions involving fewer 
than ŋ participants. 

When fewer than   entities, specifically    , collaborate, the resulting 
system of linear congruences can be expressed as follows: 

 

[
 
 
 
    
       

   
   

  
        

   ]
 
 
 
 

[
 
 
 
    
       

   
   

  
        

   ]
 
 
 
 
 

[
 
 
 
 
  
  
  
 
  ]

 
 
 
 
           (4) 

                 (5) 
In case there is a cover of the entity ƙ, covering a  -dimensional vector, 

which is the cover of     
 . 

       ∑                    (6)  
     ƙ          (7) 

Then any group of     entities can recover the private key  ƙ  of 
entity ƙ by 
    ƙ  ∑                    (8) 

Noting that     
  does not constitute a field, it can be readily demonstrated 

that a conspiracy of     entities can create at most    secret keys corresponding 
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to other entities, as indicated in equation (8). Consequently, the probability 
that     entities can successfully spring the secret key of another entity is 
bounded by  

 

    
   . 

Theorem 5.1 (Coppersmith) [29]: Let there be     entities be indexed by  , 
where          . Each entity can derive an  -dimensional vector     over 
the group     

 . This vector     is equivalent, although not identical to the actual 
secret info of the KAC. 

Proof: When       entities denoted as   with          , act in concert 
or conspire, the resulting framework can be described by a system of linear 
congruences expressed as follows: 

[
 
 
 
    
       

   
   

  
   

   
     ]

 
 
 
 

[
 
 
 
    
       

   
   

  
   

     
   ]

 
 
 
 
 

[
 
 
 
 
  
  
  
 

    ]
 
 
 
 
         (9) 

Given that each    is an  -dimensional binary vector, there exists a 
corresponding      -dimensional vector   over the ring     

  satisfying the 
following relationship: 
  ∑                (10) 

Here,  
  ∑                        (11) 
and thus  
  ∑                   (12) 

When every entity of the number of them, denoted by    , has an integer 
number of multiples of   , given that    , those entities can, together, find 
out the factors of   . The latter fact permits a similar attack as described in 
Theorem 5.1, and, in turn, the secret data stored in the KAC can be restored via 
the cooperation of the collusion of     participants. In addition, Meshram, 
Meshram, and Lee [22] suggested a general attack procedure that could be used 
against the modified system where the concerted efforts of the number of entities 
of at least,    , would be enough to extract the secret information of the KAC 
with high success. This highlights the potential vulnerability of the system under 
conspiratorial conditions exceed the original threshold.  

Theorem 5.2 (Shamir) [3]: Let       be a positive integer and consider a 
collection of distinct entities indexed by   where          . Then, by 
pooling their computational resources and collaborating in a coordinated 
manner, these entities can recover the private key   associated with the key 
authority center (KAC) with high probability. 
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Proof: Suppose      entities, indexed by          , conspire. Then, 
from the structure of the underlying secret-sharing scheme, each 
entity   contributes a linear congruence. Taking these congruences together, the 
resulting system simplifies precisely to the one shown in Equation (13). 
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   (13) 
  =             (14) 

Let   be a matrix whose columns consist of   linearly independent vectors 
over     

 .  
Accordingly, there are strictly positive integers    for          , 

such that 
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  (15) 
Equation (15) may be equivalently expressed as follows: 
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   ]

 
 
 
 
  

[
 
 
 
     
  
 

    ]
 
 
 
 
    

   (16)  
  =        (17) 

By assumption, matrix   defined in Equation (14) consists of   column 
vectors that are linearly independent over ring     

 . Consequently, it follows that 
there exists a nonsingular matrix    over the same ring     

  for which the 
determinant satisfies            with an overwhelming probability. This 
condition further implies that              . Therefore, the system of linear 
congruence can be reformulated as follows: 
                   (18) 

If    was nonsingular over the multiplicative group     
 , it would imply 

that              , which contradicts the previously established result. 
Therefore, with an overwhelming probability,    must be singular over     

 , and 
consequently,                   . This observation suggests that, with high 
probability,          is divisible by   . 
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Furthermore, consider a scenario in which any other subset of    
   entities out of       collaborate. The corresponding matrix is denoted 
as    , which is structured similar to   . This leads us to expect that, with high 
probability,           is also a multiple of   . Consequently, the     
of          and           can be written as    , where   is some small positive 
integer. An efficient assessment of    is made possible with the use of these 
observations. This additional step in the calculation of the secret information of 
the center is exactly the articulation of the attack in Theorem 5.2. 

7. A Comparative Analysis of Performance Against Existing Techniques 
The contemporary part provides the analytical discussion of nine popular 

identity-based cryptographic (IBC) methods, and the quantitative comparative 
evaluation of their performance. The methods that we are considering include: the 
IBC scheme of Cocks [6], the authenticated IBC scheme of Lynn [4], the 
selective-identity secure IBC scheme of Boneh and Franklin [28], which does not 
use random oracles, the hierarchical IBC scheme of Gentry et al. [7], the 
technique of Water [5] and some variations that are the ID-based cryptographic 
scheme of Boneh and Boyen [20], the approach of Meshram and Meshram [15] 
and other schemes that were proposed by Meshram. Furthermore, Pang, Li, and 
Wang [31] researched the IBC technique as the combination of the novel efficient 
IBC technique presented in this study. The performance metrics which will be 
used here are based on the considerations of the efficiency of the server side, in 
this case, the consideration of the encryption and decryption algorithms and the 
computational overheads involved in these processes. The general objective of 
this comparative analysis is to clarify the strengths and weaknesses of each 
methodology in a real-life cryptographic application. 

The following notation is adopted to characterize computational 
performance within a cryptographic framework. The pairing operation is denoted 
by   , while    represents the time required for modular multiplication. Modular 
exponentiation within a group is expressed as   , and    refers to the time needed 
for scalar or point multiplication in a group. The execution time for an XOR 
operation is given by   , while    denotes a map-to-point hash operation, and 
   corresponds to a one-way hash function. Modular arithmetic operations are 
accounted for by    (modular addition) and    (modular inversion). Finally, 
   quantifies the computational time associated with evaluating the Jacobi 
symbol. These notations offer a systematic and coherent model of doing a 
comparative analysis of cryptographic algorithms in reference to their 
computational complexity. 

It is well understood that the pairing operation, denoted by   , requires 
significantly more time to execute than other cryptographic operations. The 
performance simulation results indicate that the execution times for modular 
addition (  ) and one-way hash functions (  ) are negligible when measured 
against modular exponentiation (   ), modular multiplication (   ), XOR 
operations (  ), map-to-point hash functions (  ), modular inverses (  ), and 
Jacobi symbol computations (  ). Notably, both the encryption and decryption 
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algorithmic phases demand substantially higher computational resources than 
other phases, such as setup and extraction, which are executed only once. 
Consequently, the performance comparison focused exclusively on the 
encryption and decryption phases. The IBC technique proposed herein has been 
evaluated against existing techniques referenced by their respective citations. A 
comparative analysis of the computational costs in conjunction with security 
considerations is presented in Table 1. 

 
Table 1 

Comparative analysis of the proposed subtree-based cryptographic 
technique with existing methods 

IBC Techniques          
Cocks [6]                                      
Gentry and Silverberg [7]                                             

     
Lynn [4]                                           
Boneh and Franklin [28]                                       
Waters [5]                               
Pang, Li, and Wang [31]                       
Meshram and Obaidat 
[23]  

                            

Meshram and Meshram 
[20]  

                        

Meshram et al. [14]                          
Proposed Technique                                 
  : represents the computational cost incurred during the encryption phase;   : denotes the 
corresponding cost for the decryption phase;  : captures the overall computational cost, aggregating 
the expenses of both encryption and decryption stages.  

 
As observed in Table 1, the proposed IBC technique, which is grounded in 

the PDL and demonstrates a lower computational cost compared to the techniques 
referenced in [4],[5], [6], [7], [14], [20], [23], [28], [31]. 

8. Conclusion and Future work 
An improved IBC technique that leverages the hardness of the PDL problem 

is proposed in this work. The security of the proposed technique rests 
fundamentally on the computational intractability of the PDL problem, 
specifically when defined over a multiplicative group on a finite field and 
involving distinct, discrete exponents. Notably, the proposed approach rigorously 
adheres to Shamir’s foundational principles for IBC. In addition to eliminating the 
need to have prior interactive communication on the part of the user before every 
data transmission, as is the case with many of the current schemes, the current 
approach can be used to enhance the operational efficiency of the scheme. 
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Besides, the approach is not based on the presence of tamper-proof modules, 
which makes it more practical in practical environments. When compared to other 
identity-based cryptographic (IBC) approaches that rely on the generalized 
discrete logarithm problem (GDLP) or the identity-based fuzzy public key (IFP) 
model, the present method offers a superior level of security over an extended 
period. Moreover, it achieves computational efficiency as fewer operations are 
required during encryption and decryption which highlights its applicability in 
real practice.  

Unlike traditional public-key cryptosystems, which are typically grounded 
in the classical DLP over generic groups or the IFP, the proposed algorithm offers 
distinct security advantages by specifically addressing the public-key 
blind-decryption problem within the multiplicative group over finite fields. Most 
importantly, the suggested approach removes the problem of deadlock that was 
detected by Pang et al., thus providing a greater level of security compared to the 
approach suggested by these researchers. This system facilitates the development 
of an identity-based encryption scheme grounded in lightweight public-key 
management models. Lightweight schemes of this type can be defined by 
relatively small public and private key sizes relative to those listed in many 
known IBC techniques as reported in the literature. This feature is particularly 
beneficial in grid-security architectures, where the membership of users varies 
every now and then due to the entry or exit of personnel into the grid. Since the 
traditional certificate-based systems are commonly used when submitting each 
task, key management is getting more complex, and bandwidth use is becoming 
even more complex in the grid infrastructure. Introduction of a certificate free 
system of IBC, as suggested, has the prospect of reducing these challenges by 
simplifying the major management and minimizing overheads to it. 

Within the IBC paradigm, a notable advantage lies in the fact that an end 
client's public key can be generated and used instantaneously, without requiring a 
public key certificate unlike traditional systems where such certificates must be 
transmitted to the intended recipient through protocols like the Transport Layer 
Security (TLS) handshake. Nevertheless, conventional IBC systems are hindered 
by inherent limitations, namely the key escrow problem and the need to securely 
distribute private keys, both of which constrain the practical efficiency of 
identity-based keys. Although the Globus Toolkit (GT) offers single sign-on 
capabilities along with delegation proxy credentials, the enhanced PDL-based 
IBC system introduced in this study effectively mitigates both certificate 
dependency and key escrow issues. This advancement is a meaningful step 
towards simplifying key management while preserving the robust security 
properties in identity-based encryption frameworks. 

A salient benefit of the IBC paradigm is that the public key of an end-user 
can be effectively generated and used immediately without the requirement to use 
a public-key certificate which is usually relayed to the target party through 
protocols like Transport Layer Security (TLS) handshakes. However, traditional 
identity-based cryptographic schemes face several fundamental limitations such 
as key-escrow dilemma and the necessity of secure sharing of private keys; all 
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these limitations reduce the utility of identity-based key schemes in practice. 
While the GT relies on single sign-on functionality and delegation proxy 
credentials, the improved PDL-based IBC system introduced in this study avoids 
both the issue of certificate dependency and the key escrow problem. The 
development is an important step towards streamlining important management 
but maintaining the strong security features of identity-based encryption models. 
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